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0/ of cybersecurity professionals

O expect to see an increase in

8 7 mobile payment data breaches
over the next 12 months

ISACA’'s 2015 Mobile Payment Security Study
www.isaca.org/mobile-payment-security-study
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Forensic Method

XRY Logical 8571
XRY Physical Dumping 4228
XRY Physical Decoding 3912
XRY Security Code Only 2600
XRY Untested 960

Smartphone Apps 1600
Total Device Profiles Supported 21871
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All Projects

Device Information

Extraction Summary
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Project settings ] I =] Generate Report I

Device Info

iPhone 3GS cellebrite UFED Reports

Extraction end date/time
Unit Identifier

Unit Version

Selected Manufacturer
Selected Device Name
Connection Type

Report type
Extraction start date/time

2012-11-16T16:46:26
5904009

Software: 1.7.4651.14110 UFED, Full Image:, Tiny Image:

Apple

iPhone 3GS

Cable No. 110

Phone
2012-11-16T16:44:55

Detected model
IMEI

Unique Device ID

Bluetooth device address

MC132
012153001268369
c4:2¢:03:51:3c42

Phone revision
Serial
WiFi address

b88f3872048e491¢1f65491¢ca8945¢5531a081923

5.1.1 (98206)
84016CGI3NQ
c4:2¢:03:51:ac43

Device Content
Phone Data
Call Log Contacts SMS Messages
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Data Files
Images Audio
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“Ljava/security/MessageDigest”,
{"input”:{"class""Ljavax/cryptofspec‘SecretK ey Spec”, "metho

52, 53 54,55, 56, 57, 48, 49, 50, 51, 52, 97, 98, 99, 56,57, 101, 102, 50}"}, {"ty
javax/crypto/Cipher” erdnstance”, "para” [{"type’
avax/crypto/Cipher; vax.cryplo.Cipher@2ca27354'  }
pto/Cipher” , "para’: [{"type””
‘var”"javax.crypto.spec SecheySpecom .
java/security/spec/Algorithm ParameterSpecs’,"var'  javax.crypto.s eclvParame(erSpecOﬂ}faAdZ 313, "output™s{"type™s"V"} )
<{"class™"Ljavax/crypto/Cipher”, "method":"do , "para”; [{"ty 0, 51,52, 53,54, 55, 56, 57, 44, 48, 44, 48, 44,
148, 44, 57, 48, 44, 49, 44, 49, 44, 110, 117, 108, 108, 44, 110, 117, 108, 108}"}]}, "output”:{"ype’ IE 66, -18, 0, -20, 127, -3,-17, -29,
-126, -69, 109, 66, -46, 51, 78, -102, -65, -123, -24, -8, -38, 97, -33, -121, 87, -52, -111, 107, L‘lS -121, 113 -87, 47, -33, 46, -84, 66, 85, 42, -111, 7,

"H

{ javax/crypto/spec/SecretKeySpec”,
52, 53 54 55, 56, 57, 48, 49, 50, 51, 52, 97, 98, 99, 56, 57, 101, 102, 503"},
javax/crypto/Cipher” Ellnslante”, ”par
Ljavax/crypto/Cipher;

53, 54, 55, 56, 56, 48, 49, 50, 51,
ES"}]}, "output”:{"type" V") }
"AES/CBC/PKCS5Padding"}1}.

B","var":"{-8, 66, -18, 0, -20, 127, -3, -17, 29, -126, -69, 109, 66,
21, 113, -87, 47, -33, 46, -84, 66, 85, -42, -111, 7, -15, 0, 66, -49, -4,

uip:
108, 44, 110, 117, 108, 108}"}}
{"input javax/crypto/spec/SecretK ey Spec”, "metho
52,53, 54, 55, 56, 57, 48, 49, 50, 51, 52, 97, 98, 99, 56, 57, 101, 102, 50}"},
javas/cryptolCipher', "method " getlnstance’, “para’ [{"type’
LJavax/crypm/Clph vax.cryplo Cipher@dedABQl

":'{65, 49, 50, 51, 52, 53, 54, 55, 56, 57, 44, 48, 44, 48, 44, ~

v
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Taiwan Accreditation Foundation

A

251894
BEAHMA RS
EABMEBRT®RE

&Jb L E 438 309 3% 11F-5
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