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private ArrayList<GasModel> mList = new ArrayList<>();
private TextView mFirstTitle;

private TextView mSecTitle;

private LinearLayout mFirstRoot;

private LinearLayout mSecRoot;

@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R. layout.gas_main);
mFirstTitle = (TextView) findViewById(R.id.first_title
mSecTitle = (TextView) findViewById(R.id.sec_title);

mFirstRoot = (LinearLayout) findViewById(R.id.first_Rc
mSecRoot = (LinearLayout) findViewById(R.id.sec_Root);

RestAdapter restAdapter = new RestAdapter.Builder()
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rivate void initView()

this.m0ilBtn = ((Button)findViewById(2131427391));
this.m0ilBtn.setOnClickListener(new View.OnClickListener()
{
public void onClick(View paramAnonymousView)
{
MainActivity.this.startActivity(new Intent(MainActivity.this, QilActivity
}
3
this.mElectricBtn = ((Button)findViewById(2131427392));
this.mElectricBtn.setOnClickListener(new View.OnClickListener()
{
public void onClick(View paramAnonymousView)
{
MainActivity.this.startActivity(new Intent(MainActivity.this, ElectricAci
b
)
this.mGasBtn = ((Button)findViewById(2131427393));
this.mGasBtn.setOnClickListener(new View.OnClickListener()
{
public void onClick(View paramAnonymousView)
{
MainActivity.this.startActivity(new Intent(MainActivity.this, GasActivity
¥
});
this.mWater = ((Button)findViewById(2131427394));
this.mWater.setOnClickListener(new View.OnClickListener()
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.
buildTypes {

release {
minifyEnabled true
proguardFiles getDefaultProguardFile('proguard-android.txt'), 'proguard-rules.pro’



—keep class org.apache.commons.sk {
*;
}

—keep class android.support.sk {
*;
}

—keep class com.actionbarsherlock.sk {

*;
}

-keep class com.foxykeep.datadroid.*x {

*;
}

—keep class com.facebook.®x { *; }
-keepattributes Signature

-keep class com.jeremyfeinstein.slidingmenu. lib.sx {

*;

}

-keep class com.yviewpagerindicator.sk {
*;

}

-keep class com.nostral3.universalimageloader.s* {

*;
}

—keep class com.tonicartos.widget.stickygridheaders.sx {

*;
b



Retrofit

.U

</dependency>

GRADLE

compile 'com.squareup.retrofit2:retrofit:2.3.0'
Retrofit requires at minimum Java 7 or Android 2.3.

PROGUARD

If you are using ProGuard in your project add the following lines to your configuration:

# Platform calls Class.forName on types which do not exist on Android to determine platform.
-dontnote retrofit2.Platform

# Platform used when running on Java 8 VMs. Will not be used at runtime.

-dontwarn retrofit2.Platform$lava8

# Retain generic type information for use by reflection by converters and adapters.
-keepattributes Signature

# Retain declared checked exceptions for use by a Proxy instance.
-keepattributes Exceptions

Retrofit uses Okio under the hood, so you may want to look at its ProGuard rules as well.
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»android-proguard-snippets

Example Proguard configurations for common Android libraries.

This project assumes that your ProGuard configuration is based off of the latest official proguard-android.txt config
as shown below. Each library configuration should only be the rules required for that specific library, not a complete
Android ProGuard configuration. The various library configurations are combined by the Gradle build system. The
library rules should be universal, any app specific rules (such as preserving model classes) should be added in a
custom proguard-project.pro file.

Request additional libraries through issues. Pull requests are welcome.




» ActionBarSherlock 4.4.0

¢ ActiveAndroid

e Adjust

¢ Amazon Web Services 1.6.x [ 1.7.x
¢ Amazon Web Services 2.1.x
¢ AndroidAnnotations

¢ android-gif-drawable

e Apache Avro

¢ Alibaba Fastjson

» Butterknife 5.1.2

e Crashlytics 1.+ /| 2.+

o Crittercism

e EventBus 2.0.2

» Facebook 3.2.0

* Facebook Conceal

* Facebook Stetho

* Facebook Fresco

e Flurry 3.4.0

¢ Google Analytics 3.0+

e Google Guava

e Google Play Services 4.3.23
¢ GreenDao 1.3.x

+ GSON2.2.4

» Jackson 2.x

e Joda-Convert 1.6

¢ Joda-Time 2.3

e Jsoup

* LoganSquare

* New Relic

e Parce



Is it enough
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protected void onCreate(Bundle paramBundle)
{
super.onCreate(paramBundle) ;
setContentView(2130903065) ;
this.b = ((TextView)findViewById(2131427397));
this.b.setText("123456");
this.c ((TextView) findViewById(2131427399));
this.d = ((LinearLayout)findViewById(2131427396));
this.e = ((LinearLayout)findViewById(2131427398));
((PriceService)new RestAdapter.Builder().setEndpoint("http://price.nat.gov.tw").setErrorHandler(new
{
public Throwable handleError(RetrofitError paramAnonymousRetrofitError)
{
Log.d("Ted", "cause " + paramAnonymousRetrofitError.getMessage());
return null;

}
}).build().create(PriceService.class)).getPower("E4").a(AndroidSchedulers.a()).a(new Actionl()
{
public void a(Response paramAnonymousResponse)
{
int i = 0;
Object localObjectl = new StringBuilder();
for (;;)
{
try
{
paramAnonymousResponse = new BufferedReader(new InputStreamReader(paramAnonymousResponse.get
}

catch (IOException paramAnonymousResponse)

{
Object localObject2;




public class ElectricActivity extends Activity {

private ArrayList<ElectricModel> mList = new ArrayList<>();
private TextView mFirstTitle;

private TextView mSecTitle;

private LinearLayout mFirstRoot;

private LinearLayout mSecRoot;

private static final String KEY = "'123456";

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R. layout.electric_layout);
mFirstTitle = (TextView) findViewById(R.id.first_title);
mFirstTitle.setText(KEY) ;|
mSecTitle = (TextView) findViewById(R.id.sec_title);

mFirstRoot = (LinearLayout) findViewById(R.id.first_Root);
mSecRoot = (LinearLayout) findViewById(R.id.sec_Root);

RestAdapter restAdapter = new RestAdapter.Builder()
.setEndpoint("http://price.nat.gov.tw")
.setErrorHandler((cause) - {

Log.d("Ted", "cause " + cause.getMessage());

return null;
1)



protected void onCreate(Bundle paramBundle)

{
super.onCreate(paramBundle);
setContentView(2130903065) ;
this.b = ((TextView)findViewById(2131427397));
this.b.setText("123456");

this.c = ((TextView)findViewById(2131427399));
this.d = ((LinearLayout)findViewById(2131427396));
this.e = ((LinearLayout)findViewById(2131427398));

((PriceService)new RestAdapter.Builder().setEndpoint("http://price.nat.gov.tw").setErrorHandler(new E
¢ public Throwable handleError(RetrofitError paramAnonymousRetrofitError)
¢ Log.d("Ted", "cause " + paramAnonymousRetrofitError.getMessage());
return null;
1)%Du1ld().QLQQLQ(Priggﬁgrvigg.class)).ggtPngr(”E4”).aiAneriQSthdulgrs.a()).ainew Actionl()

public void a(Response paramAnonymousResponse)
{
int i = 0;
Object localObjectl = new StringBuilder();
for (;;)
{
try
{
paramAnonymousResponse = new BufferedReader(new InputStreamReader(paramAnonymousResponse.getE
}

catch (IOException paramAnonymousResponse)



CipherKey( )

paramAnonymousResponse.printStackTrace();

paramAnonymousResponse = new CipherKey(1234, 456, 789);
Log.d("Ted", "key " + paramAnonymousResponse);
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fub 2.class package o;

I 3.class

fup .class =import android.content.DialogInterface;

Ty -.class import android.content.DialogInterface.OnClickListener;
I 7.class

s 1.class final class \uFF95

I 9.class implements DialogInterface.OnClickListener

fub I.class
fh #.class \uFF95 (\uFE7F param\uFF7F) {}
Ty .class
fus 7.class
fub J.class = A
fub ¥.class

fub A.class

public final void onClick(DialogInterface paramDialogInterface, int paramInt)

paramDialogInterface.dismiss();
paramDialogInterface = \u2148.\u@971();
r v class String str = \uFF84.\u@2CA\u@971(this.\u@2CA.\ud2CF);
E?}'l S if (paramDialogInterface.\u@2CE != null) {
o 7class paramDialogInterface.\ud2CE.\uB2CE(str);
}

fus 7.class
T F.class }
b F.class }
I Z.class
fub 2.class
s J.class
s N.class
T E.class
fus 7.class
I Aclass
b T.class
fuy Z.class
fub A.class
s E.class
0 ciess
{ﬂ_l‘_. 7.class
T V.class
fub b.class
fms 7.class
T v.class
b .class
I .class
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Dexguard

EncryptStrings



CipherKey( )

false;

new \UFBE9( (byte[])\u@2C9.coN.\u@2CA("o. ").getField(" ").get(null)

new \uFB54(3);



IS It Safe?
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HostnameVerifier hostnameVerifier = new HostnameVerifier() {
@0verride
public boolean verify(String hostname, SSLSession session) {
return true;
}

¥



TrustManageF[] trustAllCerts = new TrustManager[]l{new X509TrustManager() {
public X509Certificate[] getAcceptedIssuers() {
return new X509Certificatell{};
}

public void checkClientTrusted(X509Certificate[] certs, String authType) {
}

public void checkServerTrusted(X509Certificate[] certs, String authType) {
}
I3

SSLContext sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new java.security.SecureRandom());

builder.ss1SecketFactory(sc.getSocketFactory());
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future

1.sign app %2 [jE
2. B2 app ZE5E
3. android N  1£H#Ynetwork security config

4.2017 google io security IjgE



signingConfigs {
config {
keyAlias 'android’
keyPassword '123456'
storeFile file('/Users/tedliang/Bitbucket/QueryNow/release.jks"')
storePassword '123456'



gradle.properies
w

ANDROID_PASSWORD123456

build.gradle

signingConfigs {
release {
keyAlias 'android’
keyPassword ANDROID_PASSWORD
storeFile file('/Users/tedliang/Bitbucket/QueryNow/release.jks"')
storePassword ANDROID_PASSWORD
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network security config

<?xml version="1.0" encoding="'utf-8"7>
<network-security-config>
<base-config cleartextTrafficPermitted="false" />
<domain-config cleartextTrafficPermitted="true">
<domain includeSubdomains="true'>localhost</domain>
® </domain-config>
</network-security-configs|



Custom trust anchors: Customize which Certificate Authorities (CA) are trusted
for an app's secure connections. For example, trusting particular self-signed
certificates or restricting the set of public CAs that the app trusts.

Debug-only overrides: Safely debug secure connections in an app without
added risk to the installed base.

Cleartext traffic opt-out: Protect apps from accidental usage of cleartext traffic.

Certificate pinning: Restrict an app's secure connection to particular certificates.



App signed with
app signing key

App signed with
app signing key

Developer — I m —» Google — I m —»  User
App signing
key
App signed with App signed with
upload key app signing key
Developer — £ I m —»  Google — —> User
Upload App signing
key key




App signing +
optimizations

We know developers care about
APK size, particularly those
targeting emerging markets.

With app optimizations, Play will be
able to deliver an APK optimized for
screen density and native
architecture.




APK

Native Libraries (.so)

armeabi_v7a

. Required

Other Stuff Not required
(dex files, strings, assets)

Drawables (.png, .jpg, ...)




Auto
multiple-APK

With this app optimization, we
deliver just what is needed by each
device.
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Verity Apps API

isVerifyAppsEnabled()
enableVerifyApps()

listHarmfulApps()




SafetyNet attestation

Android Pay cannot be used

Google is unable to verify that your
device or the software running on it
Is Android compatible




reCAPTCHA for Android




last and the
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