T8 T App¥ 2 B &35
V1.0(¥ %)

4= S Sig
EARI X A

¢ #2 F105% 107






A =
B e ettt ettt 1
1 - 1
I A 2
1.2, ¢ A JJERERELH oo 2
1.2.2. A T i iiiiiteeeeeeneoeeoaananaanens 2
102030 B A B A B v eteeeeeeeeeeenenannannannnns 2
1.3, B2 e 2
1.3.1. B 1 B B 5 teiineeennneeennoeeennacaananens 4
1.3.2. $2FFHRY AppE 2B B Hh.coieeiennn. 4
1.3.3. $3Fx X >R App BB EREFTH ..o, 6
1.3.4. 542 FHR* AppF 2B FA &Y ..., 7
1.3.5. S 5FFHR* AppE 2K RBIFT I+, 9
1.3.6. 5 6 B BT vttt 9
T & 9
1.5 LI R vt 17
FHRY APP F B A AP it i e 21
2.1, FHITE k%2 % ># % 4 (Android/i0S) ...ov. . 21
2.1.1. Android % s 3= 2#4] ... ... .. 21
2.1.2. i0S TF 3 3% 284 ... 28
2.2, #HR* App B # %8 (Android/i0S) .« 41
2.2.1. ANdroid B8 BB A v eeeniiiiieeeeeennns 41



2.2.2, 10S BB N oottt i i i 49

2.3, (TFET APP FTER SRR ..o 60
2.3.1. OWASP + = &% > h *& (Mobile Top 10 Risk) 62

2.3.2. ERFADIRY APD evvreiieeeeeeeeneennnnans 64
2.3.3. #HFERFRY T OFELTE e 65
2.4, PREFHRT AppF 2FFLBH oo 68
2.4.1. P B AFE(ChING) vttt 69
2.4.2. % (Europe Union,EU) .. .vviiiinnnnnnnnnn. 75
2.4.3. P 2(Japan) cieeiitiiiieitiittttiteneranaanas 77
2.4.4. % ®(United States of America, USA)...... 79

2.4.5. 2% >WP R App X 2RIFEERY A F 81

2.4.6. LREHET APDP BF I B 83
2.5. 2R T Fd s App ARFTERF S H A ool 83
2.6. AR 7 App AFFTERRIASE | 2 p ik TIR

B e e e e 86

2.6.1. "TFHRY App A AT ERBIAE  HFH ... 86

2.6.2. TiE®#R* App AAFT X A kpESBHIAR, B4 92

3. TR RY APP X A F R E T I ittt ettt i i 96
3 UL <1 AN 102
3.1, U F 2B FIRER L e e 116
3.1.1. BB AR F T (A) e iiiiiiieeeeeeeen, 116
3.1.2. FAHRY AN L AT(B) errririiiinnnnnnnnn. 126

ii



1.3, AR R ERAE R /-4 (ol I 133
A, FREFEEE(D) et 135
1.5 AR TR (E)ee et i 146
1.6 AR TR T (F) ettt 162
L7 AR TR BE(G) 201
1.8 FRETEAS T (H) i 206
1.9 FEHEF AL (D) e 210
1,100 HEFRZEY (I) ceeiiiiiiiiiiiiiie i 216
A1 R FRIEF(K) o 220
1,12, @ EFLAREEER(L) oo 226
10130 BARFIEWAI(M) o e 237
114, PEELRSBEFLTAL 2HEFN) ... 252
.15, AR AN ZEM(0) c it i 259

B e T T - A e - 270
117 R EI A RE(Q) e 272
3.2, Androdid & 2 B B F I c ittt ii ittt 288
3.3, 30S & A B F IE ittt it e i i e, 305
3. . R B R I et eeeeneneeeeeaneaeaeannnnnnns 316
FERT AppE 2R F A SFH(SSDLC) v v i i i 335
O 338
4.1.1. &2 % B A i e et 338

iii



1.2 EREEIT IR e 340

1030 BT Z D API/ SR e 341
A4 ZE2E AR EEA 341
B PP 342
2.1, B AT AT R i i i e 342
R N P 343
2.3 BAEDTF @Y EEER Y RO . i 344
Gl 4 =P 346
3.1, F AEHEE T 346
e N B = A 348
3 B 348
A1, BTN SSDLC B ATH S N E S L. 349
4.2, AR App 2. DevOps B AR v i iieeee . 349
0 0 = 356
S APP R P i e e 357
I R Vo Yo B - D 2O AP 357
D3, APP R T 2 ittt i i i et et e 361
LR T IR P 369
S R N 370
6.2, FEAEIL i 371
6.3 SEEEEIT L 372

iv



ST S/ TR VoTo BN 71 - 2 373
5.1, APP F R KB FH 5 3 ot 373
I Yo Yo B 27 375

5.2.1. Santoku ...iiiiiiii i i i i 378

5.2.2. SNOOP-1t . .iiiiiiiii ittt ittt 380

5.2.3. MOBSF .. ittt ittt iieennrnnannnsns 382

I - 0 5. PP 384

5.3.1. (&R * App ¥ > P77+ Android T >

(B BI= ) e 385

5.3.2. FE ) App ¥ 2 RIF 54_10S T o (F 5] ).. 395
5.4, TiEd ™ App AR FTEWHRRPIAE | L ZRFERERT I

L 404

B T e e e e 428
it 1l X 2HMEFAAED IR L it 1-1
it 2 AR App § ORIFE®RTEE oo it 2-1
E3 FEREY AppERFIEERTEA ool it 3-1
it A FERY App BE R FRRERPE ..o it it 4-1
i 5 TR App BRI ER AR ool iE 5-1
it 6 AR AppIRFRERERT A oooiiiiiiin., 430



SRR A 3
Bl 2Android Hrd3afr 7B H ...l 22
Bl 3105 4 il e vttt e e, 29
L e - . 33
Bl 5Android Studio B E N B EE vttt 43
B 6 8 T 2 AT AT vttt et 50
Bl 7iTunes Connect & M 16 H B vieteeeineeeenneeenneennns 52
Bl 8itunes connect F ZEHIR ..., 54
B 9O BB+ 3 &4 "Pokémon Go, B ApPp ..., 61
B 10 2014 £ E 242 3R 'GchApp A28 S EAB% .. ..uee.... 65

Bl 11 < FakeID * p 22§ /A F #2387 Android ¥ k stix %66

Bl 12 i0S FE F A4 (20093 2014 £ ) .ovvvvnnnnnnnnn. 67
Bl 13 YD/T 2407-2013 " (& &l % 2 iv 4 HFE & Hir

B 22 % 2 FHE MEEERELT oo 71
Bl 14 YD/T 2408-2013 " F &£k X 2 4 Rl 2 B R R

AP E AR B BRI B it it it 73
Bl 15 JSSEC Android App % 23 3-/% 2AE:F8 % B 4p = htidy

B EH(AASDSCG) c v et it e i e 78
Bl16 (THR* App B HmAZ2 &9 ittt iniinrnennnnnn 80
Bl 17 CSA MAST F & ZEH ovit it i i, 82
W18 gt £k Fd kY App ¥ 2 A ARPEIEE L., 87
Bl19 #wRIFHRE FREY . i 94
Bl 20 8k App B3 4 B ¥ iRl MASHRFnAE ... ... 95



W21 AdpslpFpEmE s 43R anl/& 128 87 %R ... 96

B 22 Cigital Touchpoint *» 2 ..., 336
Bl23 T 2HME AFH o e 336
Bl24 ACHE BB T Bl oottt it ittt ittt 337
] 25 Android Developer Workflow Basics ............. 339
B 26 AREEH B App A FXRFF 4T HHTE K22 SSDLC 3/

20 P 341
Bl27 % BOlm BB eeeeeeeeeeeeennnnnnnnnns 345
Bl 28 8% H 0|7 BBl cveriii i i i e 346
B 29 DevOps F A & T BBl v vrereieniiinieneeenenannns 351
B 30 DevOps F 8 2 AT B v ettt e iiiennnnnaenns 352
Bl 31 DevOps F F 20 F T Bl v eren et ieninnennenennnn 353
B 32 BRBBF/PRA/ IR/ BEFAAT LR oo, 354
B 33 DevOps B /RIZE/ PR/ BEAET LR «oovevnn. 355
Bl 34 A AP R B S AR ettt ittt ittt 358
] 35 Cigital - TouchPoint Model * 2% .......ccve... 361
Bl 36 SantokU 3 T T B & vttt ittt ti it enenenenananas 378
Bl 37 BurpSUite i B/ AE c ittt nenaaaananans 379
Bl 38 SNOOP-1t T E B vveeenieeeeeeeennnnnnnnnnnns 381
B 39 Snoop-it &4 App FALEEFRHE-A 4T oovvininn.. 382
Bl 40 MODSF 34 T H B vvveeeerineeeennnnnneeennnnannns 383
Bl 41 MObSF } @ {7H /B" APP - T B vvvrveenneennennnenn 383
BlA2 (FH T AP A T3 2 B veeiie ittt 384

vii



F L AR i e et i 15
% 2 Android Studio fv Eclipse ADTEE#X ...vvvvvennnnn. 42
#% 3 Z# Android Studio 24 &K E ..o, 44
F4 Android B R AR FIE APT F4 v vi ittt it 48
%5 Flex Builder Z = M4 FEEBIE. .o viiiiiiiiinan. 54
&6 Xamarin BE=FPHBEFEEHEIE .. i 55
%7 PhoneGap Z=F B FEMEEAI. .o 56
E 8 A AP AR E I ettt 56
A9 B T APL AR ittt e 60

%10 fTHHEBLERDEN B (FsRETHER App Z2A M) 72
# 11 ENISAB ER FHHE AR ZT2HEIE T AT 10 RIEH| n A

-2 - 0= I 76
£ 12 BRETBLXANREBMEREE ...ooovii L 85
& 13 T8 ERA App AA T EHRAAEMIEEER oo 87
14 FTHEA App AATZARPAEBEBEMNE .oovvvea. .. 88
%15 fTEHER App AR T RAREAM B RFRAMKRIE I R2ME
B R ottt ittt i i i e e e e 98
k16 4 "ITEHER App AR BT RARAEE | BAF MAS R ELE
L K - I - 100
F 17 App Bl E (BEH]) v it it iieiieieiieineenanns 363
* 18 4T EA App 24 AE #_Android F & (& —) .... 385
19 TEHER App X2 AIE#H_10S F & (Fhl=) ........ 395
%20 AP ERTBEATEHER App ARTRRAAE | HE
B R ittt e e et et 404

viii



2 10S ¥ ks g gt App % }_F'“ﬁigﬁu (2 ﬁsﬁfﬂ‘#g

1)y uEHEFHRY App(L T ”;ﬁ;fﬂ% App = App) B # * B £

B X 2ATAGZ B o

d 0 ERFELXEEE RSO - B L 2RIy ~ BiT 2 pFRELT

FPRrF2 4 App BE AR ar i A ErDRT - F £ L
A 22 B 0 U X 2RI BEFEF AN T & 2

SRR @ AR AR ERELAFLTRIFEAEAE

s

N

X

ERPHIEL S EEREE Y W AR A
B AR ETAS AR FAERERETAY A TR

T p A EF Ak 2 AT ) > FHLTXIRHETY AL
E-Tp o Flpt Mgl g AR B EE T AppZ FE R PR

o BE AR B A g R M FERP RS T
2prF ARG RO IFEIAGFRECRIT 2GR

KT App 2k SLFEHEY o

®
@*Awwaé%iwm\i%%fw%Aﬁzm@a¢
BB A o T > el R

Development Life Cycle,SSDLC)/wA%ff it » H » 3 iacH s\ B
#o LIEpERAR T App B arZ RN RGBS L R
FORPERFNPEEAAEL T BT App AAT X
Bl BRI xGge o FIBAIEETAFRES Z > FH R App
FrHRIFHTHRR O PFEMSER  BLFIRERLANE TR

i
ﬂ}

& ¥ ¥P (Secure Software



B AT ELTE L App & 2ARF 0 L iRGER Y F AR T
}}:Sl.o
2.8 # %

1.2.1. ¢ <~ qJe&R e B

o

#

TRt App B E AR A B ¢ & % 5@ (Project Manager, PM) -
g sia 35 A R (System Analyst, SA) ~ Fa#% 2> 4 | (Information
Security, IS) - k%t 3+ 4 B (System Developer, SD) -~ #%3;t
K 3 EF (Programmer, PG) ~ #t48+#& Pl X B (Quality Assurance,
QA) ~ ¥R ¢ ™ i (Data Base Administrator, DBA) - T3l i

s

A B (Management Information System, MIS) -

GBI AR AR WIEAR o
1.2.3. BARFEAER
BABRFAER -

1.3.% & %4

Al R e EAM LT o



TENERAppRERFRIESI

SEES

+ 1aEm |

~ 1.2EENS

|
'dd
bW
gl
'!
HiH

‘—{ 2. TEHEAApPREARERERA

- 2 1TIMERARES MM (Androld/iOS) |
2.2{7AMAAPPRIZMA (Androld/iOS) |

| 2.31TMMMApPAREMNE |

| 24 smsumAsppRERZERRA |
2.5RE TTMMAAPPEERZAE, WA |

| 2.6%@ TTHAMAAPPESARMMES, RSTHEWENT |

\—{ 3. THMAAPPRSMRBERS |

3.2Android W%
3.3I0SHWFH

3.4Server®Fs

\—{ 4. {TENEFAApPZR 2 BIRE S EIA(SSDLC) }

--{ 4.1&“&_&3_]
- 4.2B|RER

~1 a.3mEpPaE

= 4.aFBWMIERER
| a.smsme

| acmmmmns |

x{ 5. {FENEAAppREBARTS }

| 5. ArPRmBMAMEBaE |
oz nopmmza |
5.3 RN
| 5.4 FHMMAPPESARMMES SHEARADRERSTANE |

¥—{' 6.4568 |
“{ S 30W ]

FAAR AR
1 450 &% W



ApilBh s @ R EREHE R Y ERE LW
i’%%ﬁ%%?ﬂi%ﬂiﬁ,mgﬁgﬁﬁﬂagﬁﬁwﬁo

w
N
s
N

el

o

Fd Rt App X > R %

AE®A R FHITE KT 2# 0 4 (Android/ios) ; ~ T A
% % App B % 3 (Android/i0S) ; ~ TiF&# ™ App T % b *&
A, > TERER T App X 2EFREH G, - r?"“@ﬁﬁﬂ%
P App AAFTERFH A, 2 TARGEEREY App AFFTERPBIA
B2 pitemalAff i, *65  phh2@fF ik App B
BORIMVET 0 R EAPM 2R - LR AHD FRRET R
ZPEHERET o RERE X 2R RFE A8 R A A
TREHEE 2T ARTE L RGE  FRFIERR RS UTE REG
2 % o
o% 2.1 7 iv¥ k% >+ it i 4 (Android/i0S) |
i 3 Android £ i0S iT# % fuﬁfﬁ.‘ MNEZ 2 blde  FRE
,]‘i,?fu’;ﬂ;i_\Appﬁf TR R A fRR kA 1R Fé—“z TRAFR R
App BB PEEFE* 2 A &% 2% o
ok 2.2 N 7& &+ App ¥ % % 8 (Android/ios) |

R w720 Android ¥ 1i0S T E i (s P Java ~ Object-
C%2 SwiftzZ F*HEEEME >R 2% B (Xcode ~ Android
Studio) ~ % &= ’;&Fx’?%}‘;‘ﬁi;‘é{%frﬁ 51 2 API % o

o% 2.35 NiF® R* App % b *hR4E



WP R LT App K L FAR G 0 ¢ 35 OWASP S E « 1%
¥ kK App BoRE ~ RELE PR Bhcnrc o ¢ E I EReh oF
App s G+ AT R R FR G AR B R (TR
VL fRB R AT 20

o% 2.4 4 ML Wi B» App % 2B R BH 4

ARBEIPN A e 2 B eRE g FHFEAE 2% 20 F
LR S @Z]Eﬂ%%ﬁt‘ﬁ#matlonal Institute of
Standards and Technology,NIST) ~ %E #RZFAZE > h
(The European Network and Information Security
Agency,ENISA) ~ p A7 & 4|+ % > 12 ¢ (Japan Smartphone
Security Forum,JSSEC) ~ ¥ B * 1 ¥ 430« B3cg T App
% >33 (The Open Web Application Security Project,
OWASP) 2 Z x4 % »>F P (Cloud Security Alliance, CSA)% -
i# ;%rﬁ ARNBFEHERY AppFF > V1R RTELAEER ii'sif\
TR FEEFFRFC BREF LML FEEAR
hgd g R > T X 2B AH -

0% 2.5 TR TiFfb* App A AT R4, i 4,

\3:-\

VR E R App 2 A AT EARE 0 S AEE RS F T
wep ?\.}, CH R TR P AREERE  RERARE ENEA A
DHITE R BFART AT LRSI HEMETLAHE 2R
| B F T EELT 2 EHE AT X RPIEIER ] AR
App 2% > 5 o

ok 2.6 AR iFd* App AAFTERPIAE | 2 p 1t

R I

AY

Jilag



AERRP X 2R F R BEARGEET App A AT X RRIAE2
WM G Al ko $APME 2P LG58 LIRRIA

;}g\l_;gl‘;";vjz‘ll‘o

T AR Appfﬁj‘#i?i*ﬁfﬁ‘lﬁf’%ﬂ’iJ PP A HR
%i\g TR FEAHEE AR Y App A AT R R

(MAS) /¢ * 22 % TR L o

1.3.3. ¥ 3FX 276" App B #F B E7F 1%
ﬁiﬁimﬁ@@ﬁ/mp&w%?ﬁjﬁﬁj;. BN R A
Wriad &k 22X 2B b B F R ITEFLTES o
A GEEE >EFR LR - Android & 2 B R 4~ 10S % >
W%?ﬁiﬁm$$£?ﬁ§4¢$&m’ﬁﬁﬁﬁﬁﬂiiﬁ?
B AR 2N R 2 T AR 0 A R
©3.1 £l & > P 1R
A& FI2 Android 2 i0S 7 B " A& App B F % >, ~ TR
FTHEE, - THFFTRIzEE 2,2 TEHAppA/E 2, F£1
T rBEF 102 -
eAndroid % » % F 7>

AR ERIIE > REAENRIAZ WA Bl (intent) T iK% 10

>

oo
0i0S % > H ## F ix

& 3 iCloud 4 F Bl% > ~ @ L A25% ~ B-FTH 2 LRG> % 4

>

Fg o



ARG E R PIRBR L L HFIR B SSL X T # g
(¢ % (session) g ¥ 1238 o
1.3.4. 4R & " App X 2B H 4 &)
FHTE 2B S AW (SSDLO)PM F R A THEEHE ), ~ T3
Fergpoy > TRPREE L~ TERERERE, - TRRRE, 2
F2R & Q@ pr | P 4o
ok 3.1 5 By
AFEZELE: FHRT App BE A RN TR L 2 22
X 2REIARE B EHET App X 2R FF AR T VR -

o% 3.2 4 M3 RpFf

FeBifsd PM 2 SA A B 4-4F App it a8 % > 2 RiEf7:p &2
&30 & 35 1 3w Android ¥2 10S 1TE K ALE I T L w TRl X

PRYG I RAILDEERR G U RLREE 2SPEER

TET K EaHFRT (ET )R fIHEF L&
%ﬁﬁaﬁﬁﬁﬁﬁigﬁ@* REMW S THEEESEF F
RIFREET REEST T -

~

°% 3.3 8 T3 &

FrFREEFPESLEE SN ARK AR 0 LB LN
WiSHE TH ,gé.i(—:dvg;ha%ng\.j\ SD A B s T Ay

ARBE 24 G R HEdy EF 2 (72 0 e S % Jf 42 DBA B2 PR F T
CR(MIS)FHHH AR T A 2 f g PR U



L B PRI~ B BPUE R Z B M GFED TR RBLE S VR
Bt App A AT X RPIA RS2 Lo

o% 3.4 5 TBEF v

é#j\—:' ;:—— q——‘]lj'\!t\-‘bp iPB]?——'El/F-E{ }AJ—%&”LFF l%rﬂ7 hllq,\‘ﬁ-
REAREXT2RY > TFABELT X2 FA % AR FE LR (PG)
ZEFERY AppEX 2R F I RERZT IANBITFEHE ARER T

RIpTERT App AR FT X RBIAFE A PR
PRAFERERFASBHFLEAFT  FRYFLHELITLE N
1? Z}?vr—;’g]?/kﬁ %5:\/9‘%_7\&_1%*%0

WATFE A B ATHE VB 2 DevOps(Development fr Operations

R L) EFFEL S FFAAEFEINF > ik App A &1

% 3.5 & [pIERIFE

AFEREET App % 2 R deif D K E T R a2 A
1 TRA BN EFHRFHFLRPEE QAL R Y 1 Bk
ABCHE (R > o 45 oM Y S Y FERE BB LR % 2
Re RE o

VG~ 7 A PR A FHOR R L 2 RS R

>
—

ERERE LR S R i o o i"%%t“ B rEEE R e PR
PR fino RBREL A FERET App A AT X RPIARE F
FiEk o 3 M F A MERIR IR0 BT ¥ & G mEmp o

.r}: 3 6212 ré&%‘ ‘ELFE‘-F)»J



1

FE g App i IWF IS EE > MIS A R A TE L B

JRESFHREZHFHALENFIRBEFT 2RARIIT 0481 7

FEAEEOR 2K R MP LG & 2 JRATE R~ B RIR IR BLE

PR R R BRI TR
B5 2

S TR AR EE R R R F L T o 35
TR AR HE 2 B Y REFESE TR

3.5, % 5E AR App £ 2 PR i

“

AEZRBEFARFEZFHRT App F 2HRBIER 0 d B A
Rz Pl A B8 %22 H A BT HP) 0 BEF LA
-2 4E 6 RMERIBE N VAR ERRY App ¥ 2 RIS
w@ﬁﬁﬁ’éﬁﬁﬁ%%%&ﬁéﬁ%%iﬁﬁo

o B RRA RV BRI R AEEFAPMEL SRR
22N E S R PRIEA G N APRE R = S AN EE > T AP
W$%$\%E\$%£&%%%’$¥*@%191€WU£F

7 App 2 FR L e B S

3.6. % 6% 53

I

(8,2}

Pl Adpal 2 EH R 2 BB ARFRALER > F R A
%0 TR T App % 2R X BMERFEBHUI L P A% 2R LA
U F A A S L EBEL SRR UL 2R P2 A
AT 2RE 2 PR

&

|
\-a:&
v
ﬁ\

1.4, * 3%

AdpslBEt App B AR 2R REH Y o @ App BB A3
gﬂmpﬁgﬁp&\B%%“%‘%ﬁﬁﬁ‘iﬁéﬂgﬁﬁg

9



Tl o> a7 REEARL S BRI AT~ ALK R
i

H/HFEEFAEX2AREARESREFRF LT

RS RS RRER A 0 B 1R TR, Rk

RIRHAR B 6% TRE, SRS S LA EERE
o2 3F THEBRY AppE 2B #FEGF i, 5o 7 LIF

é%ﬁﬂkiéiﬁ#ﬁ%€°ﬁﬁfﬁlkiﬁ FErdpald

~

o2 RS T
4.

1. B3 2 B (PG)

ot %k 2% N7t App X 2R #F1h , " BF AR Tt HS

2.2 & Nizd g+ App B % %58 (Android/i0S) | ix® % » 2

- TR Android/i0S FE LT L P EFE Y Hg 24 |deeiE

oo RREF S 2.18 TERTEARE X AHAGA ) o

— S App BB A AT AEFFTAL 2R GAP  VaFlar & 2
hiTde g App BB R arid SR 2 T a1 ol ik R
FORE T UG EF AR RATEL AR LR TR 2 B0 25K
e 2,38 TEd i App T4 b 'RiRAL, o

5245 T AREHRT AppE 2R F LRGN | ~ % 2.5 %
AR TEH R AppAATEALSE A F 2,65 TAR

"EE T App AR T X RRBIAE 2 g AeRFIEMS A, 0

3EAME 2R FE R FRFMES 3T T HFHEY App £ 2
RabEfir, @ 2RPGAAVAG RERRER -

F3F TA®RY App% 2R3 53 » ¥ App B A

ﬁ}\d: R AT

10



>

TY A ABEFAER Tk T AR App &
o2 TEEEY App AT X RBIASE | T <HA
Rt AppFF L 2~ TREEFTREE, -~ THT
ShirE & >, >~ Tiad App R H PN RS Rp L
Bl Ed Rt App AL > 2 17R A3 23§

— % 3.

=

&
R

Ao B o
i =
4

L

g
L

-

2»0

Dy

— % 3.2 8 "Android % > B % % #+, 5 Android <+ App B %
AR B s ¥ 3.3 4 riOS%*iE%?%f?z‘”Z-J % 10S 5% & App
B A RS - %3.48 TRIREX 2F70, 5 f 7 (58RI
B A B R 0 ¥ Android 22 10S App B3 X B 7L E &
EHREF -

o5 A% T{7#/* App ¥ 2R3 4 & (SSDLC) , » B2 4

REdiphl 2 "THEFEME ) 233 24 TEarrE -

-

AORRERE G~ TRRGTREE L~ TRIEER A 2 TNF TR

o5 5% A& E* App % 2HPIF I+, L B F L RIEA R ALY
AR hplEARM R A TALE RER B o

1.4.2. & % 539 (PM)

PM eddpsl X2 B R FAE R RECEEZ S RRET Y B

FERAT

°%x 2% F & jaz g‘n F 2.1 TERIFEAZZ 2R HA

(Android/i0S) | ~ % 2.2 & T &R+ App B ¥ % B

(Android/i0S) ; ~ % 2.3 & Ti7&/k* App T % b & &

B, 5258 TARTN&E&E ?Appﬁgj\ﬁ—aiﬁﬁéJ i



g ~52.68 TARTEH LY App AT XHRPIAE | 2
Paite&HFIEGA ) ~ERApDp FFTRFTE R ERRRESF 2.4

@ T LR ™ App % 2RFRBMN 4, o e FR R 2
FAadl Ry 2%

A

{
)

3&%@@*Awiiﬁﬁﬁﬁﬁﬁ’iﬂw%Awﬁwi
AR EREGRBFLL2RFFHERTP PABEERP PN F
TE o BP0 & E 4% i SA/SD/PG 4 R AT o

o% 4% T 7 * App % 2B % 4 & (SSDLC) | 04~ F2 A4

App B &% L L 4phf » ¢ 45 1 @ % SSDLC 2 fF ¥ 2 5% & 7

WAE S ARG T2 2R T 4% 0 2] SSDLC & Ff £

R R e L

o5 5 F T FH B App % 2P F i+, LB X R ELPFEARS

EH =2 A RhRIZAM A I SREFLER -

4.3, i A5 (SA)/ k k2t (SD)
o% 2% NiAd /" App % 2R udh |  BRFER4oT !

— SA/SD A B #f Android/i0S i* % T L p 2 v @ % chx > {8435
TRE CERIE 2.1 TERHIFEARE T 2H NG 2
$2.2% T =& * App B %8 i 4 (Android/ios) ; -

—FREFZEZ" TR eRIFaPEE R Z2PFRIFNER

‘j SA 4 ﬁKRApp £F4 EL; N ﬁ:gi ‘/%@/TE—T“ ’fqu' % lgﬂ: FI ‘f—-;,:\FI
BERBETAELIZTREREBY 2B d SDPGEFR NG
IE"}j‘Pﬁ‘%ng 3 & rf‘l‘fﬁ}@‘— App =z "ﬁpi‘%\J 1 Jﬁq:rr
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7
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BV RERRES -

o5 5% T (FF Y App X 2HBIF I+, LB L LRHEARE LS
=3 A RePRIGEIIM T A% 0 SA/SD A R VARG REEREA o
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TEST/QA A B » A & %71 App B & M RIFE M ST R EEH
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R APP AATERPAE 2P A RHFIRY 4, LR
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FRERER VAL REBRRG -
° % 5%; FERT App X 2HBIF A LR ZRIBEALABEAEY 2
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1.4.5. T3 ks gmE (MIS)
MIS * B %1/ # App A 5 F Ris2 hhad » RERFERT !

o% 2% (Ft ¥ App ¥ 2B S, - VLG RERRH -

i

% 3F T FH /B AppE 2R F B FF i+, B MIS A A 2 4P
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FrFAr O BRERELRA G TNFREFERFEL 2 LT
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EEAAMEIY 465 TINFREIFE ) T Hep TR
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2.6 ° o) o) o) o) ° o) °

15




SA SD Android i0oS TEST/ MIS

PG PG QA
3.2 © © [ o ) © © ©
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1.5.1. i(=# & * App(Mobile Application)

- BERFHETEINSP - TR el e FHEER Y 2 App -

1.5.2. 7% App ¥ i (Application Store)
4n ﬁfr%%i%_f%?*ﬁi%@ﬁﬁ‘f EEEY 2 T App B SRR
ErRErcF R RZB-IAE TR TR EFHRT T

1.5.3. &t 7 # (Sensitive Data)
ik F FFL A TE App 2 22 AREE T E A 2 B
f%%ﬁ%ﬁiﬁa’mgﬁﬂaﬁﬁﬁﬁ@*% S A NN
F AN B AT A FH S TRFEAR L e F A
Mok~ 208 ~ FEF~HFEREE o

1.5.4. i# X F#(Personal Data)
tha &k TR A TGRS ) $- L RER2T FNERAT R
DRABMEBAZTR s RAZEL NAET ] SRS
= Wi~ FERRHLEE ~ BT dp X B R KT
:}?ﬁ}ﬁ‘\%g:}%\%ﬂ\lri/—}“_ﬁ\lg‘ﬁ%ﬁﬁ zas‘ikﬁ%ﬂ-\ﬁsﬁ‘%‘%;\:\gﬁ

=
52.']‘%‘/E\ﬁ}_g ﬁv}» H T 5’ E;}’q_i F'&;}'Q‘ ‘\-’—\x‘%lj’fll;'{ 7 :F‘j”‘}i{i.o

’
\
—p

K% 753K % 35|85 (International Mobile Equipment
Identity, IMEI) -~ B% {7 * = %25 (International Mobile
Subscriber Identity, IMSI)Ez7 AR B A FALiRE 2 % -
B A FTRFRPN - L AFRFEEE BovvE- BN TR A
S Aéﬂﬁ?ﬁl"i#ﬁalﬁiIMEI/IMSI,$)kﬂ}‘:ﬁﬂd$;§]°
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1.5.5. i {7/ (Password)

#Fj A T 'ﬂ 2 ARG & KL
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1.5.6. @ % % /& (In-App Purchase/Billing)
pAEEE App P EREE H A P a s N FETRAD o
1.5.7. 233 %5 (Session Identification, Session ID)

i e AR R R BN 0 XA AR 2 v
BEE F ARG AE > ZRRAT RN LATHIRERTZ R -

1.5.8. g# (Certificate)

;}ﬂikjg ‘éf_g@;}g‘?ﬁ‘} P QU p;ﬁrg,&ﬁ/é\gfwja ?ﬁi@,g&%%t

1.5.9. &# 1 (Certificate Authority)
I EFRBELAEM ~E Lo
1.5.10. & % #2;%#5 (Malicious Code)

i A 'g’*’fz’f}‘fb’ TR 'Aplgg*;'z’}fg”_ » & 3L A A X
@%ﬁwﬁﬁﬁﬁﬁéiﬁﬁﬁo

1.5.11. 7% 2Kk (Vulnerability)

1.5.12. &3V & (Library)
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;}F] B g K .%g_/,url-iluggg@ o2 423" 0 & % 5 338 (Function)

4 it (Object) W f A— A2 %= - 2B RK 'i'—ﬁa:;?\?ifdﬁ ¢

1.5.13. ;i » sz # (Code Injection)
Ap Fl1i7 85 App K ehak fiam 3417 i@ % jﬁ“’ﬁﬁ‘] r2Z BRAp s o e FERR
L3t ¢ 4 72 ~ (Command Injection) ~ 74L& 45 52 ¥ (SQL
Injection) -

1.5.14. & E % ¥ (Smart Device)
- RBREFRELEHBUP - E P GPSEHTREE 7 X
T haEd A R EEFS T AoE T  NFC» Wi-Fi - CDMA & H @
gg‘fg{ﬁ:‘@; 461§k@§ﬁ, 3 st ;}-&;fj ;,\111:1,\, ‘:ﬁi',%FR

o BERATAAFENSE  TETE TR LR FE R

1.5.15. ARM % fﬁ_
ARM ZE 4 » i fLie&rpdF fi4p 4 F18 B (¥ 3F ° Advanced RISC
Machine > { % # 1% : Acorn RISC Machine) > & - B 32 iz~
g4 HF(RISC)RSZ EHH - B R iLb @ % fgr § 4 » 50 5k

o e o gﬁ_#'ﬁ&é?%é’é%?ﬁﬁéh%%nlmMﬁTﬂﬁ
PEFF AT AREMARE 0 B EH A BRI HEE MA A S B ATy
2T R o T - 2 g o BT E A BT A ARME

WAL TT L § deiE -

1.5.16. App 7’ 44 (Application Sandbox)
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5
/"/Tﬂﬂ? #ﬁg:’féi}”"# ﬁ v mﬁi;{""‘rsb I%B"f‘r’;‘ SR e ‘/"b%glﬂ "R
TR eRM T o AV o BREFERCHIF X
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2. FERT App % 2B F A AuHh

2.1. 778 1F¥ 432 % 2# it § /4 (Android/i0S)

2.1.1. Android % % 5%2% > #4)

2.1.1.1. Android % >

2.1.1.1.1. Android B> A& E L s BT o
BERRTURGFEFELLNAEP AR FEY > PRIFT
Bl SARTEZR 2 E LEFAMEE > F LY F 4
i%“'%} R EFEE R AAET S > lﬂ—iéﬁ*iaz}@ M
P ERET P

2.1.1.1.2. % > Hp e 2425
B E- BRI L F & - B T 2 E R ST >
A2 F > Google Android B % Bz k34 * 7 5 k% 2 ik
G- BRRT AT R g AR JHREE A K App 3 B RGE -
FHE 2R R ATERDTA G LRELX 2 (AT ER (&

PFER L 2016/10/1) -

2.1.1.1.3. Android % 2%+ Y BFBHFH L A RA

TOREZ 2 EGURCBRFAR S EART 1 F 2R
S B Wy sk B AR A IR T ok i RS hE b
Fle 2 2REPFTXEFBRF AR P PV UFEFR L L Ip3

2.1.1.1.4. Android % % s ia%zé?ﬁaéa‘ﬁs >R %

iiiﬁiﬁg RBIR W L auc#gT o
Xop BT
ﬂ"t

Cm\:\-

%

K E R 8 {- Android + 4%


https://source.android.com/security/overview/updates-resources.html
https://source.android.com/security/overview/updates-resources.html

= 3 App hirc ¥ 07 5 1 o Android Bkt b s ‘T BOU IS s e
Foag o I A G0 s F A E E P EER o 50 Android
Z20 X 2 HMEFEPF LY 2R FGEL 2,113 % 2
) -

2.1.1.2. Android # #% 2%

% % Android Hriflafpcn® > ~ B o ZEIE LR 2 97T o

\}
5 ip gk d Tﬁﬂﬁiéﬂ%éoﬁﬁurwtﬁﬁﬁf
Android T ¥ k % ] £ e 4% 2 ¢F > Linux p %02 09r g 4250

5 E D App i) e 5 B o

Android Framework

Applications

Content Provider,Managers (Activity,
Location,Package,Notification, Resource,
Telephony,Window) ,View System

Native Runtime Android Runtime

Android
Freamework

Core Libraries,
DALVIK VM

Linux
Kernel

&k R B © Android Security Overview (& PER : 2016/10/1)
B2 Android i f8 38 fp 7% 4
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2.1.1.2.1. 2 & v Android T & &K
B K
i 7 Android B L R E R > ¢ RRFEL B T T T
B g oAndroid ¥ ASE Ba M E T 5 (g Py 38 -
B AT R e TR E 2 0 4o ARM V6 53 7 -4 % (eXecute-
Never)+-T3% 7 4.2 7 MAAFL T o
eAndroid % % &

Android ey 1T E K AL AR * Linux % o App T B~K & P AT
TR o AeRABF AL~ DIR T A FT M~ TP R
EEYFFBTE 3B o

eAndroid & {7 FF £

Android Runtime(%5% 5 ART) » € - f& % Android TE kAt
FuE (FIRE 0 d Google P FAF > i A 2013 # iF 5 Android
4.4 %P dh— JERIEH AT NS F > A Android 5.9 % {4

G Androidsx A ¥ 1F 5 BN eanF(FpF > SV EBR T e

Dalvik & #2#% o

ART it 34 & ¥ #25% ehi= = 2 45 (bytecode) 4% 2 % B 5 >
Android #7i¢ * - fARTm EES o & Dalvik hi & 7 A
Dalvik # * e%_Just-In-Time(JIT)#ki» @ ART % * Ahead-
of-time(AOT)Hjt¥ o ART fp PFrs 2z L 7 it ~ ¥ IK w4z (Garbage
Collection) ~ & * #25% "fﬁ%u B MG A FT e

2.1.1.2.2. Android % * App &¢ 1%« Android ¥k sy -

App 7 2 i & kiR :
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PAET R IAE S P
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App & - fE7 L H @ App 3 PoMAER & TR 4 o
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WHLHE (OEM) s #FLEFHFEXE TR EF » N @* A by
RPEEZECA R CGELFERY App % 22051 F) -

®i¢ * & K App

Android £ &7 - BEXTEFRE > L TR ¥ =

> =~ App
Google Play #t ikAZ#icy A App ¥ & i¢ * —‘F*f ™ ;“5;‘ 2% o

2.1.1.2.3. Google & i1 — 2 * 3rix @ 4p F e Android 3 & A
T PR A B RAET [

eGoogle Play 7 &

Google Play it * # i fg 4y & ~ % X > T i _Android k # &
JeRLpE R App chE & HPRGE o Google Play ¥ R # 4 A ¥
FA&fg 7] Android # * ¥ {rifE & - Google Play » 4t it
Fh 0 YT AR E App X 2F R o # F 2IRT

eAndroid { #7
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iR AT ET Y T (0TA) L AT -
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iw3F Android App i * Z zH# 5 {23

=
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2.1.1.2.4. T 5% 2 %4

She

4
4

=

eAndroid F £ F i k% 2fc7 * chimd (FET 5 » WL £ 7
v @ reeniTE K Moo >4

— Wk H TR

— W AT IR(E FERR) -

— #® & App R4 -

\\\ﬁr

20t P R0 Android 4% BT MAEE 2 H i ¢ (4

Android Security (%R : 2016/10/1) et F )

— BN PR ETE ALK &B % 2 (3L System and

kernel security) -

— RHPr3 App B BV fa P iE 7 (35 System and kernel

security) -
— & > BRI (3R Application security) o
— App #25;% 45 & ¥ (3£ 5% Trusty TEE)

<

~ App TE it ¥ "5*"“3’ e 'L (3L A Application

security) -
oL AHE 2 A F I
— ¥ &% (Authentication)
LA R BT BB RER G 2 4y RaRiE
— >4 % (Full Disk Encryption)
DREEA AR A B BAGE Androdd K F oy i F R
2l

A
FLIB (7 Skl g AR o — LK B AR AR ”Lr)a s j‘ﬁ. |3E pﬁ'}
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W RlEg L fbe 0 T AR T PR RE 2 TG B
gh}m,},?\,}i ° 4E,;‘z,;a; + H_128 i~ E 5\%@*&}@&5);—% Y2
483 (CBC) » & & chde %3275 S5V 5 ESSIV : SHA256 3 %4k
H 3 e v OpenSSL i3V Bk 128 = AES 4r % o F (¥ 7
% 128 A b B4k (256 AT T EF ) o

% >3 1* Linux(Security-Enhanced Linux in Android)

Android &% > A E AN A App PR A - A o & B
App R p & 7545 % (7 o Bt 2 i Android 4.3 gk )

A d & B App % HPFE & BHF 0 Linux o UID #7ak s o

d #/g"’i“ Android 4.3 % * B 45 0 % >3 5% 3] Linux(SELinux)

A 3TiE— H & T Android App vifacniE B 0 iF 5 Android
% >3] h- 84 5 @ Android i * SELinux $¥73 425 F %5

5% 4] % P34 (MAC) » H 3 #1432 root/su (7 Linux it

4 )eriE (7 o SELinux il @ U HF AR fop B 1L hE > Lk

£1:& 3 % Android % 2 o

78 kx#> (Verified Boot)

Android 4.4 2 { 3 %<~ L ¥ i * v device-mApper-
verity (dm-verity)ap $#5 > {7 HEP R FH RILK
% R B BRFEFCE o dm-verity F B4t & A root Uz b
EXEHEFFRE rootkit pLfz o

-

- 74 5 ¥ 11 ¥4 Android @ * ﬁ FEILP P ks @ * TR
o RELTF bt a2 23 root #'UHE R il
FOURATER Bp e Bk SRR A Y BEL D KA o
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a3 & Android T 2 % 8 0 Lo BB B @I AT - B
BihiEd XL 5 22413 - BRS Appfrd e rE 4R
FRIRE » 23297 B B2 >ehAndroid T 580 2 s pR5% 4 42
P A kS e i Android BFFE A Y 4 T > Android T 5 & d
FREEL SFY > ¢ S0 & Ent 233 R .
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ﬂv
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Android BiR % k30 g TP F > it fg f L ehR L% 2% 4
# o Android xR * © SR PRt INE 2% A OB RhEM - 4o
Linux p +% - Google Play 5 i¢ * ﬂfrﬁ FHhiEy M App #
- B T ‘F’i‘mﬁ' FEEFFT
0% > B IAT
TG U % R EH o R LT R RE 2 A
5 # A Android & % > BoeE > R IAR -
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2.1.2. i0S T ¥ & sz >4

|
=
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- BE rHwmAR e - 2

2.1.2.1. iT% s safi 4
2.1.2.1.1. i0S % 5% FE

iOS( /& % iPhone OS)#_Apple = @ 5 (7 K B #TH # chit B v ¥
4 FL s Ar ek ¢ 42 iPhone ~ iPod touch ~ iPad %2 Apple
TV - & Google Android % Windows Phone 7 F » i0S % £ ¥ ix

72t Apple (Al R £ R o
2.1.2.1.2. i0S ffu%‘é’}#‘

o= 2¢
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i0s i * A7 Apple ¥ £ ¥ (Macintosh) % *57 Fe 7 ARM 2%
$164 AR 32 Az ¢ L AEJE®E , @ % 4 Darwin (75 R A
MR D 10S A G e TR kMK (the Core 0S layer) »
¥ w JR7% K (the Core Services layer) ~ 44 % (the Media
layer) s j§#z & * & (the Cocoa Touch layer) -

Cocoa Touch
Media
Core Services
Core OS

i 4R  Apple Developer Portal (&R : 2016/10/1)
B3 10S k& st h &

oit * X g

p
- Ky FEE
10S @ * G F dad s S BRI AR R T o B
¥ ¢ Apple £ % Multi-Touch & 37 # (Swiping) ~ #=4%
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or unpinching) » ** iPad ¥ B7 ® * w i & T 45 = 7 3

App » &7 % kL3 B o
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® 0 BRIRe- 5 Dock > B % WG 4 1 (iPad k7l A &R
561M) -

eApp 7t (App Store)
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- &4 10S SDK g ?T Mac SDK F 3 <1 App ° 1345 App % # 1%
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https://www.apple.com/tw/business/docs/iOS_Security_Guide.pdf
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https://developer.apple.com/healthkit/
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https://zh.wikipedia.org/wiki/Eclipse
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https://zh.wikipedia.org/wiki/%E7%B5%84%E5%BB%BA%E8%87%AA%E5%8B%95%E5%8C%96
http://www.gradle.org/
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https://zh.wikipedia.org/wiki/APK
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https://developer.android.com/studio/index.html
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https://zh.wikipedia.org/wiki/Android_Studio%20%20%20%20%20%20%20%20%20%20%20%20%20%20(查詢時間：2016/10/1)
https://zh.wikipedia.org/wiki/Android_Studio%20%20%20%20%20%20%20%20%20%20%20%20%20%20(查詢時間：2016/10/1)
https://developer.android.com/index.html
https://developer.android.com/index.html
https://developer.android.com/develop/index.html
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https://play.google.com/apps/publish/?dev_acc=10870716805764829855
https://play.google.com/apps/publish/?dev_acc=10870716805764829855
https://developer.android.com/studio/intro/index.html
https://developer.android.com/studio/intro/index.html
https://developer.android.com/studio/intro/migrate.html
https://developer.android.com/studio/workflow.html
https://developer.android.com/studio/workflow.html
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https://developer.android.com/about/dashboards/index.html
https://developer.android.com/about/dashboards/index.html
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Android 3.2 13 HONEYCOMB_MR2
Android 3.1.X 12 HONEYCOMB_MR1 I LoiE
Android 3.0.x 11 HONEYCOMB I L el
Android 2.3.4 -~ Android 10 GINGERBREAD_MR1 I L el
2.3.31
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https://developer.android.com/about/versions/marshmallow/android-6.0.html
https://developer.android.com/about/versions/nougat/index.html
https://developer.android.com/about/versions/marshmallow/android-6.0.html
https://developer.android.com/sdk/api_diff/23/changes.html
https://developer.android.com/about/versions/marshmallow/index.html
https://developer.android.com/about/versions/android-5.1.html
https://developer.android.com/sdk/api_diff/22/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#LOLLIPOP_MR1
https://developer.android.com/about/versions/lollipop.html
https://developer.android.com/about/versions/android-5.0.html
https://developer.android.com/sdk/api_diff/21/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#LOLLIPOP
https://developer.android.com/sdk/api_diff/20/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#KITKAT_WATCH
https://developer.android.com/about/versions/android-4.4.html
https://developer.android.com/sdk/api_diff/19/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#KITKAT
https://developer.android.com/about/versions/kitkat.html
https://developer.android.com/about/versions/android-4.3.html
https://developer.android.com/sdk/api_diff/18/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#JELLY_BEAN_MR2
https://developer.android.com/about/versions/jelly-bean.html
https://developer.android.com/about/versions/android-4.2.html
https://developer.android.com/sdk/api_diff/17/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#JELLY_BEAN_MR1
https://developer.android.com/about/versions/jelly-bean.html#android-42
https://developer.android.com/about/versions/android-4.1.html
https://developer.android.com/sdk/api_diff/16/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#JELLY_BEAN
https://developer.android.com/about/versions/jelly-bean.html#android-41
https://developer.android.com/about/versions/android-4.0.3.html
https://developer.android.com/sdk/api_diff/15/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#ICE_CREAM_SANDWICH_MR1
https://developer.android.com/about/versions/android-4.0-highlights.html
https://developer.android.com/about/versions/android-4.0.html
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https://zh.wikipedia.org/wiki/Android#Android.E5.8F.91.E8.A1.8C.E7.89.88.E6.9C.AC

Version Codename - Distribution
Lollipop

Froyo 0.1% Marshmallow
2.3.3- Gingerbread 10 1.5%
o —NEECT
4.0.3- Ice Cream 15 1.4%
4.0.4 Sandwich Jolly Bean
A%l Jelly Bean 16 5.6% KitKat
4.2.x 17 7.7%
4.3 18 2.3%
4.4 KitKat 19 27.7%
5.0 Lollipop 21 13.1%
58] 22 21.9%
6.0 Marshmallow 23 18.7%

Data collected during a 7-day period ending on September 5, 2016.
Any versions with less than 0.1% distribution are not shown.
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https://developer.android.com/about/dashboards/index.html
https://zh.wikipedia.org/wiki/IOS%E7%89%88%E6%9C%AC%E5%8E%86%E5%8F%B2
https://david-smith.org/iosversionstats/
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https://developer.apple.com/support/app-store/
https://developer.apple.com/library/ios/releasenotes/General/WhatsNewIniOS/Introduction/Introduction.html
https://developer.apple.com/library/ios/releasenotes/General/WhatsNewIniOS/Introduction/Introduction.html
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Beid 5 READ_CONTACT 3 B~ % 4 T2 & £ WRITE_EXTERNAL_STORAGE # » ¢k %%

\N tmq,

H B (4-SD Card) % > & APT 23 B4y > P24 53 X #54] > A w5 - g
(Normal Permission)¥ j * f#*3(Dangerous Permission) e
B ;}é%&"’ﬂ?ﬁ’ﬂi 4+ AndroidManifest.xml # i# * <uses-permission>® £ - %

e e f“ﬁ%ﬁmﬁf ok ARGFRY BNEF S ok BN B FB0 B R
fARGARIAERAR ) RART F AERETA T RRRE AR R NL -
iR AR s S

E BT
"'com.tom.card| #HE2
b s Al

1B48 FLEF
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https://developer.android.com/reference/android/content/Intent.html
https://developer.android.com/reference/android/app/Instrumentation.html
https://developer.android.com/guide/topics/manifest/manifest-intro.html
https://developer.android.com/guide/topics/manifest/manifest-intro.html

PR EIURR A E T AR e

B 5L Hie 7P P
READ_CALENDAR F PR
1 CALENDAR P /&
WRITE_CALENDAR B~ PR
2 CAMERA CAMERA Ao 4 3a BB 7 i
READ_CONTACTS W B A
3 CONTACTS % % %« | WRITE_CONTACTS O~ I A
GET_ACCOUNTS B 1B LS HE B
ACCESS_FINE_LOCATION PR R
4 LOCATION i+ ¥
ACCESS_COARSE_LOCATION Ay
MICROPHONE ¥ 3.
5 N RECORD_AUDIO B B
READ_PHONE_STATE Bl
CALL_PHONE BIRE
READ_CALL_LOG 3 Bl i kk
6 PHONE 7 3% WRITE_CALL_LOG TRy o
ADD_VOICEMAIL FHES T
USE_SIP % SIP fjr T 3%
PROCESS_OUTGOING_CALLS GEBEDNT R
7 SENSORS R /& ¥ | BODY_SENSORS F PR TR
SEND_SMS B ¥ A 2
RECEIVE_SMS B
8 SMS f 2t READ_SMS 3 B i 2
RECEIVE_WAP_PUSH o WAP F23% 2 4
RECEIVE_MMS EENE R
, READ_EXTERNAL_STORAGE o3 B oh 3Rk g
9 STORAGE #% 3% ,
WRITE_EXTERNAL_STORAGE B O bR
PR AR EAEE R F e - AR B EEEEp D
“TF FEPL 0 Blde l @@ % 3F % 3 ¢ IREAD_CONTACTS & » f5* 4258+ — #io~ i@

CONTACTS #f 2 p cnWRITE_CONTACTS 2 -
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PREL GIH AT BEF THE

& >N Ei'a?'m I N/A

Eli A /Ei'ufr?f}l P N/A

FE kT App AAFTERP 1 4. 1.2, 1L g LFHE
#

%
y
%

I

AR
ek App A * T X WP E
4.1.2.1.2.(2) W& &R * FEGAEETHAEDRT - FEY 255 LT AR
p|%%ﬂ{f&'fiﬁ;f«-o

L REFRESLE  CSA MAST 4.2,ENISA SSDG 7.3, YD/T 2407-2013 5.5.4.1
4 Kk

Android :
B Aewor s (A@PFR 2016/10/1)

Android 6.0 e Permission ## '3k 2 ,Hank Tom,2016/5/15( & 24 FF/F ¢
2016/10/1)
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https://developer.android.com/guide/topics/manifest/manifest-intro.html
http://litotom.com/2016/05/15/android-6-permission/
http://litotom.com/2016/05/15/android-6-permission/

3.1.5. SR B FORAI* (E)

CPE-@1:7 & * R § L&A App & 3 APFR FH TS 7 FBuld > ok §
ID: B4 ® S8 A 2 B 5E (57 CPM-02) » 5% pl chTHE - LR A&
* 4 {78k * App e Session ID 2 HTTP Session ID/cookies ¥ -

wp o
AR KRS 0 A F R FHAR N LS 5E ) ¥ RS Session
ID/Cookies f it * F =p* K3 Server sgat®| @ * F &% o seFH LT @R Y
AR LT R Aol A EF A F SRR 8 KB T Session
ID/Cookies v 1t f * H L m i FIRE P o s F ¥ % iRl (Session
Prediction) - if %3 3% (Session Hijacking) % :¥2~# 2 (Session Fixation) -
%7 g Session ID Fl < B H ~ &% AR A AAFEFREZREH A RE
PRI S F A FlESeesion IDe ks 2 B A B e Server 337 TRE &
AR PR RG R UFF A Y B AAE A ok ID P AR ID THEGBE
bE S E O BRI AL S AT R E hSession ID(%F CPM-02) o 3% Tk ik
')pi% session ID -
AP R App A sBa1Session ID » &I H @ App F B0 B LR
Pl 9 17> BT PIRBER®* TLS @4 % » A #-Session ID 4% @ix » 1
server 33 f21% > # & % Session ID & * URL(GET) P = = ;W k@i o

ZERFELEIY CRIHECBEF T

X 2AESBFECCN/A

X 2B/ N/A

FER* App AFAFTXREF 1 4.1.2. 2. 5 I *

FE kT App 2 X FEHRIAR S N/A

LERFEBEY  ENISA SSDG 1.12

$4 Stk :

HTTP Session sz# ¥ # 3 ,DevCore, 572 & (4P : 2016/10/1)
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http://devco.re/blog/2014/06/03/http-session-protection/
http://devco.re/blog/2014/06/03/http-session-protection/

CPE-@2:f Bip A ® * H iR ® FHRPL/RABITIBURY Fedbum  FLR® T3
PBIELHUE > TR ERAANPARBNEFIZRESH gy -ﬁiﬁ%&
#] e
wp
4rfF CPE-01 > 3K 3+ Session ID el & 3B 508 (T 5 38088 » 5 g g B A T
e BRI TE G App LERETEER (T A M o ST F 2 B ARE 0 )Y
TP BEANEDRH N EE mWhatsApp % Telegram & A gh4tgh4c % App > AR T % A

7 A R A fE > 2B T e Yoube 2 % Telegram SS7 Attack(A:pFR :
916/10/1) HF A s mgleelegr‘am AE i o om B B g T AT
SRR A ] T 2T BIRBAE R L _'rhSS7(Signaling System
Number 7)7F % 1% & Soeifik o fir’{éi;uz it 39 %‘g%@s&' T X GE R ‘fﬂBB"Fs? 20 AR
M iE B RF B F ek 3 At I«:%Uz TEOFTHEG X ~"« % —%Zm? FEEE IR LR M 2F
B
i{?%?u%%ﬁii@%ﬁﬁﬁT’g%F#%ﬁ§i%’?u@ hAixm 3@
f 30 8% £ 3K R AR TG T AR & App PR 0 BPSTRBLIT IR o blde f ST K T

L_:ng’» Facebook rl"E%{mﬁ%it‘ » & * Facebook # e 3e B AG # i o a; ..mpéy B2
TH &2 E-Mail & £ A4 - b fnE RS (OTP A8 )PF o E 8 1 L 4
B TP R P FILE R4S 0 8 £ AT X § F Facebook R HLGE
B oo A B E R LA o
}3 MR ERF AR TR RELKRES S S e g it ¥R 'F?L‘q_i@?ﬁ 21
¥ 95 e ¥4 %% (Two-Factor Authentication)= it » 3 4egp b id oo i@ #
7 ”%’%f#ﬁﬁ ok A T HAPFEL M R R S LR E AL E o AR Y
AR jt—}ir,ﬁgé AREZT o
Z2RFLERH I RFHER
% 2R N/A
X 2ANBFECN/A
FEE? App R AT X R 4. 1.2. 2. 57 A
AT App A2 FTXRRIAE I N/A
:t RPEF E8%% I NIST 800 SP-163 3.1.1
>4 Rk
P& i in e BB 0 PR T I SST i B~ in i Facebook tE gL > 3 %
& ~2016/6/17( 4 R : 2016/10/1)

DL

~
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https://youtu.be/dkvQqatURdM
https://youtu.be/dkvQqatURdM
http://www.techbang.com/posts/44173-know-the-phone-number-can-steal-any-facebook-account
http://www.techbang.com/posts/44173-know-the-phone-number-can-steal-any-facebook-account

CPE-03:% R (F A5’ ™ ¥F 1,
#’é’ lj'—fil* Fj'ﬁ' E’-F:\\FL(ET‘FIJ‘f f/ ;ifé
FHPAFTHDES -

App ¥ ﬁﬁ@ﬂ@*ixﬁmf ’ &

#
HREATH - AR FRTET

7
—_
\
‘\
s @

%?ﬁkiﬁﬁ@?Awwﬁ‘ﬁE%I&ﬁﬁi’Zﬂ%%*%éw‘%ﬂ”ﬁ&
& REEE L doREs FEBERY F R ¢
BIF S B ecie Y XA TR s FRTEfISRE AT
% CPD-@5 % CPD-06 § 7+P~{¥ i * ‘ﬁkr&mg@ﬁtﬁiﬁé °
FRRELGEH R ORHE
3% 2RO N/A
% 2RABPO
Android :
BB R (B4 TR s BT BE R FRKRALTEA
&%ﬁ’%%mﬁ’ﬁﬁi@@%?ﬁ$$ﬂ?ﬁﬁ°
import android.support.v4.app.ActivityCompat;

h

o

import android.Manifest;

import android.content.pm.PackageManager;

import static android.Manifest.permission.*;

public class MainActivity extends AppCompatActivity{
private static final int MY_REQUEST_ACCESS_CONTACTS = 5;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);
int permission = ActivityCompat.checkSelfPermission(this,
Manifest.permission.READ_CONTACTS);
if (permission != PackageManager.PERMISSION_GRANTED) {
N%%@%ﬂ’é%?ﬁﬁiﬂﬁﬁﬂ
ActivityCompat.requestPermissions( this,
new String[ ]{READ_CONTACTS, WRITE_CONTACTS},
MY_REQUEST_ACCESS_CONTACTS);
}else{
/7% 7R TREHEG
readContacts();
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@0verride
public void onRequestPermissionsResult(int requestCode,
String permissions[], int[] grantResults) {
switch (requestCode) {
case MY_REQUEST_ACCESS_CONTACTS: {
[/ Ar%k Ak B ahis > B w g A ek o] §
if (grantResults.length > ©
&& grantResults[@] == PackageManager.PERMISSION_GRANTED) {

/1 Rk R BT ORGRT 0L el 4 A M b i

readContacts(),

} else {
[/ FAEE R B et
new AlertDialog.Builder(this)
.setMessage(" % Jf RIFER A ALK b ")
.setPositiveButton("OK", null)
.show();

}

return;

// &r%"ﬁﬁi&g’v’ﬁﬁﬁ ,7K/TJ» % & EJY (B W] eh CASE

ios:

i0S 7 3% App BB FEE &~ (LTS S R AR F R
%@i%%y&ﬁ% %’_hﬂﬁ\M%%ﬁAE#,kgaﬁégﬂﬁﬁo

S BIAE ~ ATH B PR A T R SR AR A AT
R
// Check the authorization status of our application for Address Book
-(void)checkAddressBookAccess

{
switch (ABAddressBookGetAuthorizationStatus())

{
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// Update our UI if the user has granted access to their Contacts
case kABAuthorizationStatusAuthorized:
[self accessGrantedForAddressBook];
break;
// Prompt the user for access to Contacts if there is no
definitive answer
case kABAuthorizationStatusNotDetermined
[self requestAddressBookAccess];
break;
// Display a message if the user has denied or restricted access
to Contacts
case kABAuthorizationStatusDenied:
case kABAuthorizationStatusRestricted:
{
UIAlertView *alert = [[UIAlertView alloc] initWithTitle:@"Privacy
Warning"
message:@"Permission
was not granted for Contacts.”
delegate:nil
cancelButtonTitle:@"0OK"
otherButtonTitles:nil];

[alert show];

}
break;
default:
break;

AT B 3% A

ABNewPersonViewController *picker = [[ABNewPersonViewController alloc]
init];

picker.newPersonViewDelegate = self;

UINavigationController *navigation = [[UINavigationController alloc]
initWithRootViewController:picker];

[self presentViewController:navigation animated:YES completion:nil];
i e (BEom +18 5T) T A

// Search for the person named "Appleseed" in the address book
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NSArray *people = (NSArray
*)CFBridgingRelease (ABAddressBookCopyPeopleWithName(self.addressBook,
CFSTR("Appleseed")));

// Display "Appleseed" information if found in the address book

if ((people != nil) && [people count])

{

ABRecordRef person = (__bridge ABRecordRef)[people objectAtIndex:0];

ABPersonViewController *picker = [[ABPersonViewController alloc] init];

picker.personViewDelegate = self;

picker.displayedPerson = person;

// Allow users to edit the person’s information

picker.allowsEditing = YES;

[self.navigationController pushViewController:picker animated:YES];

}

P .18 <
CFErrorRef *error = NULL;
ABAddressBookRemoveRecord(self.addressBook, (ABRecordRef)person,
error);
if(error != NULL)
{
//1if any error happen
UIAlertView *alert =[[UIAlertView alloc] initWithTitle:@"Error"
message:@"Deleting Contact" delegate:self cancelButtonTitle:@"Cancel”
otherButtonTitles:@"OK",nil];
[alert show];

}
ABAddressBookSave(self.addressBook, NULL);

FE gk App RAFT R 14.1.2.2. FEEFTHEA
FH Rk App RAFTEHRRIRE I N/A
Lt REF B8 SY 1 YD/T 2407-2013 5.5.4.2, NIST 800 SP-163 3.1.1
>4 Rk
i0sS :
Human Interface Guildlines,Request Permissions( %R :2016/10/1)
QuickContacts demonstrates Address Book UI from( &R R :
2016/10/1)
developer.apple.com( 2 PR © 2016/10/1)
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https://developer.apple.com/ios/human-interface-guidelines/interaction/requesting-permission/
https://developer.apple.com/library/ios/samplecode/QuickContacts/Introduction/Intro.html#//apple_ref/doc/uid/DTS40009475
https://developer.apple.com/library/ios/samplecode/QuickContacts/Introduction/Intro.html#//apple_ref/doc/uid/DTS40009475
https://developer.apple.com/library/ios/samplecode/QuickContacts/Introduction/Intro.html#//apple_ref/doc/uid/DTS40009475
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Android :
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@Override

public void surfaceCreated(SurfaceHolder holder) {

mCamera = Camera.open();

Camera.Parameters p = mCamera.getParameters();

—c

/1B 5 AR GPS 4p B 3L

p.removeGpsData();

mCamera.setParameters(p);

T IO bjective-C|
Emsgé,%g?ﬁ?gﬁ%ﬁmp?womw§m% A1 #%@%
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B PR ARG
- (void) saveImage:(UIImage *)imageToSave withInfo:(NSDictionary *)info
{

// Get the image metadata (EXIF & TIFF)

NSMutableDictionary * imageMetadata = [[info
objectForKey:UIImagePickerControllerMediaMetadata] mutableCopy];

if (!imageMetadata)

{

imageMetadata = [[NSMutableDictionary alloc] init];
}

// add (fake) GPS data

CLLocationCoordinate2D coordSF = CLLocationCoordinate2DMake(37.732711,-
122.45224);

// arbitrary altitude and accuracy

double altitudeSF = 15.0;

double accuracyHorizontal = 1.9;

double accuracyVertical = 1.0;

NSDate * nowDate = [NSDate date];

// create CLLocation for image

CLLocation * loc = [[CLLocation alloc] initWithCoordinate:coordSF
altitude:altitudeSF horizontalAccuracy:accuracyHorizontal
verticalAccuracy:accuracyVertical timestamp:nowDate];
// this is in case we try to acquire actual location instead of faking it with the
code right above

if ( loc ) {
[imageMetadata setObject:[self gpsDictionaryForlLocation:loc]

forKey: (NSString*)kCGImagePropertyGPSDictionary];
}

// Get the assets library
ALAssetsLibrary *library = [[ALAssetsLibrary alloc] init];

// create a completion block for when we process the image
ALAssetsLibraryWriteImageCompletionBlock imageWriteCompletionBlock =
A(NSURL *newURL, NSError *error) {
if (error) {
NSLog( @"Error writing image with metadata to Photo Library: %@", error );
} else {
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NSLog( @"Wrote image %@ with metadata %@ to Photo

Library",newURL,imageMetadata);

}
}s

// Save the new image to the Camera Roll, using the completion block defined just
above
[library writeImageToSavedPhotosAlbum:[imageToSave CGImage]
metadata:imageMetadata

completionBlock:imageWriteCompletionBlock];

B iR E E:;ﬁ;%%ﬁ
-(void)imagePickerController: (UIImagePickerController *)picker
didFinishPickingMediaWithInfo:(NSDictionary *)info
{
NSString *mediaType = [info
objectForKey:UIImagePickerControllerMediaType];
[self dismissModalViewControllerAnimated:YES];
if ([mediaType isEqualToString:(NSString *)kUTTypeImage]) {
UIImage *image = [info
objectForKey:UIImagePickerControllerOriginalImage];
//got image, put image to imageView
imageView.image = image;
if (newMedia)
UIImageWriteToSavedPhotosAlbum(image,
self,

@selector(image:finishedSavingWithError:contextInfo:),

nil);
}
else if ([mediaType isEqualToString:(NSString *)kUTTypeMovie])
{
// Code here to support video if enabled
}

}

//write image(clean) to Album
- (void) savelImage

{
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UIImageWriteToSavedPhotosAlbum(imageView.image , nil, nil, nil);

2 App,ﬂiiﬁ*'aéiﬁ;- 4.1.2.2. ﬁ%@fkﬁ??ﬁif@w

&
&%?Awﬁi* wRIALE D N/A
w ENISA SSDG1.5, NIST 860 SP-163 3.1.4

@Q%}* CSA MAST 4.2.2,

ios :
eLocation and Maps Programming Guide( & PR : 2016/10/1)

e forensic-analysis-iOS-devices - sans.org( & P>  2016/10/1)

e github 5teev MetaPhotoSaveApp( # PR : 2016/10/1)

CWE /OWASP :
eM4 - Unintended Data Leakage (& PR : 2016/10/1)

oCWE 200( 4R :2016/10/1)
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https://developer.apple.com/library/prerelease/content/documentation/UserExperience/Conceptual/LocationAwarenessPG/Introduction/Introduction.html
http://www.sans.org/reading-room/whitepapers/forensics/forensic-analysis-ios-devices-34092
https://github.com/5teev/MetaPhotoSave/blob/master/MetaPhotoSaveApp/MetaPhotoSaveApp/MPSAViewController.m
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/200.html
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PERAZAEET AR EH Tk
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(Q)HH kY BREFEY A2 AFEF B - He hEF '%%?iiﬁ%’ﬂ
2EARHEETREF Y «\Ah_g_yf]u_—ﬁLﬁ‘;%’lﬂ RHFARFEET T AA 3 A2 B
(b)#FwledrE 2272 FRENBER - THF FHEHS 7?3-—ﬁ%@§?i&ﬁ
AV EL T Y HR ;‘zlfgﬁl—— 'j -2 EREFLIAR %mg]a'g\;m
O EIET:=3' X g TR EATER A E L CRT A - 5 T H R fés‘é
EATEE E fLE Th AL 2 ‘"%‘E}@#{#’—*%L%’_ﬁ’ ’?‘TLOJES’*";E@'

LR kS F%“}éit—‘ﬁ‘? B H s TR T EATRY
(g TR E i arre Ll 2 S22 By - s HEAL TR EE 2239284 4
TR Ba €37 FUARA © L 5 b 72 #
CNS29191 ¥ % B RI% M (CNS) 4L PRF% 4 kLB 39 o
ok & ARPABIRREETR > e F L TR FRABE BT
BT L3 WS BT o
Z2EFLERP I EFFF R
* % 242 N/A
% 2B/ FO
Android :
ARERTRR A FREETLILRY F AP RRRTH
FAIMATER c FRIREZFTR TR REF LR BgF A
A (Bl4e D APP 255 & it ¥ ¥ ?»ﬁééiﬁ%hiﬁ”“>% £)
Android: ¥ TRNARELHF F G P FH 0 EE S 456 Bl A FEF
TextView textViewl = (TextView) findViewByID(R.id.textViewl);

S
29

"'X\-\

Brm g R

£
ARra i 44
47

YIRS BT 2 e

textViewl.setText(UserId.substring(@, 3) + "***" + UserId.substring(3+3);
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http://www.cnsonline.com.tw/

ios :
ﬁﬁﬁ%@%@fﬁ@“r%&ﬂﬁbi%&’%ﬁﬁﬁﬁﬁéiy—@ﬂ%’?gf
Hash fe/% B 7 1 # 2tvi— ol fd Tl o Gd BtREied ¥ — B 5Lk ed® »
TR RASE LRI AL o A2 NELPF S Y ZULANELE AR TiSiE % 5l B
APt b SRR S
Gl4c P SHA-1 > ¥ A 4 160 Ti;uﬁ?%?l 415 SHA-256 > ¥ & 4 256 if_;ué'fﬁ%] a1 e
A AR RS R4 ]
ERFA(E L F 52 456 4F)
NSString *str = self.edit_input.text;
self.label Account.text =

[str stringByReplacingCharactersInRange:NSMakeRange(3,
3) WithS‘tr‘ing:@--***..];

FH AT App AP TR 141,22, 5 HF A
Fo ks App &+ T HRIAR - N/A
L REF EB%Y  NIST 800 SP-163 3.1.4
4 %k
oJbt p M2 FTHFELHTELZ HEFTH O P ERE/FER(LAFRE
2016/10/1)
o AFHEHZ-2RZATHE (LR © 2016/10/1)
eHash function - From Wikipedia( &P/ : 2016/10/1)
eSHA-1 - From Wikipedia( &P R : 2016/10/1)
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https://www.fisc.com.tw/Upload/9678ffd1-2c9f-468f-b8cd-241fca1d5c8e/TC/12.%20%E8%B3%B4%E5%A8%81%E6%85%8E%E3%80%81%E8%A8%B1%E5%98%89%E5%AE%B6.pdf
https://www.fisc.com.tw/Upload/9678ffd1-2c9f-468f-b8cd-241fca1d5c8e/TC/12.%20%E8%B3%B4%E5%A8%81%E6%85%8E%E3%80%81%E8%A8%B1%E5%98%89%E5%AE%B6.pdf
http://law.moj.gov.tw/LawClass/LawContent.aspx?PCODE=I0050021
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/SHA-1

CPE-06: 4 % Wi¥ 578 14% 8 £ » ¥ % § XSRF token %@ POST 45 4 4 i% » b
1+ € #52¥ (replay attack) °

wp o
%’*:i@fa’z}g\;m'*wﬁ g% A F @Y GET > 5% i T GBIE - F17 N AL LR
BWdl o T R AEREFT R o Bldel R A9k E HWR% RIMERpEE)

F—‘%m w%“%ﬁ%mﬁ;q%ﬁiﬁz’»{@ zr;tﬁyuoiir%mff—*‘ F P TR
N S REE A
g% & > POST :};] 4 #7 XSRF token f,—‘»’—éﬁ? X g —“" ok e POST FL A g?ﬁ
AT MARAFRNE AT AR T ERSE o ;i;ﬁ{POST * GET > & fe‘ # mq;%pﬁi
cookle o @ LT A hn it m RATRAE LB RAFE T T A Ry T Fl e g 0k £ 2ot
§(Replay Attack) o vk F B it > A F B p" ALw 4% @ % % 2 E 2 B
:Diffie-Hellman i #2 F57 TRfF L3 R4RE T4 B o 4o » B ELIF 2 STt
ﬂtl B E > » i bk s e
d ¥t XSRF token eir ip H.d 3 4% > AT B AN E B o G5
SERVER-07 o
X2EFL Y BT F TR
X 2ANFFEC)N/A
X 2N/ N/A
o kT App A A FTRXRF 1 4. 1.2. 2. 572 R
FE Rk App A FFXRRIAL S N/A
LRARFRESY IN/A
% Fk
Pinto, Marcus (2007). The Web Application Hacker’s Handbook:
Discovering and Exploiting Security Flaws (Kindle Locations 2813-
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i0S : i0S security Guide P.10(A: PR : 2016/10/1)
CWE /OWASP :
M2 - Insecure Data Storage(%: PR :2016/10/1)
CWE 312, 313, 522, 215( 4P : 2016/10/1)
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https://my.oschina.net/oschenxiaomo/blog/543199
https://my.oschina.net/oschenxiaomo/blog/543199
https://source.android.com/security/encryption/full-disk.html
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html
http://cwe.mitre.org/data/definitions/313.html
http://cwe.mitre.org/data/definitions/215.html

CPF-06: R Tife H R w FBPMARTH > FER® FS ANFHER L LA RE2 47 E

WA RS TRER TR
f#% > Android e d4e 2 R 5
2016/10/1) -
A 10S %% W iITFTFRE P ¥ KB (Feh App g Thbkdp T Bagw] o & BagHlR
2B R AR TR PET B c10S T TREERE ) TAFERAE -
r‘gi’k i # F]\:\}FE_E'Jm]F’_\?EJ 2 T % 4?@7‘«}—'#%‘] > I—;f-'fﬁr FiE
(NSFileProtectionComplete)#g %] & &) » & * #4%]% 2 f5 e« i@ * Touch ID j#
BT B o DEBEa] ) mESH LEL i0S security Guide P.10( % 4
PR 1 2016/10/1) o

ZX2REL Y RFRITHFE

A2NF ) N/A

X 2N/ N/A

FE T App AAFTERF (4. 1.2. 3. g T HE S

FE R App B FFXWRIAF I N/A

LtEABEFLBEY 1 YD/T 2407-2013 5.6.3

>3 kiR
Android : 4=ir § i¥ Android h> i e % (A PR © 2016/10/1) -
i0S : i0S security Guide P.10( 4P 7 : 2016/10/1)

CPF-03 Android &9 T8 & & 323 {6 4o e v vt

%
%% doie g it Android 2B A R (LR
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https://source.android.com/security/encryption/index.html#how_android_encryption_works
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://source.android.com/security/encryption/index.html#how_android_encryption_works
https://www.apple.com/business/docs/iOS_Security_Guide.pdf

CPF-Q7: st TS & SRR MFTHAP M 522 &R BREFLBEGWRIR 7
Bt App £ £ 2B TR BT RIS S IV TN o
wp

Hiuw 7 App = * & > ga'vq EREAE AR L ﬁl?"ﬁl—’?ﬁijﬂ—\%\ FREIr @
TREE AR K ﬁaﬁﬁ% wwﬂmﬁﬁ HREEL 3 AR TR
Android fF R AKFTHE F T ETHR* App F T BT RE 0 BB rﬂApp &EGFBT

™ % App #}téﬂvﬁ‘fﬁgw}t— m{ﬂl,ﬁi » w¥ e openFileQutput () &%~ & e & fildfodk iF
#-;% » MODE PRIVATE #-fliz < £ » 7 {8 H & % S E g % 4258 o H s 7 % enficyd
ﬁ : MODE _APPEND > MODE WORLD READABLE ° 4~ MODE WORLD WRITEABLE -
1 X ° %# MODE WORLD READABLE - MODE WORLD WRITEABLE p API 17 148
© % i * > Android N @ % U i B 4883 5k SecurityException 45383 4 4k P
o TR RF Android Nfrd B~ 7 i E FHE 3 ’rﬁvf‘fﬁ hE > TRBE R
B“file : //”URI #-HE 3k F11eUr‘1ExposedExcept10n BEEEe LA Pe ) o dok [§ e

BrAANZEREHC B 2L 3 43 fh%k 0 v ¥ Mg * FileProvider i
FLAG GRANT READ URI PERMISSION ¥ #f§'2- ¥ 4B X 3 % o
10S MpF gL 3 2 i) g 5 FA o Android 5 A 2t 2BV H B R
oo

X2REL Y ’;“”"'FFH&

# % 24255 &) ¢ Android :

- 2 API Level 17 Android 4.2 (JELLY _BEAN_MR1) z #i si7sk 2 » ¥ 14 275 3 £ f s71APP #-5°
AEEBX -

>

PG ATIAPP 2 F R ¥ o T g T MR A F NG R A 3R A T
String FILENAME = "hello_file";
String string = "hello world!";

FileOutputStream fos = openFileOutput(FILENAME, Context.MODE WORLD READABLE,

*)s
fos.write(string.getBytes());

fos.close();

% 242584 §¢ 4] © Android :

- THPH IR RO PP ERFEB AT RS ERABRIFF o & BT
F e
String FILENAME = "hello_file";
String string = "hello world!";
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https://developer.android.com/reference/android/content/Context.html#openFileOutput(java.lang.String, int)
https://developer.android.com/reference/android/content/Context.html#MODE_PRIVATE
https://developer.android.com/reference/android/content/Context.html#MODE_APPEND
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_WRITEABLE
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_WRITEABLE
https://developer.android.com/reference/java/lang/SecurityException.html
https://developer.android.com/reference/android/os/FileUriExposedException.html
https://developer.android.com/reference/android/support/v4/content/FileProvider.html
https://developer.android.com/reference/android/content/Intent.html#FLAG_GRANT_READ_URI_PERMISSION
https://developer.android.com/training/secure-file-sharing/index.html
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE

FileOutputStream fos = openFileOutput(FILENAME, Context.MODE_PRIVATE);
fos.write(string.getBytes());

fos.close();

FH T App A AT X RF 14123 L BLTHE
FH T App &2 FF ¥ HRIAE
4.1.2.3.6.%AFHR* BF LT IRE LT TE B FHRB* LN FFRAZ 55
Z_H B o
L RRg&8%% I ENISA SSDG 1.4,1.7, NIST 800 SP-163 3.1.3, 3.1.5
%+ %k : Android : Storage Options( AR : 2016/10/1)
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https://developer.android.com/guide/topics/data/data-storage.html

CPF-08: 3 A A= MHUY s g BTH A XL KO R/ AT 2> 2 LA
3

- LERIT RGN iﬂﬁﬁ% T BE LTS o
P
BFE Rt App i pE o R A AR g R T AR o 2 iR
* K AR N PFE S TR MAEERY o o Android F FIHE R BB L BT A
R o R E A ik BRP- o T - 25 o PHREOREG s BB R L
*F PRy o it Byte Array s NRET O ML F A ARB M o A R (L 4 2
R zpi“f P ARG SR TR T o

Z2rREL P W%ﬁmwa
X 2ANFFEC)N/A
% 24 ‘E%iﬁxﬂ :
Android :
¥] % Java s Garbage Collection(GC) it &_» B4 £
L3 0@ String £ immutable r A A B2 i b3 0 R d #F,ra null B
EFREFGC A1 v 3§35 awRlY - Bj s 38 5 byte
array K33t At R2 5 EREE - Bbyte @HBB L 0 dept - k= ;J»T}Lﬂb
B EGERMY o P BR A LG R o
- SecretKey key = KeyGenerator.getInstance("DES").generateKey();
byte[] data = key.getEncoded();//&Je % 4ph (T % 2 {4 = FiF 3 > MU A 5 3 RAM

for (byte oneByte:data){ oneByte=0;
}

IS Objective-C
4 extern unsigned char * CC_SHA256(const void *data, CC LONG
len, unsigned char *md); *¥ mxﬁt data %R > ' 3 ARIFDF R~ 0t R
Fher £ B~ HEmSalt 4 % antE o blde i d byte array @ kihash o
&

B?E;ﬁmmo

- unsigned char obfuscatedSecretKey[] = { ©x33, ©OxAD, OxBE, OxEF, OxDE, OxAD,
OxBE, OXEF, OxDE, OxAD, OxBE, OXEF, OXDE, OxAD, OxBE, OXEF };
int hash = [Server ComputeHash:obfuscatedSecretKey];
//One-at-a-Time Hash
+(int) ComputeHash: (unsigned char*) data;

{
const int p = 16777619;
int hash = (int)2166136261;
int len = (int)strlen((char*)data);
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. for (int i = @; i < len; i++)
hash = (hash »~ data[i]) * p;
hash += hash << 13;
hash 2= hash >> 7;
hash += hash << 3;
hash ~= hash >> 17;
hash += hash << 5;

return hash;

. // XOR the class name against the obfuscated key, to form the real key.
unsigned char actualSecretKey[sizeof(obfuscatedSecretKey)];
for (int i=@; i<sizeof(obfuscatedSecretKey); i++) {

actualSecretKey[i] = obfuscatedSecretKey[i] ~ obfuscatedSecretKey[i];

FER* App AFFTERF 1 4.1.2.3. FTRBEFTHEE
AT App R A FTEHRIAE I N/A
éﬂ@?i%}’ N/A
;j’
ios :
http://www.splinter.com.au/2014/09/16/storing-secret-keys/

(L2 PR 2016/10/1)
http://burtleburtle.net/bob/hash/doobs.html( &4 PR :
2016/10/1)

CWE /OWASP
M4 - Unintended Data Leakage( 4P :2016/10/1)
CWE 316, 200( %P/ : 2016/10/1)
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http://www.splinter.com.au/2014/09/16/storing-secret-keys/
http://www.splinter.com.au/2014/09/16/storing-secret-keys/
http://burtleburtle.net/bob/hash/doobs.html(查詢時間：2016/10/1)
http://burtleburtle.net/bob/hash/doobs.html(查詢時間：2016/10/1)
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/316.html
http://cwe.mitre.org/data/definitions/200.html

CPF-09: MK ZAENHBMP THR* App 23 B2 | FIRERG F 4 HTTPS i §
FH o dop /542 - Cookie~ P2 4% ~ HA hash &~ R T L ~ *T ¥
R TR
e
R A Raw - 27 Al e pis//f4 > @ - Cookie~ # TR »
PG4 B2 2288 2T FREREE BPERERES T %‘H?
o
ZrREL P BRFF IR
3% XA N/A
% 2AENA P
Android :
ﬁ‘féﬁ/;; 2 T A7 B # HttpURLConnection s7cache -

i wm}}

URL url = new URL(urlString); HttpURLConnection connection = (HttpURLConnection)
url.openConnection(); connection.setDefaultUseCaches(false);

connection.setUseCaches(false);

i0S :

+ i 1 75 E R cache
* [[NSURLCache sharedURLCache] removeAllCachedResponses];
. [[NSURLCache sharedURLCache] setDiskCapacity:0];

. [[NSURLCache sharedURLCache] setMemoryCapacity:0];

R L IRl NET Ci
,/disable caching of Controller
[OutputCacheAttribute(VaryByParam = "*", Duration = @, NoStore = true)] // will be
applied to all actions in MyController, unless those actions override with their own
decoration
public class MyController : Controller
{
//
}
//disable caching for specific one
public class MyController : Controller
{
[OutputCacheAttribute(VaryByParam = "*", Duration = @, NoStore = true)] // will
disable caching for Index only

public ActionResult Index()
{
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return View();

}
Server
BT E(ET R % /htnl) ;
<meta http-equiv="Cache-Control"” content="no-cache, no-store, must-revalidate" />
<meta http-equiv="Pragma" content="no-cache" />
<meta http-equiv="Expires" content="0" />
Fﬁ%*Mm%i?Q%ﬁmell%&ﬁéﬁﬁﬁ
FéE* App AFFTERRIAR
4.1.2.3.4.(1) A" B LT A RS ETRBE R T S p T
ERRFRBSY IN/A
>3 Rk
i0S : NSURLCache Class Reference - Apple developer (& qpEf :
2016/10/1)
148 : QutputCache - .NET(Z PR : 2016/10/1)
#F P % :Disable browser caching with meta HTML tags(&:ER :
2016/10/1)
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https://developer.apple.com/library/mac/documentation/Cocoa/Reference/Foundation/Classes/NSURLCache_Class/
https://developer.apple.com/library/mac/documentation/Cocoa/Reference/Foundation/Classes/NSURLCache_Class/
https://msdn.microsoft.com/zh-tw/library/hdxfb6cy(v=vs.100).aspx
http://cristian.sulea.net/blog.php?p=2014-01-14-disable-browser-caching-with-meta-html-tags
http://cristian.sulea.net/blog.php?p=2014-01-14-disable-browser-caching-with-meta-html-tags

CPF-10: 78 & App £ X A SR A RM P & B L4 P38 S @LMERE LT
e P REE R o
o
W%‘ﬁ%w}%ﬂ%%ﬂmrf¢ FASEAEE EF kenh o £ LA
TR — A PaE R P App & é_r‘%h)iﬁkt’ B IR N <2) ﬁi;\%‘]»:m“frt%’
T3l Android kAL P R AT RY B KB ORBRE TR o oy ¥ oA AT
ﬁi”ﬂﬂWTWT%ﬁQFEﬁW% o
R A ORI f » e B 7R2_ w0 iZ @ 22 READ_LOGS 121 Android & * #2587 12 A 34
P 38 e BB AT ANdOId R A P 3EY e Flmp A3 k0 3 T RAG RIS R
24g'L o & Android ¥ ¥ 24| * g1ProGuard & DexGuard4ﬂ%§FJ$ soefed & U
* A & A Llog Class =i » ji@ # b »¥ e #r3 Log.d > Log.i> Log.v - Log.e
Hi% E o
X2RFEL GEY CFFF TR
3% 2ANHEPE G N/A
FR2AENAEP)
Android :
4e@ o 4 B A * ProGuard £t DexGuard % %t—- ¥4 Log «{7 5 > EREIE Sy
F Ok St ﬁ € #747 ¢ K epandroid.util.Log > kiEF|4- F4] Log 7 &
[/ AT B1 EA: Log, #& F randroid.util.log & A7 #
public class Log{
J/ 8P R ETFLAG sk & > 4o i B REBE RIK 5 true, » 2 B 5 false
private static boolean FLAG = false;
public static void d(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.d(enable_tag, message+args);

}
public static void e(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.e(enable_tag, message+args);
}
public static void v(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.v(enable_tag, message+args);
}
public static void i(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.i(enable_tag, message+args);
}
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Tl Objective-C|

- #*Release k& - [§ B NSLog i 7\ » 1XE F) % ;85 F A 777 77

NSLog rewrite when publishing

//disable NSLog when Release
#ifndef DEBUG

#tdefine NSLog(...)
#endif

FEk? App A2 TR 1 4.1.2. 3. R BT RS
fFé* App A AT X HRIAR !

4.1.2.3.4.(2) a7 or A7 LT AR I RITR B TR G AP EA D TR

=+ 4

.

*t WEF & 8%Y  ENISA SSDG 2.9,ENISA SSDG 7.5
%4 %k : psa disable nslog in your release builds(# P/ : 2016/10/1)
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https://www.reddit.com/r/iOSProgramming/comments/34yyi1/psa_disable_nslog_in_your_release_builds_my_banks/

CPF-11: {78 &* App 2\ %2 F L A2 S BEP 2 LY L4EPHK-
wp
bk - BT 42N A HY L4 (Crash)pF o A2 Sl AR R AP Y o T RS
p%mﬂwpﬂw'{F#@“ﬁﬁJﬁﬂ?ﬂﬂé’”ﬁ%giiﬁ“hﬁﬁﬁ;a
4 m\i%’f‘g EEY 54 “f POERTAR N e fic o B4 D Assert iap e dic o
Z2RFELERP I BFR TR
3% 2AESNAEP ) N/A
F2RNBFE
Android :
%'x;la‘%f#—— £ 3737 & enAssert ) kE A L B¢ aniE i
//B 3 - B1E4E3 Assert, #-R F ¢ juint.framework.Assert ¢ ¢ @ * 3|
o EATE %
public class Assert{
[/ 8P K T_FLAG ok ik » 4o 2 BB TRBNK 5 true, ~ 2 B 5 false
private static boolean FLAG = false;
public static void assertEquals(int expected, int actual){
if(FLAG) junit,framework.Assert.assertEquals (expected, actual);
}
public static void assertSame(Object expected, Object actual){

if(FLAG) junit,framework.Assert.assertSame (expected, actual);

io0s :
% 10S ¥ > NSAssert #73 & T%PI«F'”:é& R AN anu@ (T 3 I fx
XCode h¥mk 7_» » FE & % NSAssert & ;% i Release P » p # B FF H i& (¥ o

¥ Apple LLVM 7.0 - Preprocessing

¥ Enable Foundaticn Assertions

<

Debug Yes T
Release No

//+ F At try catch /A FEEAZ 4 B)# 0 G i crash dump.

//using try catch exception block

@try {

//some danger block of codes

}
@catch (NSException *ex) {
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NSLog(@"Exception happened: %@", [ex description]);

¥
AT App AR FERP 14123 B BTG
& T App & & F ¥ HRIZAE I N/A
= ﬂﬁ@%%a"»“’ N/A

? 1

ios :

Handling Exceptions - apple developer( &R : 2016/10/1)
http://www.w3.org/Protocols/rfc2616/rfc2616-secld.html( % 4 pF ¥

2016/10/1)

CWE /OWASP :
M2 - Insecure Data Storage, M4 - Unintended Data Leakage(# PR :

2016/10/1)

CWE 312, 313, 522, 200( 4/ :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Cocoa/Conceptual/Exceptions/Tasks/HandlingExceptions.html
http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html(查詢時間：2016/10/1)
http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html(查詢時間：2016/10/1)
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html
http://cwe.mitre.org/data/definitions/522.html
http://cwe.mitre.org/data/definitions/200.html

CPF-12: &7 B* App 2 2558 ~ - BN H ¢ 3kmvd » 2 ﬁ#» BB ~
LLABBTFASHFN S f2R A 22 Bék(Keys) ~ 441 » £ (Initial
Vector, IV) -

wp

FEET App TS BT A GARELRFF e IRBEFY R L ER R
B~ VA RET AN AR RIAE 2 2 Rk (Keys) ~ A4 it e £ (Initial
Vector, IV)&E 4% Fl+ >t b i 4 RARALfE > 33 S AR LT AL o
aﬁﬁ%@@%é%?ﬁﬁ@wiﬂméa\aa’@wa4ﬁ@An’a%%ﬁ
(Key Management) d (MR8 F/AJL > £ F 5 5 S4B H s & B R
% 2 &> pizdcAndroid s Hardware-backed Keystore( %4 PR © 2016/10/1) %
i0S s Secure Enclave( AR : 2016/10/1) -
YeR LERFELRE AP ARG EGT 2R ERLT TR (ARAE
LoHRAET SLET)
(- VR4R® T F]iE - AL &b
1.5* B P X }_-?K*Uz C BRI GF TR & A RF 7R CNS 15408 EALS ~ £ i
#& Pl (Common Criteria)ISO/IEC15408 V2.3 EAL 5 & FIPS 140-1 LEVEL
2( )M F A X 25 RPRZE 2AE(SE)P > B FHED 6 2 F L2t E B
f22 0% o
MEERELEN Py BT 2B H R o RS T e » (T H T
HBLRT  HETHBETIAEIFLIAE «%#f_i\-??%‘ Glde @ FE X ) Ha gl it
2RI EER FR e fe b L B S IRERE
3. M R H (dod a4 RIE X FRARFAG IR B o
Pan (TE 4T BV AREE ™ 2 B4R B Hilre 7 23 "3 RSA LA 4 B0
Bid o F At ko PR E4(F F L P RSA ZLEHE N S R B2 e ot
S g2 B EPEEERACT o
()b a st i § WAL F B A% 5 LG H23 b
(2)‘%‘ %fﬁ%ﬁffﬁlm ERn - N ﬁ@a‘gﬁ%&% 4‘3 : .@Ib« =0 Fﬁ‘f‘ %fﬁ@g’“ﬁ‘
o TARRZE D
B)Fha&szz ALV JY%’EE’ PRARETE o RBRF S RBEE - IR
Lo SRR AT AR -
B0t BiE PO RS E R AT
(1)Android & * 42;VP~* AES S:#c > AES Key i¢ * Device ID -~ Package
Name ~ Application Version £ URL Domain » & % $cig (7B 48:F 5 >
32 AeF P iTE R
(2)i0S & * 4258 B~* AES ¥ » i0S Keychain ¢ * Device ID -~ Package
Name ~ Application Version £ URL Domain » & % $cig (7B 48:F 5 >
o323 R ITE B

ETS
(\

¥
R
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https://source.android.com/security/keystore/index.html
https://www.apple.com/tw/business/docs/iOS_Security_Guide.pdf

4.5 %= > Pfpmantl X 2 -
Blde g4 RE TR AR ARR o A EREET 2 o
(2 )5iB 44T 5 (4o OTP ~ TAC 5 ) e ® »v 229 2 f ~ 1R =» 2 R b AEin &4k
CREACkIEE R SRS 5 4 I
1.F AT~ et ( ﬁ@*) EEaNEE R Sl of S SN

2.% 5 0k *rm.@ FARFEIE-fHH- o
(1):ip P+ 1o HITHE MEJRIFGE & 5 T CAN
(AF HEHL AL B EFHREErE- TR WRIBT T RS PRES
=4

MEARRFAoER LR 2 £ o
(C)BE®REIPFHR PR A ImR W P REFRRY B85535 Up Lt
X ELARST ORI F AR S -
1485 38403
Pan @ AERFARBEY 22 RE WU AR RFFEE MR 821 o pER
TERRT UL HEERPEELE TR B - TRA LTRSS HARR
PR > @ BIRRE G- TARA T EARALIRRLARRZ f2 e ¥ L2
HEARRS SRR A RSP BE .
2 A3 R (ERE Y AH)
(D)% 5 BG@E" - &5" W BE ?ﬁgwo
(QDFFHEK/Y HFFYHF AL YRG0 ML £k E4 -
3% Zd \ﬁ"};‘: P (47 PKI ‘B8 H =7 11 p (7/43K)
WEEEOBLOEFEARAE 0 Glhe DAES BRI FHIFEEL 2
o BRIERFERF IR (- )2 2 (2)E(2)2mib> ke
RRFL &Y BT TR
X 2AAB/FCN/A
AR D N/A
FE kT App AR FTH RN 1 4.1.2.3. AR TR
Ak App R AFTXHRBIAE
4.1.2.3.7. A FFR* B2 BB E B X2 AAER 7 0 LT AR R
j//”\l%g'p/%_'g\; ﬁ'fﬁ-}\‘ A ﬁ* /ﬁﬂ‘r = 2 f% °
:t FEFRE%Y © ENISA SSDG]2.5,2.10,NIST 800 SP-163 3.1.4.
%4 %k N/A

A SN &
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CPF-13: § RE# 7 FEHWG T ¥ ID> ki p 2 L ARBA I > BR T4

EMEEER ID A BV @ % 5 B E (Mask)s - 4% it (Tokenization)
2 %% (Hash) % -

w

%
y!
%

iz Android 3" ¥4 > # * Android ID Lé;ifﬁﬁ T Rp
#1:@Fs @ * A ID

FL Y ID > 4c : SSAID(Android 7 ID) » §r IMET f+ % #ici¢ * ™ 2 & * v
Pooos R F R o

#2: ik * B2 ID f%:"afé’*—‘ﬁ/}ﬁz“}&%fé’*

wit* f 2 ID(AAPFR - 2@16/19/1) CHEER Y E YR L (AR
2016/10/1)% % > FEH ID 7 it i@ 43| B A LA TR (PII) D #F L4 * ¥ E£%
B2 ID}@FL’I‘JF&— ID a2 o

#3: 3T pIEHA G TR AL S EeniFA; c T L@ % F 6] (Instance)ID &
‘f‘—r E]ﬁ" GUID °
¥ X Sl 2 @ 2 ¢ > F 5 ID & GUID Bz E Y AR o

HAa: BFLR R FR lé'* EFOAPI NEERCEFRE o
PREHB R E RN FFER S V&% DRM APL. (A PR 2016/10/1)
M &k App A * BT @ * SafetyNet API( % :PFRF : 2016/10/1)
FAPT D F 2 HD? 2 REETRE LT S ARRTSRERL » &R A g~
TR o
=2 ,.smné * B ¥ iE 2% 35 he Best Practices for Unique Identifiers(# PR :
2016/10/1) # ioS *+ » éé”*—g}e{’* TR X ﬂ ID”# s » @ % X 7 zq
CredentialsManager ¥ % © #7344 o i (75 > (& # H oAt Bl izl
Jfﬂ!ij/A\gg;éﬁ_7 m,;?. 2} 7@;351__,» Ihfi};ﬁ’é\ e -%z f‘;, o ;; 7 ,/;E;g * -%2?7}1 ’
7 & LOG & * & LAL e
% Android } - 3ig ¥ s # & @@ * Android ID £ Device ID ¥ izt 4l §8 ID - & iz
MH W s R ID R R E FERR G & l’e’q’f—?ngDo
@i;ﬁcvz’* HASH ¥ UUID :& {7 £ {88 % % » T 7 FF L& {815 > tRELI 7 R B OR 4R -
£2% 7 #3 UserName, )2 Hash+UUID i& {7 Client profile 2 %%, ~ it #%
yﬁi 72w,
ARFL G IBREFF TR
X 2ANF/ES N/A
ES ¥ ST
Android :
TSGR 4o A4~ B UUID B APP IR IS KA A R KA

[/ % - X R A4 - & UUID

String uniqueld = java.util.UUID.randomUUID().toString();

String hashId = encrypt(uniqueld);
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https://support.google.com/googleplay/android-developer/answer/6048248?hl=en
https://play.google.com/about/developer-content-policy.html#ADID
http://source.android.com/devices/drm.html
https://developer.android.com/training/safetynet/index.html
https://developer.android.com/training/articles/user-data-ids.html
https://developer.android.com/training/articles/user-data-ids.html

[/ e Brfs o EFFAPRT - LRI RG
sendToServerToSave (hashId);

[/ T REGFRAE L > s gy
saveHashedId(hashId);

[/ F T e AR BT S hash B ID > feifdpr B IDEF v M E 2 ik- SR &
if(! getHasedIdFromServer().equals(getSavedHashedId())){
/1% 3 A0 I iR o BRBAR B RTEE o Dlde D R RR Y 0 F B 0 RIS KA

public static String encrypt(String s){
MessageDigest sha = null;
try{
sha = MessageDigest.getInstance("SHA-256");
sha.update(s.getBytes());
}catch(Exception e){
e.printStackTrace();

return g

}
return byte2hex(sha.digest());

}
private static String byte2hex(byte[] bytes){

String hs="";

String stmp="";

for (byte myByte: bytes){
stmp=(java.lang.Integer.toHexString(myByte & OXFF));
if (stmp.length()==1) hs=hs+"@"+stmp;
else hs=hs+stmp;

}

return hs.toUpperCase();

i * Google Play FRix#t ik SafetyNet API - &k AKX # 4 F 7 4% Root i -
S

- byte[] nonce = getRequestNonce(); // Should be at least 16 bytes in length.
SafetyNet.SafetyNetApi.attest(mGoogleApiClient, nonce)
.setResultCallback(new ResultCallback<SafetyNetApi.AttestationResult>()
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@Override
public void onResult(SafetyNetApi.AttestationResult result) {
Status status = result.getStatus();
if (status.isSuccess()) {
/] A

String data = result.getJwsResult();

. // ¥ data & i7Ap b 245 > B~ "ctsProfileMatch": true R 7&K & T ¥ » & 2
Pl T3 E >

} else {
// An error occurred while communicating with the service
}
}
})s
ios : H¥iH

A F R HZ ZIEGLEE o R EOAUth2 fon) o B [F ¥ = 3 siiToken o TEESFE
ID

OAuth 2 & #* # &/

1. 720 3 7 2 JR7%

let googleConfig = GoogleConfig(

clientId: "YOUR_GOOGLE_CLIENT_ID", // [1] Define a Google
configuration

scopes:["https://www.googleapis.com/auth/drive"]) // [2] Specify scope
let gdModule = AccountManager.addGoogleAccount (googleConfig) // [3] Add it to
AccountManager

self.http.authzModule = gdModule // [4] Inject the
AuthzModule

// into the HTTP Llayer

object

let multipartData = MultiPartData(data: self.snapshot(), // [5] Define multi-
part

name: "image",
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filename: "incognito_photo",
mimeType: "image/jpg")
let multipartArray = ["file": multipartData]

self.http.POST("https://www.googleapis.com/upload/drive/v2/files", // [6] Upload
image
parameters: multipartArray,
completionHandler: {(response, error) in
if (error != nil) {
self.presentAlert("Error", message: error!.localizedDescription)
} else {

self.presentAlert("Success", message: "Successfully uploaded!")

}
)
FLM App & * i# %
<key>CFBundleURLTypes</key>
<array>
<dict>
<key>CFBundleURLSchemes</key>
<array>
<string>com.raywenderlich.Incognito</string>
</array>
</dict>
</array>
3.721/<App & * 2.
func application(application: UIApplication,
openURL url: NSURL,
sourceApplication: String?,
annotation: AnyObject?) -> Bool {
let notification = NSNotification(name: AGAppLaunchedWithURLNotification,
object:nil,
userInfo:[UIApplicationLaunchOptionsURLKey:url])
NSNotificationCenter.defaultCenter().postNotification(notification)

return true

FH AT App AR TR R 4123 R BT
o k® App B> T X PIAE CN/A
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%ﬁ]ﬂﬁ%%;&é‘»{ : ENISA SSDG 2.1,2.2
¥ %k
Android : Best Practices for Unique Identifiers(#&:pFfF : 2016/10/1)

ios:
OAuth 2.0 with Swift Tutorial (#:3m R :2016/10/1)
http://resources.infosecinstitute.com/i0S-application-security-
part-20-local-data-storage( & PR © 2016/10/1)

CWE /OWASP :
M2 - Insecure Data Storage(#: PR :2016/10/1)
M4 - Unintended Data Leakage( %P : 2016/10/1)
CWE 312, 313, 522( AP/ : 2016/10/1)
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https://developer.android.com/training/articles/user-data-ids.html
https://developer.android.com/training/articles/user-data-ids.html
https://www.raywenderlich.com/99431/oauth-2-with-swift-tutorial
http://resources.infosecinstitute.com/iOS-application-security-part-20-local-data-storage(查詢時間：2016/10/1)
http://resources.infosecinstitute.com/iOS-application-security-part-20-local-data-storage(查詢時間：2016/10/1)
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html
http://cwe.mitre.org/data/definitions/522.html

CPF-14:# * X T X %hBAE; &% Jagg §F %’}é‘ﬁjﬁ SHlenp # { & (auto-correct)

Z
* %
Z

11_[.

ol TR

C

LT F R TRS L BT RETA S AT o M P e
bﬁﬁ,’ ’ 'I,( VL» P‘ 7}\_'_/\':\}/% o

Y

Android it * ol o f«;i‘e"*—’ﬁ?Hfﬁv?#é%iééi%]%?'?—ﬁﬂéﬁ%%’zi AR
#??*E@%?’ﬁﬁ%%ﬁ%ﬁoé?ﬁ%iiﬁ’?uiﬁﬁﬁériéﬁf
(e PINAS S ~ ) » 0 7 0% P £ 3% 4 B L BRI 38 g 7 iR

iosS ﬁ’!é&..ﬁi{}@]iﬁ?jﬁ%})\?.}g PR TR BT BRI e A o e
B TR TR - S5 B AR 0 a@»mWﬁﬁﬁﬁe%ﬂ i
SR FALN T R AR O IR £ R TR U S A B
B pH{ I HERAE TR A A 15‘{?{%4@\ N e it L e
T EF O RAR 0 e $3tenUITextField » 4R autocorrectionType Bt B
% UITextAutocorrec-tionTypeNo # * # 34f o oK B ¥ i € SPFE A 22 en
SDK { #7» M {AEFH 2 m B § o e £ PR R AW E R RE L - 7 100
AR FABPES 2R/ RS KRS @ HOBRO>BREL L

Android e * g o G Y FE A F T U EGFLA KD BT R o R
PEBLTLER R AN G A RFERE L ORI L2 VL RF S
bR (oL PINGER » ) - 07 Y BB S S LR EEHEL Y
B4R 3E o e o

2R AP CBFF TR

2AREF ) D N/A

.-?:fii“ﬁgf'f}l] :

Android :

oA SEP dofe & XML A& 4 Java A2 R KRR p B e

\1'

%“t

—_

In XML # * android:inputType="textNoSuggestions" &% jl 7 3

<EditText android:id="@+id/edtInput”

android:layout_width="edip"
android:layout_height="wrap_content"
android:layout_weight="1"
android:inputType="textNoSuggestions"
android:maxLines="4"

android:maxLength="2000"/>

In Java Code i¢ * InputType.TYPE_TEXT_FLAG_NO_ SUGGESTIONS i % pt z4 i

edtInput.setInputType(InputType.TYPE_TEXT FLAG_NO_SUGGESTIONS);
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i0s :
- EEMF T FE O fRap BRI AR LT
- myInput.autoCorrectionType = UITextAutocorrectionTypeNo;
- EFZRMBE iéis?l)\%fiéﬁ:}iiff-%iﬁ Faw o NLFHEBA
- myInput.spellCheckingType = UITextSpellCheckingTypeNo;
-i?éiﬁﬂiﬁw’%%ﬁkﬁﬁ&
General > Reset > Reset Keyboard Dictionary.

B EERRFMANRERETH - 2R
B S O L R TR A o

EEHA

F6k?* App ij\?‘:@ %ﬁ,‘% : 4.1.2.3.3711%‘&?*“%%
FE T App R A TR HRIAE I N/A
LRARFERSLY CN/A

https://developer.android.com/reference/android/text/InputType.html

(A3 PR 2016/10/1)

CWE /OWASP
M4 - Unintended Data Leakage( &R : 2016/10/1)
CWE 200( A4 PFF R : 2016/10/1)
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https://developer.android.com/reference/android/text/InputType.html
https://developer.android.com/reference/android/text/InputType.html
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/200.html

CPF-15:# % X IT A HBA B AR FTHRB O RHZ B # 0 -
wp o

%
#
%

10S {v Android et #4F W /BE+ (copy/paste)# it o T REE 7 F Z F AL DR REA
R34 ® o AR THTARGES R S F T P 2 PR R ek R K
RS AN GETRE  HL gAY S AP o
BN 0 B A EL/RE ) ROLACE TA TSR A WA LA
% o tAndroid FREFET 1d ER B ANEFEE FLEREF RN FREP
P GEAT R TR o 2105 P Y R Y FAF FRAFW/ AL B ARS S kA
FIp chfdt > X E 8/ 3 4 3] template -
2REL Y CRFRITHE
X 2ARNAGF ] D N/A
2ARNHFEC
Android:

R R s UTRE- BN AFR/REY TS

1.0k 2t T A e i

import android.app.Activity;

import android.os.Bundle;

import android.support.v4.app.NavUtils; import android.view.ActionMode;

import android.view.Menu;

import android.view.MenuItem;

import android.widget.EditText;

public class UncopyableActivity extends Activity { private EditText copyableEdit;

private EditText uncopyableEdit;

@Override

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState); setContentView(R.layout.uncopyable);

copyableEdit = (EditText) findViewById(R.id.copyable edit); uncopyableEdit =

(EditText) findViewById(R.id.uncopyable edit);

// By setCustomSelectionActionMODECallback method,

// Possible to customize menu of character string selection.

uncopyableEdit.setCustomSelectionActionModeCallback(actionModeCallback);

}

private ActionMode.Callback actionModeCallback = new ActionMode.Callback() { public

boolean onPrepareActionMode(ActionMode mode, Menu menu) {

return false; }

public void onDestroyActionMode(ActionMode mode) { }

public boolean onCreateActionMode(ActionMode mode, Menu menu) {

[/ FX*F E 4 E‘Eiifﬁﬁd‘f android.R.id.copy
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MenuItem itemCopy = menu.findItem(android.R.id.copy);
if (itemCopy != null) {
menu.removeItem(android.R.id.copy); }

/] ¥EE K 4 ?E%EM‘,% android.R.id.cut

MenuItem itemCut = menu.findItem(android.R.id.cut); if (itemCut != null) {
menu.removeItem(android.R.id.cut); }
return true; }
public boolean onActionItemClicked(ActionMode mode, MenuItem item) { return false;
}h
@Override
public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.uncopyable, menu);
return true; }
@Override
public boolean onOptionsItemSelected(MenuItem item) {
switch (item.getItemId()) { case android.R.id.home:
NavUtils.navigateUpFromSameTask(this); return true;
}
return super.onOptionsItemSelected(item); }
}
2. 080k E AR T
#-android:longClickable % % false

<LinearlLayout xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools" android:layout_width="match_parent”

android:layout_height="match_parent”
android:orientation="vertical">
<TextView

android:layout_width="match_parent" android:layout_height="wrap_content"

android:text="@string/unlongclickable_description" />
<!-- EditText to prohibit copy/cut EditText -->
<!-- *** 4 android:longClickableik % False % # .t . --> <EditText

android:layout_width="match_parent"
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android:layout_height="wrap_content” android:longClickable="false"

android:hint="@string/unlongclickable_hint" />

</LinearlLayout>

i0s :
- T H TextField/TextView % #
» @interface ViewControllerPaste : UIViewController <UITextFieldDelegate,
UITextViewDelegate>
s ¥R 22 F F 2 (Copy ) 7 LFF Copy/Paste

- (BOOL)canPerformAction: (SEL)action withSender: (id)sender {

. //identy those who not allow copy/paste

. [myInput resignFirstResponder];
. return NO;
-}

Fo? App AR FERP 4. 1.2. 3. B TS

o * App &> T HRIAE  N/A

LM & B%Y ¢ JSSEC AASDSCG Risk of Information Leakage from
Clipboard

5% kiR D N/A
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CPF-16:% & * App # * (TR FEXEHBVEFHERR LT H »wlb o @~ B

TE BEERE R BT ABRE LN 2 @ﬁ.’lf, 7 d ;anﬁﬁjf-'ﬁ% 0
wp o

R ERAIATIR: 0 RFR Y AP EL L BH DELBHEERBHEIALLL A

i%ﬁﬁ%?ﬁﬁ’w*%?ﬁ%“iwmwwﬂuwﬁkf’vﬁu®ﬁf$ww

P ARIREE S S A mi%ﬁaok;wﬁﬂ%?ﬁﬂy §¥$’WJ
TR BN XIRE] P S NAND Rt o
VR T
ERBEY AR 2 RFL AT TR FRAY T TALE Y o & Android ¥ 12
2 - & SurfaceView > TR # &I - BAPIE T (preview) » & 4LF #7f T e pt
W RERERTE VIETId RS- BRFLI TRy @ -
BT ii*u? " S Bitmap, £ BH5+ IPG BAh 0 #* base6d Mg L 35 @
K2z o oBEY B ﬂl%\ﬁ” PP s R RAM ¢ 0 1 L B e A AL T AR T
L2 P pEE R (MR &3 flash ;e faEl) o

# Android Camera #f EAJ i takePicture()¥ * *tdp ¥- Callback.#frt g ié *
Camera.PictureCallback Interface # I} JPEG p¥#-¢ =f vt — Callback ;2 o
TR R ERER G
public void onPictureTaken(byte[] bytes, Camera camera) -
AR INATURY A REGFHTNF on LI € F A RAMP o

XERELHEBH CRFRITHE

X 2AESBFECCN/A

X 2ARABE L] IN/A

FE# Rk App AAFTERP (4. 1.2. 3. g LT F

AT App R AT EHWRIAE I N/A

LRRFRRESY IN/A

%3 Kk N/A
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CPF-17:ﬁiH)E;'* App 7 R F R T 3Bk Bd WREBRFL LML A
&ﬂu@iééﬁﬁm$&ﬁ *{éﬁ BE2h s BT RIFRES
ﬂt ZBRITRL 2N  bilde D ST AR ’i\-ﬁ AR o
o
i0S B4 % &5 st A2st m’éﬁ EE O AERFEERT XD FEDplist ¥ 2 o ik
¥ Android e 3 B LA &%3 % 4F XML = 2 8¢ SQLite FAL AKX €0 FFH K
%Tlgﬁq’j?uﬁﬁéﬂirmtﬁ BFB Lo
FOTORT GV A iR R DARAE o F - B A0 A E A 10S plist <
»m{@;? 3 Fla %i 'u/p#ﬂas s _n g mrfw’nwrs% B AT AN o AR F B 3T
?—Jﬁ%’ﬁ EAE S | ?mfﬂ?r"“ir#:ub PR ARNARN B Y e} o BB Ak
PEAAE B o 7 ER BRI AR T o WEDERT o R F AR
ﬁiﬂ';}if RAE I R4 3 4B "Lrﬁm;QqLQ i Nd BB R - BB
X2rREL ﬁ?vﬂfﬁﬂ BER TR
i RAp I
i0s :
Application Setting Read Example
Hze TE A plist  Thf 0 FERBJEE P 2T
//3~18 plist ;% BT
NSString *filePath = [[NSBundle mainBundle] pathForResource:@"secrets”
ofType:@"plist"];

. NSFileManager *fileManager = [NSFileManager defaultManager];

. [self AppendLog:[NSString stringWithFormat:@"filePath=%@", filePath]];

. //E % plist % 5 o B

. if ([fileManager fileExistsAtPath: filePath]) {

. NSMutableDictionary *data = [[NSMutableDictionary alloc]
initWithContentsOfFile:filePath];

. NSString *hash_password = [data objectForKey:@"hash_password"]; //i¥_data
P OB g

. NSString *setting lifes = [data objectForKey:@"setting lifes"]; //i¥_data
? B g

. } else{

[self AppendLog:@"file not exists"];

F2RABP
Android :
LU DI P 4r i Bt B g i3 2 property file fBigg X frig # jﬁ;y » ETB B R
et #

public class MainActivity extends ActionBarActivity {
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String flag = "com.ereach.helloworld";

@0verride

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.activity main);

String encryptPassword = loadPassword();
J/FI Ae B3 38 2 3 F 0 4o f ROV RBAGRE > i *ﬁﬁ”ﬁjﬁﬁ%‘c RN S
// if(encrypt(userInputPassword).equals(encryptPassword))
}
public static String encrypt(String s){
MessageDigest sha = null;
try{
sha = MessageDigest.getInstance("SHA-256");
sha.update(s.getBytes());
}catch(Exception e){
e.printStackTrace();

return R
}
return byte2hex(sha.digest());
}
private static String byte2hex(byte[] bytes){

String hs="";
String stmp="";
for (byte myByte: bytes){
stmp=(java.lang.Integer.toHexString(myByte & OXFF));
if (stmp.length()==1) hs=hs+"@"+stmp;
else hs=hs+stmp;
}
return hs.toUpperCase();
}
/B
private String loadPassword(){
//# 1§ properties # *
Properties properties = new Properties();

try{

FileInputStream stream = this.openFileInput("music.cfg");
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[/H B3 B RN B
properties.load(stream);

properties.load(streaml);

}catch(FileNotFoundException e)
{

return;

}catch(IOException e){

return;

}

return String.valueOf(properties.get("password"));
}
}

ios : CISNERE
protect application parameter : example code
- BT RHE VAL - Sl R
//Stored as String in program, still not so safe to cracker
NSString *APIKey = @"abcdef123456";

// Stored as binary array to prevent strings attack

unsigned char obfuscatedSecretKey[] = { ©x3e, @xcc, 0x9d, Oxca, Ox2f, Ox8a, Oxf2,
Oxcl, Ox57, 0x01, Oxc2, Ox2e, Ox44, Oxea, Ox0d, Oxf5, Ox60, Ox09, Ox99, Oxe7, Oxbl,
0x13, ©x2a, Ox6f, Ox2c, Oxa2, Oxfe, Ox12, Oxbb, ©x58, 0x90, Ox85 };
FE T App AR FTE AP 1 4.1.2.3. AR BT
T * App AFFTXHRRIAE 1 N/A
LRRFLBELY I N/A
%% %k  CWE/OWASP
M2 - Insecure Data Storage, M4 - Unintended Data Leakage(#&: PR :

2016/10/1)
CWE 312, 313(A: PR : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html

CPF-18:i * {=# i * App Cookies er& 2K F_o
wp o
Yexp ¥ @ % Cookie k& (TR > ¥ Cookie Aihse® > %> Vil U E7 %
ﬁﬁ@ﬁ%ﬁ@ﬁ@ﬁoﬁ@%ﬁ’??uﬁﬁ%Hﬁp@ﬁa@wo 4
‘v b Secure %%k > i {7 Cookie ¥ it & * e HTTPS 2+ » ¢ E F|mFE T Alehp cho
Z2REL Y BT FIFEK
*E 2ARNBFEC) O N/A
F 2R/
Android :
F1L 8 © #f Cookie i 174 23K %> w3k & 7 fie & #ip] Cookie & F &
httpOnly/requireSSL, %i&- # fxzust Cookie £ F FFpFE 5 sk % 0 L & ¢ JiL
Android API22 4 HttpClient = (&3 * » 7eriHttpCookie # /%t &
isSecure

(S
e
P8
r
0
o
@)
~
.
M

CookieStore cookieStore = java.net.CookieManager.getCookieStore();
if (cookieStore != null) {
List<HttpCookie> cookies = cookieJar.getCookies();

for (HttpCookie httpCookie : cookies) {

Log.i("HttpOnly", httpCookie.isHttpOnly());

ToIJObjective-C]
¥ 7/ Cookie £ Z 5 httpOnly/requireSSL
£ FNSURLConnect ¥ i*
- (void)connection: (NSURLConnection *)connection didReceiveResponse:(NSURLResponse

*)response

{

NSLog(@"-------------- didReceiveResponse dump NSHTTPCookieStorage------------
\n");

for (NSHTTPCookie *cookie in [[NSHTTPCookieStorage sharedHTTPCookieStorage]
cookies])

{
NSLog(@"name: '%@'\n", [cookie name]);
NSLog(@"value: '%@'\n", [cookie value]);
NSLog(@"domain: '%@'\n", [cookie domain]);
NSLog(@"path: '%@'\n", [cookie path]);
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NSLog(@"HttpOnly,Secure: '%d,%d'\n", [cookie isHTTPOnly], [cookie

isSecure]);

}
}
EIE T
B e P FpFE s 2 & Cookie Http-Only £ Secure AEfE » 10 RfFZ 2 o
<httpCookies httpOnlyCookies="true" ..>
<httpCookies requireSSL="true" />
FH kT App A AT ERF 14123 BT S
fFé & App A FT X HRIAE I N/A
LRRFRRSY IN/A
%3 %k : CWE/OWASP :

M9 - Improper Session Handling( #:gpF R - 2016/10/1)

CWE 614( 4P : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M9
http://cwe.mitre.org/data/definitions/614.html

3.1.7. SR T A @8 (6)

CPG-01: & & * App @i?]a“zé'ri*%lﬂ)%%%' TRIEBI2AEZFRT TLS 1.1 8001
oo MENEBFTHEBRIEE T FR-

wp
3 T AT B AR A P R SR SRR TR > 36 0 SSL/TLS
NRIELBAYR T A LSSL/TLS LR S F g 5
FERE 24 U PR FDERBEUEARE O NI R N/ F RN T o Ra O

G eFEE P B o AR AT Web it +5 T HTTP/2 fo SPDY # % & 3%
SSL - T i % £ 3 TLS -

Google #fj = & JRAF e HRAR * TLS o 4ok & F & Google ch— & # 5y » f]*uﬁ%/i
% Google & * g _TLS @ /,SSL o FlRiET 'g*”" ‘gfrj LR AL HFAETHE >
{54 (PCI DSS)#L$# ™ » SSL % 2016/6/30 2 BaE R o FRBEER RS (4 %
PrE® fgx* TLS »

FHFTHERERINLS S T UM AR BRREELE S N iR R FEERE
ioS v EpF S 3E L 43}}%@%7]%& > M2 2 (TLS v1.0 >~ TLS v1.1~TLS v1. 2)1r
DTLS o % F& API (4 CFNetwork):R® % + B 7 g £t 4 B App ©® 45 * TLS » @ A
API(SecureTransport) B3 &4 meg 4] o & BB 3E % CFNetwork # 737 SSLv3 > @
# * WebKit e App(4r Safari)s A& # ik i {7 SSLv3 i 4 o

" App @31%]5; M B EISERARSE R I App fi2 * NSURLConnection -
CFURL £ NSURLSession API ¥ > i jf-% it Sehd i (2 -

PR E & E L 42 TLS 1.2 i "R (Forward Secrecy) @ ® BF & 5 2 i@ #
SHA-256 4t 12 & % (& 4+ i * 2048 = RSA 4% 256 li’bﬁ"ﬁ}ﬂﬁb AR A e 17T
R) e

Apple #-% 2017 # 1 * 3 4]*73 10S App B 4~ * ATS(App Transport
Security, & # TLS v1.2) » %% 10S-04 -
Android * #1R B TLS § iF» A F * B4 A R eskf 2l 2z Fivd5 » 57 3
FolEF LR
Z2RELHBH BB F IR
R AP N/A
% 2AESABF I N/A
FER* App AFFTERF 1 4.1.2.4. 5t 1T 1"@@%]
Fé k™ App AFFT X RIAE
4.1.2.4.1.(1) WA FERT R LFHT TLS 1.1(F ) R+ R LB
t REF &A%Y 1 JSSEC AASDSCG .5.4
*¥ %ok
Android : Security with HTTPS and SSL( & PR © 2016/10/1)
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https://developer.android.com/training/articles/security-ssl.html

ios :
i0S Security Guide P.28,May 2016( 4 PR : 2016/10/1)
% HTTPS sl st — %2 2 HF a7 i * chE TLS @ # 2 SSL( LR  2016/10/1)
]

Transport Layer Security,Wiki(# @ pFf @ 2016/10/1)
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https://www.apple.com/business/docs/iOS_Security_Guide.pdf
http://news.networkmagazine.com.tw/classification/security/2016/01/15/66225/
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security

CPG-02:{7H * App B # 1T ¥ AT S AV B E RIHH{H EHATR TLS API 2 % 2§
TR Fle2Fm2BI 20K EE -
e
M BB R R TR T R B RE e ] 0 B2 2
irt Wi-Fi gepF— 7 Mg 4 o
HETE xﬁﬁ%a(}g P o gl - BREII¥ A (end to end) Tt B 2
¢°%fﬁi@%?ﬁﬁﬁ§§%%ﬁﬂ4°?ﬁ£%£ﬁ%%ﬁ%%§ﬁﬁ@ﬁ%
i0S A EERLEFNWI-Fidd LT > ¢35 TWPA2 %% | » Ve aRF L e
BRI IRFE o TWPA2 £ %% | 8% 128 =~ AES 4% » ¥ S i J‘ﬁ:}% B3 E %
1% > R D B WI-FI R R0 {odd el APF > iR iﬁmp U R g S
WP e FMEEE - 3 1 802.1X hA 3£ > 10S K ¥ ¥ ALK S | & & RADIUS 33
kH P o iPhone fr iPad F & #+1802.1X & A :%7 = ;% ¢ 35 EAP-TLS ~ EAP-TTLS ~
EAP-FAST ~ EAP-SIM ~ PEAPVO ~ PEAPV1 %2 LEAP -
ZX2RELHEBH CRFRITHHE
X 2ENFEC
Android :
Bk et getInputStream()pFv #20i - BRE ¥ L > @ 2 Hjedan
getInputStream() s p %

=

o

i

F_*

FevE

—=\

I

javax.net.ssl.SSLHandshakeException:
java.security.cert.CertPathValidatorException: Trust anchor for certification

path not found.

O at
org.apache.harmony.xnet.provider.jsse.OpenSSLSocketImpl.startHandshake(OpenSSLS
ocketImpl.java:374)

. at
libcore.net.http.HttpConnection.setupSecureSocket(HttpConnection.java:209)

. at
libcore.net.http.HttpsURLConnectionImpl$HttpsEngine.makeSs1Connection(HttpsURLC

onnectionImpl.java:478)

. at libcore.net.http.HttpsURLConnectionImpl$HttpsEngine.connect
(HttpsURLConnectionImpl.java:433)

. at libcore.net.http.HttpEngine.sendSocketRequest(HttpEngine.java:290)
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. at libcore.net.http.HttpEngine.sendRequest(HttpEngine.java:249)

. at

libcore.net.http.HttpURLConnectionImpl.getResponse(HttpURLConnectionImpl.java:2

82)

. at

libcore.net.http.HttpURLConnectionImpl.getInputStream(HttpURLConnectionImpl.jav

a:177)

O at

libcore.net.http.HttpsURLConnectionImpl.getInputStream(HttpsURLConnectionImpl. j

ava:271)

F A MR TS 0 P &35 5 (7 Server B SICA S £d B4 A4 CAE
Lo fLp g @Fw?ﬁ %_ SR R CA EEFERT UA L 2o Bt MBI me TR
Feig o BTG T %—2}"’ CPM-@5 -

% rRSEP

Android:

Bk g d 2 CASE3 chgd chlWeb #PRE » 27 12 % URLConnection % i {7 %

Eo N

URL url = new URL("https://wikipedia.org");
URLConnection urlConnection = url.openConnection();
InputStream in = urlConnection.getInputStream();

copyInputStreamToOutputStream(in, System.out);

FE Rk App AFFRXRP 1 4. 1.2, 4. LT B

Tk App R FFTXRABIAE N/A

tFEFE84Y  ENISA SSDG 3.1,ENISA SSDG 3.2

%% %k : Android : Security with HTTPS and SSL(Z @R

1 2016/10/1)
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https://developer.android.com/training/articles/security-ssl.html

CPG-03:{7# & * App ¥ T CPG-02 TLS 4t % B¢ * M4 R EHKFEIF
(CRYPTOGRAPHIC MODULE VALIDATION PROGRAM,CMVP)ig #* ‘L’J:.‘)f—ﬁ ¢4 R
L RFEEIRYEHRER T A%

(a)F™ £4F %K A% 2048 =~ (F )M P2 RSA4c iR 2 » 8 * £4f7F %k
R3E 224 =~ (F )12 #Rl¢ M4 RF 8 7+ (Elliptic Curve
Cryptography) -

(b)#* £447 »<E R 5 128 A ~ 192 A & 256 =7 2 &F§ 4 % - (AES) -
H* A4 %wERE 1122280 168 =22 = £ T4 R £ 2 (Triple
DES) -

e

Android # * Java API(Oracle W3)§ it ¥ iE4% AES /% &% > 128 =~ ~ 192 ix
AR 256 AL 4R R 0 245 TLS V1.0,V1.1,V1.2 - i w4 3 % S8k %4 Java
Cryptography Architecture Standard Algorithm Name Documentation for

JDK 8 (A:@PFR :2016/10/1) o

i0S %+ CPG-01 2 i0S-003

+ Android % i0S 4c R Hice a3 & CMVP

ZrREL P BRFF IR

*E 2ARNBFEC] D N/A

X 2ANBFECN/A

FE T App R TR RS T 412,45 T A B

T App R 2 FTERRIAF !

4.1.2.4.1.(2) tha 7 o * RS A E " AdhT orh B S 2048 A (5 )t 2
RSA 4r % i B % » 457 & 4§F »eh B 5 224 A ()00 2 R Sde Bw D
# (E11liptic Curve Cryptography) °

4.1.2.4.1.(3) A FHFR B L FHT £4F7 xR AL 128 =~ ~ 192 =~
256 =z iBfE A BRI (AES) > BN £4FF R R 5 112 i f 168 2
ZEFH 4 BHE 2 (Triple DES) ©

LREFRESY I CSA MAST 4.2.6, ENISA SSDG 3.3, NIST 800 SP-163 3.1.4,
JSSEC AASDSCG .5.4

>4 Rk

Android @ Java Cryptography Architecture Standard Algorithm Name
Documentation for JDK 8( &R : 2016/10/1)
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https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html

3.1.8. 5B TR A 3 (H)

CPH-OL: S HFHA I L2 B TH KT App &7 1 FRY AR ALESER  RATR
’*ﬁ:&'#ﬂ*#"*"(l)& ERFQ)FHREFTHAB I LA GEH S)FREALIMPFR
TR TR

wp ol

%4 CPA-O1 B i * App § & & % AT M7 #L47 w|** Google Play # App Stroe
EFw R AR R I P P o
”“_?:Eﬁ‘f’* I REF FRR
X 2ARNBEF G N/A
X 2N/ N/A
FH T App AR FERE 14125 KB BFTHRAS
FH BT App R FT X HRBIAE ¢
4.1.2.5.1. () EFHEER 22 F AH R 25F > A a2 HFAH > £330
FR BT AR AT B E Y ARNE R EP o
4.1.2.5.1.(2) A EEPR 23 F TR R* N /»\—%“/é'riﬁ:i‘—; v HE
FHR* AR P AT B E2Z B AR R ﬁﬂ-"
L REHF-E%Y  ENISA SSDG 7.2 , JSSEC AASDSCG .5.4
%% %k N/A
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CPH-02: % # * ¥ © 3¢ {7# ™ App i.-'EB&#F-EI} IRBHTRLE R TR KT App &
B AR ENT R FERRPEPTHEMNERAN BB IELHE 6 o 250
E& AP P s o

3 %A 78 * App » 4- facebook ~ Twitter ~ line £ 4 % # 5 T § * 3| e’
FPREZOUEFILEIFRZAF 4w & Qv ivd R* App - Z3x 7 4% £+ CPD-06
i P
HE

Y
1=
g
$e
2l
e

W 0 TEE B E%Q%K@ﬁ;—W@?ﬁf’rJﬁﬁﬁﬁgﬁ’%@?%ﬁ
Di'? lﬁﬁﬂ'.s%“ g H FJS:EJJ% léq* F]/)»}i "é}ﬁf" A ]F"}’l\ App%%? f%ﬁ&—fid(
REHEFRELEFNGRPF B LH 6 r BT PP e o

ZXRFLGUY BB TR
PEERINBEG CN/A
*ﬁz*ﬁ%fﬂ ] P N/A
FE T App AFFTERS 4.1 2.5 P RFTEL S
FER* App R AT X RRIAE !
4.1.2.5.1. B AEAEP A ABRER Y X AR BT HLZ DFRT » [Tk
PN E T AL ZARETRS FREEP LT R AR AR o
4.1.2.5.2. ()W AFAHB* £ LERER Y FIEG A F AR BFTHRLEA o
4.1.2.5.2. () A &t * FEGHPLFTHAL L HFRT » FH R 25 LF AR
R A
4.1.2.53. % &4 3R HFTRL FH 7 275 0 L3 LB LFEH BT L5107 55
SN A S
L REF &8 %Y  NIST 800 SP-163 3.1.2,3.14,3.1.5.g ,ENISA SSDG
3.7 ,7.4
% ki I N/A

i)
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CPH-03: 2 A Z AR BFH » BAARFERKRpPLQEIhp e £ F i3 E7 Lo
wp o

%
*
%

L EHEEER S FREY App F A g RGN (FE T F LARTRE
mApp v BfE H F‘ XML gRE —"Ff" ™A% % i facebook ~ 1line F A ¥ g0k »
w7 e App B B ax FOR AW A -

4ok F R BE AN BTARR TR o B F AR SR ER IR RS P

A TE T Q?a °

Android @ # App B &3 2t (Interprocess Communication, IPC)#% 5 ¥ 14 i¢ * &

HUnix enfs 4] » 4o filesystem, local sockets,z signals jg* vg: b

Android » # i Binder(§ T3 %%
https://developer.android.com/reference/android/os/Binder.html( % 33 B
1 2016/10/1) > Intents (%% Android-01) - Services(Android-06) ~

ContentProviders(Andrid-ee8) » &3 it 7 & Wi 7 £ E L scHF Fi1 » & LK
CGET AP P e o

% 10S F1 5 WM o App B enFdl A % § 02 URL Schemes k57 15>+ £ F &1 g 42
s App B UNANT - BRI FOEFE 2T EE o 0T L B S N i B

AL .

Mach Messaging:4-i# * Mach Messaging > # & #% & App * L 425 i@ * cnid 23R »
Flam L VAR B i RNFELANB o Wk TR R L client BV E- BE*
I
Remote procedure calls (RPC) and Distributed Objects:RPC i 21 ¥ A=/h ¥
% ® f§ 3 ehClient-Server % f?’rﬁ%ﬁ MWy E 0 d Client % ! request £ ¢ Server
By ko URZBRG ERFET L A FIRB A THARLELA A
BN IR Y VR g ehel o I A %+ RPC o
Shared Memory:4r% 8 & g7 # 3 App —fj—:&‘r%’gﬁ CEFRETF AR F A
Fir, Al 0 ERARNHE - ¥ b v i A race condition sz# v B AR v 2
”*?ﬁﬁﬁﬁpﬁ&’wuwﬁwﬁo
ﬁw’@?ﬁ#%%ﬁ%ﬁﬁ%mﬁ$W%?Pﬂ”iﬁﬁﬁi%*ﬁﬁE?ﬂ@%
ERGFPCANERRI) T EAFIRP L DNAEZT LA RGTERRZTFEF AW
BEFR oA ARZTAEIRE > FEEIREBDORIEGT R 0 RISUE
IPC_PRIVATE i% & 4% shmget > M+ % 25 B ID 72 8% % Bl o
Signals:#z A ' # 1 * 7 5i(Signals) X @if1 v & £2 v gk £ s H G 7
BEFRFERICEINGHS c NGB RTF) BEAEL T BiZET Eiﬁ‘x
it TR A2 AR BRY h- B B E S (T e
EREL Y BB F IR
242§ B 2 N/A
2AENABF O] 2 N/A

FE T App AFFTERS 1 4.1.2.5. P RFTEL S
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https://developer.android.com/reference/android/os/Binder.html
https://developer.apple.com/library/ios/featuredarticles/iPhoneURLScheme_Reference/Introduction/Introduction.html
https://developer.apple.com/library/ios/documentation/System/Conceptual/ManPages_iPhoneOS/man2/shmget.2.html#//apple_ref/doc/man/2/shmget

FER* App A+ FTXHRRIAE IN/A
LR E & 84%Y | ENISA SSDG 6.3
*¥ Lk
Android : Interprocess Communication (& FFRF : 2016/10/1)
ioS : Interprocess Communication and Networking (A 4P R : 2016/10/1)
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https://source.android.com/security/overview/app-security.html#interprocess-communication
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/ValidatingInput.html#//apple_ref/doc/uid/TP40007246-SW10

3.1.9. R T HII% ()

CPI-01: {8 &% App B B BFH » BT LEHE MR A TR s &84 & 22
?53’“1‘ TAEFTHEREFHTE %ﬁbﬁ&ilﬁi—&ﬂﬂ"l’ﬁﬁiAppgaé“* ik ak
EEIPGAFTERP 45 BB ARRATREDTHAN LI FRIGL L
REFAA P o

:Ff\ﬁiﬁ“]“/f - STy —‘ﬁfq}g,}' FTHBE T ¥ App 2 S B Bk > G

App s ~ thRREEF G P 2 AP TR S ol T E P Puﬁj_};)@ T g

PR S AR BTA B A A AT 1‘»\93,;5"\*‘1‘i1 HeFug RgLEs

R 4 A2 &R R R R Lﬁ? okl f"ﬁqﬁq%%ﬁ £ L R

SRS ApD 1 7§ TR P £ R SR £ T R
Lo P TR AR RR TR App P REFRAKEP Y EiR Y F 2o

Z2BEL Y T ARE

% 2AENBP ]I N/A

X 2RSBPT I N/A

kT App R *FT X R 1 4.1.2.6. ff{}é'fi?jgf:iyqxl%
Fo ™ App &> F % HRIAF - N/A

LRARFERELY IN/A

%4 Kk I N/A
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/_:*J-

cnﬁmﬁﬁ@wAwiy%1§ﬂ@m$%ﬁﬁ~%ﬁ1%&*%mﬁ PR IRRY
PSR TA > ik CPI-01 TEARERLFTHEL FTH IR 2 PR ERT F

%#f_f;’\jx el fﬂla °

we
BHMPIEE > ABAET AR Bk CPI-01 XAk A HNEBTHETER » %4 £

AR PIRBA AL B3 2 G R A ok IR T R TR

BT R I'F 78 230 e K RPERG F T RES

AL EP@E@V‘%% , z?ﬁfpié?*'g o

BER AR AP BT RS 0 B ED AR F % App b PF 0 BT T F
%*ikiﬁg@?%#’%i%AW*%%Plﬁﬂ Wi PIRBFRE A
HE il‘ﬁt‘(CPI 06) - i“ﬁc‘)@ * V4R R IE o

ZXREFLEIY RIBER

3% 2AENBEG I N/A

*iﬁ*ﬁ%&:WA

8T App R * FTHRF 1 4.1.2.6 AR LT HAIL

FE* App A FFTXHWRIAE IN/A

L REF EB%Y  ENISA SSDG1.6, ENISA SSDG1.8

%4 Xk 1 N/A

=%
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CPI-03:% i #+4 £ X% NAND flash jeiftl » # ' 5c8 17 R % =% v b % #1% API 3

FRFTET 2GR T RABTERARBREIFA R .
w

aAmNndew%ﬁiedeumeofxag*w¢u?$mq%,sa@@?ﬁd%f

FTodABRBEBEREY ) DARIFT UL R BN ETHBES
A E L E NAND flash sz fftl - #-:8 ¢ NAND flash iz t8# f“r}a ALl 7
R R FEARTFREER LT TR I E }_@,%?“ﬂ{“ﬁ

F AP R 3 % o Android & Lollipop(5.0)z iR A » Ak 2 24 o ¥ Y
ERTa é«%ﬁ%%p\ o AR DRGERE -

,

& 10S F #h %k ks b’L’r’ﬁ ## % “hmetadata e ST 1Y ﬁéﬁ%’éﬁﬂ B R

41

% K 10S i * K ffﬁ_ﬁﬂiﬁinfms\ kSR 4kPIRE T & Effaceable
S'[:or'\age\tl o V‘F"qyé%'w:]l? l——;‘&_%_ F o Tt A {’i’r % g‘_EF‘}«—mﬁﬁ@]"} s M '

m
VAR E fepeid ﬁ?(d TR M R EA ARG A R

I
F] E
PRAATE AR § 2 (MDM) #RE ~ Exchange ActiveSync s 1C1oud gk b

uﬁ;#ﬁzg j\/ﬁiuﬁ;) o It S\ ixf@%;x_,_g\,ﬁjﬁ o i) -\fgfﬁ_ mterP *éj-;g#‘/zg,.

* o

F_‘-

%

2B N/A
LB N/A
ﬁ%*Aw%i**%# 4.1.2.6. 508 LT A%
A k™ App A AT X HRRIAE  N/A
rﬁmﬁ%:&s&«éﬁ% : ENISA SSDG 1.9
>3 Fk
Android : How to Securely Delete All Data From Your Android Phone( % 34§
PR 1 2016/10/1)

ioS : i0S Security Guide(#:PFR : 2016/10/1) P.10

ZX2REL Y CEFF ITRHK
#

212


http://gadgets.ndtv.com/mobiles/features/how-to-securely-delete-all-data-from-your-android-phone-603731
http://gadgets.ndtv.com/mobiles/features/how-to-securely-delete-all-data-from-your-android-phone-603731
https://www.apple.com/business/docs/iOS_Security_Guide.pdf

CPI-04: R ERFRFHAEXERALLE? TR ki _}quljfggw(pata
Kill Switch) > pI'f & AR 1 FERAELE TR FAL o

wp o
AP EESBAFHFELE R A @A R ETHE 0 A v B 1 B A
Ay ¢ Bt eng £97 £ 4 A 0 Android 5.0 2 i0S 7.0 AR A 0 30 EHF
L %F»M@(Data Kill Switch) > § F# A E L5 34 & jaﬁg Toud o F‘B 7
% » Android Device Manager(Android)z iCloud 7 Find My iPhone(i0S)i& {7
Hipow PR AT R EFXFRAR O T UG EFEKE FT
S ,&‘u)éif'%ﬁﬁiiﬂd%%ﬁ,@(%% CPI-03) » — : jxbo i il ﬁéﬁa-”%%ﬁfjbﬁé?ﬁ}%' o
3 geds L g -
ZTEAL NI Android FEE L MG TE AR AWML > 2 10S S F A
W2 FE AT FEEG S LRANEF LA R FRFE R O prE
- 0 FEREFE AR WA

ZXEXREL Y NFREFENER

% 2A2NA B N/A

A.ﬁiii“ﬁ%@ﬁﬁli N/A
FE T App A TR 1 4.1.2.6 5B TG
FER* App A*FTXHRRIAE IN/A

rﬁ]ﬁ?%&s&«éﬁ% : ENISA SSDG1.13

>3 kiR
Android : How to set up your smartphone killswitch (% PR :

2016/10/1)
i0S : The kill switch is here: i0OS 8 enables it by default (& PR :

2016/10/1)
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https://accounts.google.com/ServiceLogin?service=androidconsole&passive=3600&continue=https%3A%2F%2Fwww.google.com%2Fandroid%2Fdevicemanager%3Fhl%3Dzh_HK&followup=https%3A%2F%2Fwww.google.com%2Fandroid%2Fdevicemanager%3Fhl%3Dzh_HK&hl=zh_HK&authuse
https://www.icloud.com/#find
http://now.avg.com/how-to-set-up-your-smartphone-killswitch/
http://now.avg.com/how-to-set-up-your-smartphone-killswitch/
http://www.pcworld.com/article/2685332/the-kill-switch-is-here-ios-8-enables-it-by-default.html
http://www.pcworld.com/article/2685332/the-kill-switch-is-here-ios-8-enables-it-by-default.html

CPI-@5:{7# &* 425 » CPI-04 T FHAIEHM | P¥ - B FF S8RER it
B Ha o ML AESEr B2 T HRE 2
we
Bo® AR B 4R T 0L & o AR R TR R B (s b g
App > & A ip kst AT Al B R 7*’3 % SRRV ES N

23 22

AR TR TR (S5 CPL-01 0 2 2 @1 NIST % & % % 3 10+ enfEF R v
B MEETREE > o
*iﬂ?4$&ﬂ B ErE
ARy E%JTFM N/A
T RARNBE D N/A
o ™ App A FFT X R 4126wﬂrﬁﬁwﬁ
FER* App A*FTXHRRIAE IN/A
LFPFLB4%Y  ENISA SSDG 1.14
%% %k P N/A
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CPI-06:F & R* App#tF % XPFF » ik CPI-02 & 3 - fagrﬁ;ffzrg BFEH > 33 w3
RIRBF L ERTHY wRPIFRT FTRERFLFTTHR
wP
doiz R CPF-03 § (A T 7% $% € ¥ #4573 Android 2 10S ¥ sheniifad » &
Fd T App K % *—Mﬁf@; mMJ“f ) L4 CPF-04 %31 9 17 Sp 47 +i:ng
Mg ZRRBPFELEFFTHY T REN R IR ()51 g K f ke
ook XA R T kT H *‘ﬁﬂ?’ RN “f‘\‘{l—‘f—é{’ B A R SR
% }_Wé 4 HEE I BREF FRR
X >ARy E%;frw N/A
iﬁﬁm#w N/A
FE T App A TR 1 4.1.2.6 5 TG
FE T App R 2T X RBIAE I N/A
L EBFRE%Y  CSA MAST 3.6
%% %k P N/A
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3.1.10. @& % Fihit * (J)

CPJ-01:* 7# & App PRFH R 79 > LFibdAwR > F > AFRIPe §H
FERLE EE AR AR ERERAR FRLZEREA
wp
Android B2 A B ¥ 2 @& g* App p »¥r? In-app Billing API > w Google
Play ¥~ BF ST £ Pd v RGP AAF TR EE BB - 250 B
T3 ¥ & Google Play Developer Console 'k % > 7 L&A & 40T !
o *iEi— A H-3%|F5 (Unique product ID: also called its SKU) o
e A &4 % (Product type)
o 4 (Pricing) -
e A %4 it (Description) -
e Google Play # &/xJ2 % i Bi(handling and tracking of purchases for
that product.)
ios P 7 i@ * App Store #% &1 Store Kit framework 4 4hr A3 ¢ 5 # 3 itune
connect X T F & F 3 > App P RER IiARACT B e % + In-App Purchase
Programming Guide (%R : 2016/10/1)

ot

Your App App Store
Retrieving Makes products request ~——»  Provides product information
Product
Information Displays store Ul -
User selects product
Requesting
Payment
Makes payment request —_— Processes payment
Observer is called -
Delivering
Products

Delivers product

BEFRGEH R TR FROERTRY F L2 IEGES -
Z2RELHBH BB F IR
X 2AENBEC O N/A
X RSB IN/A
FE T App AR FERE 14131 HEFRR
AT App R AT % WRIAE
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https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html

4.1.3.1. 1. %A FF R RPN HE D LFAdd R F o TR G H
FRREFE BE &2 G730
4.1.3.1.2. ()& FER* AP R LFRERY FIEGHH 2EH o
4.1.3.1.2. QWA LR ¥ FIEGHFHERT > R ZN LT AREAT
L RBF & 8%Y | ENISA SSDG8.6
*¥ Kk
Android : Google Play Developer Console( %3 PFf¥ : 2016/10/1)

i0S : In-App Purchase Programming Guide( & FFRF : 2016/10/1)
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https://developer.android.com/google/play/billing/billing_overview.html
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html

CPJ-02: i d* s App 3 F A R* P 7 X AER* I L B FHTEL

il
BAGHL - FFRYFPOFRAAEL SRR FRERFRTETTE
%ﬁﬁﬂ‘ﬁé;%ﬁﬁﬂ BT B 5 B BRI OF TRGE S -

N
FHFEEEEIRAPRY EP A2 AGRY SRR P FHFELELR
FoRp o é#%?ﬂ‘wjﬁimf—r, BEORAEEE HLFETERBFEL D
V@R App o SR T EB R R B4 f § 7105 &AL R S 5
T 2PIHILE | (FF)& RE2iTHhp -

B AER AR R BEFRF PR TR LY App ¥ TR BETHEFEHR
FEIRMA N BAAFRE GRR AT FTROEL 0 FE CPA-02 Hr 4 E
18 R J"iiol)}:’?’;}i?L\rﬁ'lé’l’r—iﬂng,‘_‘g’#\_ﬁ_@?rﬂkg,iﬁbﬁﬁﬁi%ﬁﬁgagﬁ

FAAEEETR @SR FRY AL
ZXRFLGY BB TR
% 2RSEP ] N/A
*iﬁ*ﬁ$w=WA
A k? App A2 FERF 14.1.3.1. 45 TR
FE* App A FFTXHWRIAE IN/A
Lt REFE8%Y [ YD/T 2407-2013 5.5.4.3
% ki I N/A
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CPJ-03:17f 5% App B¥ A R R T8 it » FRriifhad i @ kR -
BAE O R HAY SRR
wp

PRAFHF LR RERRIE AT DUNRE o FRAUPRFEST LT E
Wi-Fi#®HFFE2L 5an g - BRRLS8dRITAREET > 7o g ERLRS
FRAERE L SRR R AR B3 Y LR R
oI e d AR EE O EREMEN B A ARELE L

L -

FE R App B 4 B ¥ 11 %% 3GPP Release ¥ Fjitr~ 2 (AR
2016/10/1)F 1T & i B & F Ir4oboik R~ WFARE 0 LR BR AR SO
J o

VAW R P FdR* App e BAF FEIT > VUM FZ App Hivdd AL S o
# 10S ¢ 1¥¥ 11 %+ Energy Efficiency Guide for iOS Apps (&R :

2016/10/1)
4?3:1@2%;‘3‘_ ECR TN AR
3 -“m,ﬁaf;ﬂ ] : N/A

"}_iis\ﬁ%,frzm N/A
FER* App AFFTERF 14.1.3.1. 645 Fihi*
FE Rk App A FFXRRIAL S N/A
rﬁmﬁ%:&s&«éﬁ% : ENISA SSDG 8.7
>3 ik
ioS : Energy and Networking( &P : 2016/10/1)
3GPP Knowledge Base
3GPP Green activities Energy Saving 20120924.zip( 4 PR :

2016/10/1)
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http://www.3gpp.org/ftp/Information/WORK_PLAN/Description_Releases/
http://www.3gpp.org/ftp/Information/WORK_PLAN/Description_Releases/
https://developer.apple.com/library/prerelease/content/documentation/Performance/Conceptual/EnergyGuide-iOS/index.html#//apple_ref/doc/uid/TP40015243-CH3-SW1
https://developer.apple.com/library/prerelease/content/documentation/Performance/Conceptual/EnergyGuide-iOS/index.html#//apple_ref/doc/uid/TP40015243-CH3-SW1
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https://developer.apple.com/library/mac/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Chapters/RequestPayment.html
https://developer.apple.com/library/mac/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Chapters/RequestPayment.html
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3.1.12. @& % ¥ B AR 4 (L)
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e X% 4: “ﬁi FEE&3 - T &Y B LFIPS 140-2 & $zEP (Token) o
2016 # B F75%< NIST SP 800-63-3 ¥ % » d NIST SP 800-63-2 < tg= izl » d
NIST SP 800-63-3 DRAFT NIST Special Publication 800-63-3
Digital Authentication Guideline(™® & <~ i#) - NIST SP 800-63-
3A(Enrollment and Identity Proofing Requirements) -~ NIST SP 800-63-
3B(Authentication and Lifecycle Management)%* NIST SP 800-63-
3C(Federation and Assertions) % 4 i» < i2 2= > Pﬁﬁé»ﬁ:::;&éé’fs—;‘
(Digital Authentication Model)r™ B :
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% % Enrollment and
3 E Identity Proofing Authenticated
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""""""" Attributes
csP bigital Verifier
Authentication
FoR kiR : NIST SP_800-63-3 (#:4p+FF : 2016/10/1)
¥AGEEET App £ AR S
o FHATE LY A4 PINA o
e FFRAEXREP S FyREpR 4 a0 ).
o T HIPRFRILFE ¢ Apple ID ~ Google ID -~ Microsoft Live ID-
o B2V ZnE C OAuth 2.0 -
o App pEF G F AN
o & A LIWE  Microsoft AD ~ Novell LDAP -
O Fenp
o PREL/ G o
S ET £ S R
e PKT -
o b FIRILE ©
o 4 e
MERY - 4Lt —"zﬁxﬁf GrLE 4] S OAuth 2.0 @& * ¥ 7 14t * Google
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https://pages.nist.gov/800-63-3/sp800-63-3.html
http://oauth.net/2/

T 2RESBEPS
Android :

e // % % # * ACCOUNT_MANAGER #? INTERNET # 2
<manifest ... >
<uses-permission android:name="android.permission.ACCOUNT_MANAGER" />

<uses-permission android:name="android.permission.INTERNET" />

</manifest>

//%8 {¥ CallBack

AccountManager am = AccountManager.get(this);
Bundle options = new Bundle();

am.getAuthToken(

myAccount_, // Account retrieved using getAccountsByType()

"Manage your tasks", // Auth scope

options, // Authenticator-specific options

this, // Your activity

new OnTokenAcquired(), // Callback called when a token is successfully
acquired

new Handler(new OnError())); // Callback called if an error occurs

= private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override

public void run(AccountManagerFuture<Bundle> result) {

Intent launch = (Intent) result.getResult().get(AccountManager.KEY_INTENT);
if (launch != null) {
startActivityForResult(launch, 0);

return;

}
//E B~ token

private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override

public void run(AccountManagerFuture<Bundle> result) {
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// Get the result of the operation from the AccountManagerFuture.

Bundle bundle = result.getResult();

// The token is a named value in the bundle. The name of the value
// 1is stored in the constant AccountManager.KEY_AUTHTOKEN.

token = bundle.getString(AccountManager.KEY_AUTHTOKEN);

}

/ /¥ %% OAuth2 PR 7%

URL url = new URL("https://www.googleapis.com/tasks/vl/users/@me/lists?key=" +
your_api_key);

URLConnection conn = (HttpURLConnection) url.openConnection();
conn.addRequestProperty(“"client_id", your client id);
conn.addRequestProperty("client_secret", your client secret);

conn.setRequestProperty("Authorization", "OAuth " + token);

i0S: %% CPF-13 % 2 4% : & * OAuth2 -
FE k™ App AFFTERHF 14.1.4.1. % * L S uEF R R
T E* App A AT X RRIAE !
4.1.4.1.1. 4078 % 4258 502 B A TP B 2 AR T AL
4.1.4.1.2. wrFdi* 20 30 B A FTHRAAMZTEETR A FH T 25
SR U S S I
L FBF &8 4%Y 0 JSSEC AASDSCG .5.1
%% Kk
Android :
Android Authentication(#: PR : 2016/10/1)
https://developer.android.com/training/id-auth/authenticate.html
(LR - 2016/10/1)
ios :
Designing Secure User Interfaces(# PR : 2016/10/1)
NIST SP 800-63( 4 PFFRF : 2016/10/1)
https://github.com/nxtbgthng/OAuth2Client( & FFF : 2016/10/1)
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https://source.android.com/security/authentication/index.html
https://developer.android.com/training/id-auth/authenticate.html
https://developer.android.com/training/id-auth/authenticate.html
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/AppInterfaces.html#//apple_ref/doc/uid/TP40002862-SW4
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-63ver1.0.2.pdff
https://github.com/nxtbgthng/OAuth2Client(查詢時間：2016/10/1)
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https://support.google.com/accounts/answer/32040
https://developer.apple.com/library/prerelease/content/documentation/Security/Conceptual/SecureCodingGuide/SecurityDevelopmentChecklists/SecurityDevelopmentChecklists.html
https://developer.apple.com/library/prerelease/content/documentation/Security/Conceptual/SecureCodingGuide/SecurityDevelopmentChecklists/SecurityDevelopmentChecklists.html
https://www.owasp.org/index.php/Authentication_Cheat_Sheet#Authentication_General_Guidelines
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Device.UUID pe ) 7E
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https://developer.android.com/guide/topics/location/strategies.html
https://developer.android.com/guide/topics/location/strategies.html
https://developer.apple.com/library/ios/documentation/UserExperience/Conceptual/LocationAwarenessPG/CoreLocation/CoreLocation.html
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CPM-@3:f7# i * App il s ¢ * L3k ulsg » /Y TE & B PFr 4 22 (Session time-out)
B o
N
IR EEFERREN T ASPE > DO FHT a Y - B RS KGR R
%}\iv*ifﬂz%éiﬂiafir%b'**p—*ﬂ‘ﬁ%éf‘ o X HFAAFAILFAHRY AN c FRFH
Je* App o tE »fse EEAPRERIE 0 AT 2
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% 2427 mr o :

Android :
7o gActivity p4c bt T o B # LA Local-session-timeout
@Override public boolean dispatchTouchEvent(MotionEvent ev) {
lastActivity = new Date().getTime(); //P~#F & {88 (FepF i
return super.dispatchTouchEvent(ev);
}
@Override public void onResume() {
long now = new Date().getTime();
if (now - lastActivity > 300000) { J/ARET SR p B
// startActivity and force logon } 3

i0s :
- 10S: local-session-timeout code # /'t
< 1. i pEF Y
. [myApp setlLoginDate:[NSDate date]];
e - (void) setlLoginDate: (NSDate *)indate
- {
. loginDate = indate;
-}
2.BEBAZE X 2FEEP

[NSString stringWithFormat:@"isValidDate=%d", [myApp islLoginDateValid],

- (BOOL) islLoginDateValid

. if (!loginDate)

. return FALSE;

. //valid for 60 seconds

. NSDate *max_date = [loginDate dateByAddingTimeInterval:60];

O return
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. (([loginDate compare:[NSDate date]] == NSOrderedAscending) &&
. ([max_date compare:[NSDate date]] == NSOrderedDescending));
-}
o k™ App R A FTRXRHF 1 4.1.4. 2.8 5 F L4
e ™ App A F T X HRRIAE
4.1.4.2.1. 3B A FH " BN % 2 LB uBETEEF AL s o
LRRFRRSY IN/A
%% %k : CWE/OWASP :
M9 - Improper Session Handling( & PFRF : 2016/10/1)

CWE 613( A PFFR : 2016/10/1)
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FER* App AFFTERF 1 4.1.4.2. 8 8 F T84
FER* App AFFTXRAIAE !
4.1.42.2. (B LFH R BN ET R Y FIREBEGHE DI F 2P B P~ A4
(Revoke) » " \@#H2 AR LB AW Lo FRM2 FIRERE LA -
LRBEFLEST IN/A
% kiR
Android : Security with HTTPS and SSL (% PF/ : 2016/10/1)
ios:
NSURLSession server trust evaluation - apple develper (#Z PR :
2016/10/1)
Appendix A: Common Server Trust Evaluation Errors - apple
developer (£ PR : 2016/10/1)
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wp o

b 2TRiRF R rbdhE - B CVE(Common Vulnerabilities and Exposures)if
i (%t CVE-2014-6693) ° CVE R F 3R+ 4pth > Fls F& ™" App iX 7 % X.509
#1CA(Certificate Authority)i&i » @ £ 7 fF s do ¢ B 4 5off o I gPeit

g iE g f?jg

B AR B GEESmT(Certificate Pinning) e 5% 5 §s 2 &1L 44
%72t App AL - 4 R X Domain e i ¥ HRIEH > £ 3

272 7T -

%§f5%3i11ﬁ

SSL Handshake shpFiz » £ &2 P PR B el 238 (714 ¥ o
ZX2EFL Y BT F TR
X 2ANFFEC)N/A
P>

2R
Android :
- BRIEGd At CAEFaEd chleb WIRE - R T 0 [ 5 AN L 2 & R

< URL url = new URL ( "https://wikipedia.org" );

= url . openConnection ();

= URLConnection urlConnection
. getInputStream ();

- InputStream in = urlConnection
. out );

Y
-

- copyInputStreamToOutputStream ( in , System

- 4% in 8 R WK T HTTP 34> ¥ 121 * HttpsURLConnection £ £ 5 44 3]

HttpURLConnection

public class KeyPinStore {

private static KeyPinStore instance = null;
SSLContext.getInstance("TLS");

private SSLContext sslContext
public static synchronized KeyPinStore getInstance() throws CertificateException,
IOException, KeyStoreException, NoSuchAlgorithmException, KeyManagementException{

== null){

if (instance
new KeyPinStore();

instance =

}

return instance;

}
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private KeyPinStore() throws CertificateException, IOException,
KeyStoreException, NoSuchAlgorithmException, KeyManagementException{
// Load CAs from an InputStream
// (could be from a resource or ByteArrayInputStream or ...)
CertificateFactory cf = CertificateFactory.getInstance("X.509");
// randomCA.crt should be in the Assets directory
InputStream calnput = new
BufferedInputStream(MainActivity.context.getAssets().open("randomCA.crt"));
Certificate ca;
try {
ca = cf.generateCertificate(calnput);
System.out.println("ca=" + ((X509Certificate) ca).getSubjectDN());
} finally {

calnput.close();

// Create a KeyStore containing our trusted CAs

String keyStoreType = KeyStore.getDefaultType();
KeyStore keyStore = KeyStore.getInstance(keyStoreType);
keyStore.load(null, null);

keyStore.setCertificateEntry("ca", ca);

// Create a TrustManager that trusts the CAs in our KeyStore

String tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm();
TrustManagerFactory tmf = TrustManagerFactory.getInstance(tmfAlgorithm);
tmf.init(keyStore);

// Create an SSLContext that uses our TrustManager

// SSLContext context = SSLContext.getInstance("TLS");
sslContext.init(null, tmf.getTrustManagers(), null);

public SSLContext getContext(){

return sslContext;
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i0S :
Z Je77SSL Pinning 45 5/( 14 https://www.owasp.org £
https://gca.nat.gov.tw)
g o B A SSL AL T2 4
1.0 st P45 - 147 https ssl ceriticate 3zt $##

ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl s _client -showcerts -
connect www.owasp.org:443) -scq > file.crt

ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl s _client -showcerts -
connect gca.nat.gov.tw:443) -scq > gca.crt
2. KB der

openssl x509 -outform der -in owasp.crt -out owasp2.der

openssl x509 -outform der -in gca.crt -out gca2.der
3. ’/”7"”@55 FEPF o E AL
#55/- o = 2 NSURLConnectionDelegate
1. # /£ NSURLConnectionDelegate
2.2 NSURLConnection

urlconnection = [[NSURLConnection alloc] initWithRequest:theRequest
delegate:self];
3.5/ ~ ##SSL Pinning
- (BOOL)connection: (NSURLConnection *)connection
canAuthenticateAgainstProtectionSpace: (NSURLProtectionSpace *)protectionSpace {
return [protectionSpace.authenticationMethod
isEqualToString:NSURLAuthenticationMethodServerTrust];
}

//¥ # didReceiveAuthenticationChallenge :& 7§ &% %

-

Y

e
// ‘ﬁ? i* willSendRequestForAuthenticationChallenge p (7 { & A% = # /4 pr/%#EE
//* willSendRequestForAuthenticationChallenge ¥ w i T &4 3 5\
// 1l.useCredential:forAuthenticationChallenge:
// 2.continueWithoutCredentialForAuthenticationChallenge:
// 3.cancelAuthenticationChallenge:
// 4.performDefaultHandlingForAuthenticationChallenge:
// 5.rejectProtectionSpaceAndContinueWithChallenge:
- (void)connection: (NSURLConnection *)connection
didReceiveAuthenticationChallenge: (NSURLAuthenticationChallenge *)challenge {
//Enable Pinning
if ([[[challenge protectionSpace] authenticationMethod] isEqualToString:
NSURLAuthenticationMethodServerTrust]){
do
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SecTrustRef serverTrust = [[challenge protectionSpace] serverTrust];
if(nil == serverTrust)
{

[self AppendLog:@"serverTrust is nil"];

break; /* failed */

}

0SStatus status = SecTrustEvaluate(serverTrust, NULL);
if(!(errSecSuccess == status))

{

[self AppendLog:@"SecTrustEvaluate status is errSecSuccess"];
break; /* failed */
}
SecCertificateRef serverCertificate =
SecTrustGetCertificateAtIndex(serverTrust, 0);
if(nil == serverCertificate)
{
[self AppendLog:@"serverCertificate is nil"];
break; /* failed */
}
CFDataRef serverCertificateData =
SecCertificateCopyData(serverCertificate);
if(nil == serverCertificateData)
{
[self AppendLog:@"serverCertificateData is nil"];
break; /* failed */
}
const UInt8* const data = CFDataGetBytePtr(serverCertificateData);
const CFIndex size = CFDataGetLength(serverCertificateData);
NSData* certl = [NSData dataWithBytes:data length:(NSUInteger)size];
if(nil == certl)
{
[self AppendLog:@"server cert is nil"];
break; /* failed */
}
NSString *file = [[NSBundle mainBundle] pathForResource:@"domain"
ofType:@"der"];
NSData* cert2 = [NSData dataWithContentsOfFile:file];
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if(nil == certl || nil == cert2)
{
[self AppendLog:@"local pinning cert is nil"];
break; /* failed */
}
const BOOL equal = [certl isEqualToData:cert2];
if(lequal){
[self AppendLog:@"certs not equal"];
break; /* failed */
}
[self AppendLog:@"certs are GOOD"];
// The only good exit point
return [[challenge sender] useCredential: [NSURLCredential
credentialForTrust: serverTrust]

forAuthenticationChallenge: challenge];

} while(o);

-}

. // Bad dog

. return [[challenge sender] cancelAuthenticationChallenge: challenge];
-}

P

. ;;éz;y: ;. < 2 NSURLSession
1.# = NSURLSession > 7 fx#Z by NSURLSessionDataTask

NSURLSessionConfiguration *sessionConfig = [NSURLSessionConfiguration
defaultSessionConfiguration];
. urlsession = [NSURLSession sessionWithConfiguration:sessionConfig
delegate:self delegateQueue:nil];
. [[urlsession dataTaskWithURL:url completionHandler:~(NSData * Nullable

data, NSURLResponse * _Nullable response, NSError * _Nullable error) {

. // response management code

. if (error)

) {

. [self AppendLog:[NSString stringWithFormat:@">> dataTask Error:%@"

error.description]];

e ¥
. else
e {
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https://developer.apple.com/library/ios/documentation/Foundation/Reference/NSURLSessionDataTask_class/index.html#//apple_ref/swift/cl/c:objc(cs)NSURLSessionDataTask

[self AppendLog:[NSString stringWithFormat:@">> dataTask got data
%lu", data.length]];
}
}] resume];
2. %3 SSL Pinning
-(void)URLSession: (NSURLSession *)session
didReceiveChallenge: (NSURLAuthenticationChallenge *)challenge
completionHandler: (void (”)(NSURLSessionAuthChallengeDisposition,
NSURLCredential * Nullable))completionHandler {
// Get remote certificate
SecTrustRef serverTrust = challenge.protectionSpace.serverTrust;
SecCertificateRef certificate = SecTrustGetCertificateAtIndex(serverTrust,
0);
// Set SSL policies for domain name check
NSMutableArray *policies = [NSMutableArray array];
[policies addObject:(__bridge transfer id)SecPolicyCreateSSL(true, (__bridge
CFStringRef)challenge.protectionSpace.host)];
SecTrustSetPolicies(serverTrust, (_ bridge CFArrayRef)policies);
// Evaluate server certificate
SecTrustResultType result;
SecTrustEvaluate(serverTrust, &result);
BOOL certificateIsValid = (result == kSecTrustResultUnspecified || result ==
kSecTrustResultProceed);
// Get local and remote cert data
NSData *remoteCertificateData =
CFBridgingRelease(SecCertificateCopyData(certificate));
NSString *pathToCert = [[NSBundle mainBundle]pathForResource:@"domain"
ofType:@"der"];
NSData *localCertificate = [NSData dataWithContentsOfFile:pathToCert];
// The pinnning check
if ([remoteCertificateData isEqualToData:localCertificate] &&
certificateIsValid) {
NSURLCredential *credential = [NSURLCredential
credentialForTrust:serverTrust];
[self AppendLog:@"URLSession pinning completionHandler
credential (GOOD)"];
completionHandler (NSURLSessionAuthChallengeUseCredential, credential);
} else {
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. [self AppendLog:@"URLSession pinning completionHandler BAD(NULL)"];

. completionHandler (NSURLSessionAuthChallengeCancelAuthenticationChallenge
, NULL);

-}

<}

o k™ App R A TR 1 4.1.4. 2.8 5§ L4
FEk® App A FFXRRIAR
4.1.4.2.2. Q)& R £V E T 8 * GE N (Certificate Pinning) * ' &%
EIFREFRRZ PIRES FE Y 2B F L | ordg e
LRRFRRSY IN/A
>4 Tk
Android :
https://www.owasp.org/index.php/Certificate and Public Key Pinning
(AP 2016/10/1)
i0s:
NSURLSession server trust evaluation - apple develper(# ;PR :
2016/10/1)
Enforcing Stricter Server Trust Evaluation / certificate authority
pinning - apple developer(# R : 2016/10/1)
Certificate and Public Key Pinning - owasp( & PR :2016/10/1)
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T AR A F WA AT > 2 CPU/Memory hig * F { FAZELIBE o
Input/Output F® 4%
TR BN AT N AT > HI/OR Y FE T RETIOE
PlRAA BAod G A4S AR A B I BREE - APL & T E LR JRIEeE v 1Y
B EREM- X R R

ZF2rRFEL GH D RRERER

g

o

X 2N D N/A
X 2RSBPT I N/A
FE T App AFFARP 4.1 5. L. FELRABEFLT AL 2EF
FE* App R AT X RRIAE
4.1.5.1.1.(6) & FHR* A LT A £V ERE W Fd " 208 78 (T £ 4
Koo A KIEH AL TORP AR - £ AT m&@
L REF LB SY  CSA MAST 4.2.8
% ki I N/A

P
’I’q.o

254



CPN-04: k2 ¥ 2 43R * ROIREFE P B BREEFTHRET App LF § 52 AT Y
B3 TRP A EATERFANP -
N
W - B FEEERY DR GRFETE N AR IR GEFTERR
WORBRILTEF AL AGFHE R TP L - ERTEE Y
BIEA B RSP A R BPIRRE Y SE v BB FFIFAR o
Z2REL Y RERER
* X AR E%JTFM N/A
% AL \‘E%JTFM N/A
AT ApDp RAFAFTEARF (4.1 5.1 P FELASBERLTAL 2EF
FER* App AFFTXRAIAE !
4.1.5.1.1.(6) A FH R I EFT A HETERIL FH B 25NN & T E &
o mAATFHHEE TRAPELE CEAMEBEMPFEFL -
LREFEREY CN/A
%% %%k : N/A

3

* App % in P
B oo
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CPN-05: st iRl (78 & P#VEF § 240 @ FFAzAPFH AL 6 ¥ 2L 5 = 3 R
RS APPehs RF 35 o

P

App B 3§ (PP Bdod 45 £ B B I ARd g A F Pl 5 T i g a2

RRFHAS - BFARATELNBL SR B R S T T2 § P g

BT AR FIZRAERZEA BTG B App ShF K WP EREREY Y gl

CEC SR NS RS SR RSP R ERE L EE S R L

W RIEG R AR EF % 2 AeT

1.3 4o% Android %+ F App P #RiEF BE 4] o 5B App N REF i & LT

Android =~ i » G|4c @ Activity, Service, BroadcastReceiver % Content

Provider » & i0S =~ i* » 4v Container View o iz #4|H#-5 »xF %P L 2 LM E'E

ngw%

AR F .
2.3 G40 % B Y 4278 % Android &~ i > B4 @ Activities, Service and Content
Provider # i0S = i 4 Container View # # Eﬁs FliERE 4] o o B App TR
RiE 2o dpfb B AIED L BIRNFFIREL PP T o
3.7 dok B AR R RAR K B R AR B 2 AR~ B R AR
o WEREFAARE TR @S BIRSFED - BAIOTH AP o
mg@%ﬁ;ﬁﬁ%’&ékﬁ%ﬁi%gﬂmzwggfﬁiﬁﬁxﬁéﬁ&%o
5.Container View ¥ Fii @ oo™ f2582hd & % Fafder i ¥ 425024 % = 2 R
IR DR R oo
X2REL EIY R ER
X 2AESBFECCN/A
X 2ARABE L] IN/A
ﬁﬁ%ﬂAwﬁjx*ﬁf 4.1.5.1. P FERABNBEFLTAL 2RF

FE T App A AT X HBIAE I N/A
pﬁ]ﬁ?%:&s&%% . NIST 800 SP-163 3.1.5,CSA MAST 4.2.2
%% %k N/A
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CPN-06: 78 % App4rF ¢ $ £ FERLNB/TS pz“{vi'v”?i* API 5 32
FEPHF FLBELL > AFLRBEF IR THET

wp
RAPFBRFLASBYIRRETCENEI AL P e - BEFs %%é’éﬁ%@?}
NP liséf;%ﬁvzﬁﬂgh AP 0 HrA RO SMS A E o e R ELARST G
e R App B R TG T NERIET S THAE TR
33‘?3&%—%5’#}‘%*4&%‘*’(Dialler‘war‘e) o p kT 2 EEEA S L BRABP VYR T - B
fREE L c BRALV EHUER Y —"Ff@?]% T Ao * % = > I APL 1% 5 fafie * #
ﬁig?J xR eniE e A o bl4e @ JavaScript fEEFE o
F2RP
ok I EFRERE TRELEFEFFOETFL A N EAMOPEEE BT AR
T HZ DG NG EEIZE L ¥
o WA Rl fETE o
o) fa fARE o

Z2REL Y BT F ITHE

3% 2P N/A

Z 2AENAEH] I N/A

FE T AP AR TP 14151 P FELRSBEELT AL 2R

AT App R AT EHRIAE I N/A

LREF R %4%Y  ENISA SSDG10.1, 10.2, 10.3,10.4

% Lk I N/A

o
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CPN-07: {7é &% App B AL ® * P AT E~ # Hir{rh L BRI -

W

iFrame 2 fig* 7 14 - Web/WAP de sk enfiift 4t » App £ iE {7 TR T B - R H T
3 NF Ak e (Wrapper) e b3y (7 BLIE 3 g0 o SR B4R L ) AP i 2k R
B (TL BT AR T FE e S F F i dlnpeahy A2 P o izdpdh iFrame
24 JERE A A F R Jﬁg‘;}-?,ﬂ;ig&;‘ P H P EE R BT T R Bt
23 #6 (XSS Scripting) ik » B~i8 X BT Moy dE o st F L ¥ F & 4
MARFEE  EATAR T - R F B RN TR E R AN T AR K3 A
IR R N R RS T s P S

2R AP CRFF THE

% 2A2NmE L N/A

i‘ﬁi\"ﬁf’f}d .

i0s :

BoAFent F A2 R P AT R

A N &

- F#Jg ¢ * UIWebView : stringByEvaluatingJavaScriptFromString
- (NSString *)stringByEvaluatingJavaScriptFromString: (NSString

*)script
IR lscver

%+ Server-06 -

BT App ARAFTERF 14151, PHEEIRSBEFLT AL 2AF

Bk App AT X RIAF D N/A

FRRFRBSY N/A

%% % : i0S ' stringByEvaluatingJavaScriptFromString - apple developer
(L3PFF - 2016/10/1)
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https://developer.apple.com/library/ios/documentation/UIKit/Reference/UIWebView_Class/#//apple_ref/occ/instm/UIWebView/stringByEvaluatingJavaScriptFromString:
https://developer.apple.com/library/ios/documentation/UIKit/Reference/UIWebView_Class/#//apple_ref/occ/instm/UIWebView/stringByEvaluatingJavaScriptFromString:

3.1.15. (7% 4255 2 K (0)

CPO-01: f7T# k™ App X BRR T T o R RFRFEF L F LR ARFFRAEER -
wp ol
B FE Y App AR G B fSAtE » ER AR 0 48 F % 3 22 Android & i0S F & T L"r'é‘
I}.l——é’#—«‘z'ri\. , 1%’#—‘53&“\/’3\“"{: —J'Ffj;—’é’j}Appa FE Rt Appﬁi;\lﬁ;f@%?’l
T &

BRPH (L BAREFEREFEE -
Android :
B R reehBR KD AR §5 P 2 hAPKs -
Ep A

- BENPRPE AR O FERAADINT G RGP FRERE R - Google &
®“I VR 2048 A agvK A o Keystore p et NGB - TRAGE T DEAKS
£ A F T B o
TR AT AL - KR G 2048 (A ihf
$ keytool -genkey -v -keystore my-release-key.keystore -alias
alias_name -keyalg RSA -keysize 2048
i0s:
i0S #& i 5 € R KL iR App B & ¥ foskdE 0 ¥ 47 48 (Sandbox) I
B RE R ?‘q‘» 2 REWEAT App ik p PR kR E AAR Bt 10S ¢
£ forrg v r« iR B39 * Apple P eNBEE TR F o KB AT
App(+4c T#Rit | fo Safari)P|d Apple % - %= App‘»:»/gx%4+ Apple ¥ %
SRR THRFEEF o BAMNEAENE R FRG ZAOMANITE KW 3
App > ¥ HF =2 App P2 A EFORIB TR SR F P FIR RN o
F& 2 10S A¥ P B XEHF App > B F & v Apple i ¥4~ Apple
Developer Program(Apple B % ¥ b +F) e Apple ¢ LE%HEE B %;z?‘—‘ﬁ (iR
AR EEYVNERE L > REEPBERE - TR EN AppEITEF
T #-H BT App Store i (FFEF o
ZERELHBH BB F IR
X 2AENBEC O N/A
AR B N/A
FH AT App AR FERE 14.1.5.2. FH T 2N %
FH T App R A FTXHRBIAE I N/A
L RHE P - ST D JSSEC AASDSCG .5.3
> Kk
Android : Sign Your App (&R :2016/10/1)
i0S : i0S Security Guide (& PR @ 2016/10/1) i0SApp #2;°#% & % (code
sign)
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https://developer.android.com/studio/publish/app-signing.html
https://www.apple.com/business/docs/iOS_Security_Guide.pdf

CPO-02: {7 #* &* App i BB RE S 2R » i P s R > 1

EYA

3%

%
P %

)-

REROBIABLITHAES -
2
Vo “f&k CROF RILEATY A5 2 AR B et A R R ] T B B O e
TARRE 3 BB PR
RERSBRERA
o B aans i MR AN RS 0 RIFHAFEARY R A AR A
ZEAF P el 1F o
¢Call mapping F* 4%

Call Mapping M{qﬁ TR F Al Ao - B F R AR G U ] e

I FU = ﬁ“’“”ﬁ“fﬁﬁf‘&? PR PRREEE 2N
cE MR

AT I T E Bt AN R AARN AN, 2 AT PR RN 2 X

W N HRRITIAAM Rk o B A B R YR A ARNE P s PR

AR OEE G hH AR AR o
BHER A R RA S Ees e F 2 A PlRe MY 3N R o g R
To BRETANEY B AT PO ARNH T o gl T R R AR R
BERGF R 2 b 7 4 o
2RELHEBH CRFRITHE
X 242 BF O] D N/A
X 2ARABE L] IN/A
FER* App AFTIRF 14.1.5.2. Fd % 258 = it
e kT App R FXRAIAE I N/A

%ﬁ]ﬁ?’é!&#&%%’ ! NIST 800 SP-163 3.1.5.,CSA MAST 4.2.5
%% %k N/A
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CPO-03: {7 # Jis * Appﬁi PAEEY AN B R AR LW UL S T
o\ F B - ,a;.],gg_%g.g’g,,g,!gi/\-lzé?ﬁra-li?ﬁzi‘&\ﬁﬂ. R R
e o
w
T ApD X ETIE BB E O RERB LR FAAFFLI o
%ﬁ%?ﬁ%ﬁélﬁl\’ﬁ§*?”ﬁ@ﬁW@”ﬁﬁﬁﬁﬁ’"aﬁﬂﬁmﬁ
B~ BLfRAEY ok H A B AE T - 2 G o £ bR App AkakfRs g R
Server =P PRAMAL B PR BLIE o L0 Bk R %E Toif % 4e ~ iy 25 o TRk AR
%
~

BN %2 Server L% > o

Bk e ER D e THISH UL S A TR IEE 1R F 250 B
ARLF & B A

1.0 4o AR 547 S

#-Android App(.apk ¥ 2)ie 7w 1 424pE F 5 E S > RIEF IR E App O
FOL AT o R AR AB 8 17 O AL > U 4 B LT f R AR iR - BLR
AR R I AR S TR -
i0S e # Agstd At v PRk 5 0 ’§ PARG e 1 AR H o - BT AR ORE
(classes)frfwF&(protocols)’ﬂum 7 & object file® - nz?—’“ P
App 7K e
Objective-C tha ¥ 8 - f6F stefnd 2 » AR ffoidsc p e ayl fi o« & % &3 ¢
1 Rt H T U Ap e ehS SR Aefe i serit runtime 3250 App SR i
Objective-C & 3 - B ¥ e i Buffe s » B RAH § 5 B ¥ 7 ¥ kR4
FE A H 3 App e runtime PR K T oo L_Objectlve C runtime PF3{ {7 ¥6iE 2
HlR R AT EF I E s A P EY BN OREL RS BERLRF
ER* AR BRFNEEE R

2.0 * 42N fE RGE B
4% ;@? AESRIL R RACE TR 0 BT R R BB T

IARF BNt o - B B AR C/C ++ R F b

Puntlmeﬁﬁizﬁlo 3 AEPCIeC ARV E ALY SR 5 i * gh0bjective-
C & & 4o Android # # 7 INI - % 1i0S ¥ J& Ak % B A2 75 R4kt~ o
Objective-C # ¢ ** Run-time FF & & frdkdf 4y o ¥ 12 Objective-C (ig v 1 4%
1 2 > 4rclass-dump > class-dump-z §= Cycript i& 7 B3¢

37U & B
WG sk et e RS E 0y TR LT - B F e Pl
#2 5 (Process) o il i f# 1k ",ﬁ?&%'ﬁ%’ J I’{?Jﬁ i 4 IR E TG T
e e YL A FLFAYE ERE DY 25 “fﬁ%“l??'l o ipil— I 4 II“?F
4 fefd o Android App 3% it ARG H o b B N E (T PRk T AR ST B
% B4 android:debuggable =“false” 7k %_-

o

{
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4. KR &

Bev AT R AFLE TR FHEA R B LR R RO BT S
U FE R T G s R )@ﬁv TodeF R A n B R RER Y ,%z,;:;[i )R A
pegmk WA RPRBFRLA S FH e S EaEAlF e

ST~ KT ARLE

BRERB IS S ﬂfr;c_[ & #F ] edf Je B > 1 B AR R R R IEE Y Besma

ARG o U TR AR %}txzﬂﬁ"“irﬁﬁﬁﬁr v {8 Hogporl g iE u%t—** A AR N G
2 o t Android ¥ ¥ 11 B i ] 22 AR NDK H%ilan N B ki &g fo
z&%%iﬁﬁﬂ:w%?ﬁ%ﬁ
3% 2R N/A
T 2AENAEP
Android :
% * Google # H ¢ ProGuard » k#-f7;\fEE 7R Y -
# bulid.gradle #%% ® > 3 minifyEnabled :x = true T ¥ fx#
buildTypes {
release {
minifyEnabled false
proguardFiles getDefaultProguardFile('proguard-
android.txt'), 'proguard-rules.pro’

}
}
ios : CISNReE
HE R EE EF &S jail-broken 55 R 4055
+(BOOL)isJailbroken{
#if | (TARGET _IPHONE_SIMULATOR)
if ([[NSFileManager defaultManager] fileExistsAtPath:@"/Applications/Cydia.app"]){
return YES;
}else if([[NSFileManager defaultManager]
fileExistsAtPath:@"/Library/MobileSubstrate/MobileSubstrate.dylib"]){
return YES;
}else if([[NSFileManager defaultManager] fileExistsAtPath:@"/bin/bash"]){
return YES;
}else if([[NSFileManager defaultManager] fileExistsAtPath:@"/usr/sbin/sshd"]){
return YES;
}else if([[NSFileManager defaultManager] fileExistsAtPath:@"/etc/apt"]){

return YES;
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if([[UIApplication sharedApplication] canOpenURL:[NSURL
URLWithString:@"cydia://package/com.example.package"]1]){
//Device is jailbroken
return YES;
}
//try write /private
NSError *error;
NSString *stringToBeWritten = @"This is a test.";
[stringToBeWritten writeToFile:@"/private/jailbreak.txt" atomically:YES
encoding:NSUTF8StringEncoding error:&error];
if(error==nil){
//Device is jailbroken
return YES;
} else {
[[NSFileManager defaultManager] removeItemAtPath:@"/private/jailbreak.txt" error:nil];
}
#endif
//A11l checks have failed. Most probably, the device is not jailbroken

return NO;

}
10S: # #/7.% DEBUG #;' k 4:# (for release version)
//3E% DEBUG -5\ 13 {7
#import <dlfcn.h>
#import <sys/types.h>
typedef int (*ptrace_ptr_t)(int _request, pid t _pid, caddr_t _addr, int _data);
#if !defined(PT_DENY_ATTACH)
#define PT_DENY_ATTACH 31
#endif
void disable_gdb() {
void* handle = dlopen(®, RTLD GLOBAL | RTLD_NOW);
ptrace_ptr_t ptrace_ptr = dlsym(handle, "ptrace");
ptrace_ptr(PT_DENY_ATTACH, @, 0, 0);
dlclose(handle);
}
int main(int argc, char * argv[]) {
#if ! (DEBUG) // Don't interfere with Xcode debugging sessions.
disable_gdb();

#tendif
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@autoreleasepool {

return UIApplicationMain(argc, argv, nil, NSStringFromClass([AppDelegate class]));

}
10S 2 g E(obfuscator) L/
10S G &) €% £ > ¢ 57 /57 Class rename ; @ F F ifkgEZ f FF 16, 7 FMFRE » 7 4 FRAERFFE
£
»f4- . PreEmptive Protection for 1i0S # H A4 it 7
T RE
int max(int x, int y) {
int switchvar = 1942843;
while (true) {
switch (switchvar) {
case 598232:
return y;

case 1942843:

if (x >=y) {

switchvar = 8289314;
} else {
switchvar = 598232;
}
break;

case 8289314:

return Xx;

}
FH kT App AR FERE 14.1.5.2. A T 2N %
FER* App A *FTERRIAE I N/A
FREFLEST IN/A
>4 Rk
Android :
http://developer.android.com/guide/publishing/licensing.html - app-
obfuscation(A M/ : 2016/10/1)
Android-ProGuard:http://proguard.sourceforge.net/ -( 4/  2016/10/1)
http://developer.android.com/tools/help/proguard.html( & 4 P ¥ :
2016/10/1)
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http://developer.android.com/guide/publishing/licensing.html%20-%20app-obfuscation(查詢時間：2016/10/1)
http://developer.android.com/guide/publishing/licensing.html%20-%20app-obfuscation(查詢時間：2016/10/1)
http://proguard.sourceforge.net/%20-(查詢時間：2016/10/1)
http://developer.android.com/tools/help/proguard.html
http://developer.android.com/tools/help/proguard.html
http://developer.android.com/tools/help/proguard.html

Android-DexGuard:http://www.saikoa.com/dexguard( 4 3 & & :
2016/10/1)
ios:
Bugging Debuggers - disable debug(#: R : 2016/10/1)
i0S-application jailbreak-detection( %/’ : 2016/10/1)
CWE/OWASP :
M8 - Security Decisions via Untrusted Inputs(# P/ @ 2016/10/1)

M10 - Lack of Binary Protections(# R - 2016/10/1)
CWE 656( AP/ : 2016/10/1)
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http://www.saikoa.com/dexguard
https://www.theiphonewiki.com/wiki/Bugging_Debuggers
http://resources.infosecinstitute.com/ios-application-security-part-23-jailbreak-detection-evasion/
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/656.html

CPO-04: 7 % App AL BEAL R B HEX 2| B4E » V4o R/ v & -
OTP ~ Z w3 (callback) ~ &3 %ﬁgg.ﬁeﬁ%igﬁﬁx&'gbﬁﬁi\mﬁ& °
o
ARG H B EPREL 4o F S XTI o b if sessionIsTrusted == 1> i&
Lo BT R G ek S TR R DT IR 2
EPRET P REAF A L c BEEF T AL Ii?**ﬁ? IPREREE RS Tﬁ",ﬁ%éf%% * 45
| & if 10S J& * #2;% e # gL - 12 CBZ(compare-and-branch-on-zero) &
CBNZ(compar‘e and-branch- on-nonzero)iy £ i& {75 #¥ » ¥ ﬁfﬂira’lﬂo tER RS
Eﬁxiﬁﬁ?ﬁké‘wfmﬁ’fﬁ@mcr%o?ﬁ%h_fr.if@’*ﬁ VAR R REFHRE o &
Android } > B A2 T UK HiF S SMALL I 0T 5 B E vl A L iE 2 @7@“ o
S0 Auip R 4 0 E RN e D Ereif e R E\‘ I%‘ Sl LA AR o ¥ -
SRR S s i TR B L il 6 2d Sy B 5 B4R
I T L
B F A Ao ket B/ v s~ OTP ~ R w33 (callback) ~ A0 R B % ¥ 5 4o ¥t
AT AR LR -
ZX2RELHEBH CRFRITHHE
X 2ANFFEC)N/A
X 2N/ N/A
FER* App AFTIRF 14.1.5.2.Fd % 258 = it
FE Rk App A FFXRRIAL S N/A
LRRFRRESY IN/A
%% %k : CWE/OWASP :

M8 - Security Decisions via Untrusted Inputs(A:PFR @ 2016/10/1)
M10 - Lack of Binary Protections(& PR :2016/10/1)
CWE 200( AP/ : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/200.html

CPO-05: {7Td & * App % FRABNB 2 R BFTHEZEFE » BR TF Eecdm dofgst

BERXZ FTH 2 LK% (Checksum) e
WP

B AT RARAEF RS RESP R ERTR R > A RS FRRE Y R
ﬁm’uﬁww%mr;%ﬁw Bent it oo 2R R AH kg o
Cf0 JEU | i RN -

i
K

Fﬁ B 425015 1 F LRk
BILR -

B
S wU

%?ﬁiﬁﬁ%’»?g%%?
WV e B EL IR AR RS o WV 4E
Z2REL 6B CBRFF IR
3% 2AEN P N/A
SRREBE
Android :
A po b # %~ TamperCheck Class 7 /¢ # p 4750 & H/#F £ & p  APP 17 £ 0 i pF
BHFEAFEETE T

import android.content.Context;

pid
Eil - VIR /TR s A
Y
f
%D

import android.content.pm.PackageInfo;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class TamperCheck {

//we store the hash of the signture for a little more protection

private static final String APP_SIGNATURE = "1038COE34658923C4192E61B16846";

/**
* Query the signature for this application to detect whether it matches the
* signature of the real developer. If it doesn't theAppmust have been
* resigned, which indicates it may been tampered with.
*
* @param context
* @return true if the app's signature matches the expected signature.
* @throws NameNotFoundException
*/

public boolean validateAppSignature(Context context) throws NameNotFoundException

PackageInfo packageInfo = context.getPackageManager().getPackageInfo(
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getPackageName(), PackageManager.GET_SIGNATURES);
//note sample just checks the first signature
for (Signature signature : packageInfo.signatures) {
// SHA1l the signature
String shal = getSHA1l(signature.toByteArray());
// check is matches hardcoded value

return APP_SIGNATURE.equals(shal);

return false;

//computed the shal hash of the signature
public static String getSHAl(byte[] sig) {

MessageDigest digest = MessageDigest.getInstance("SHA1", "BC");

digest.update(sig);
byte[] hashtext = digest.digest();
return bytesToHex(hashtext);

//util method to convert byte array to hex string
public static String bytesToHex(byte[] bytes) {
final char[] hexArray = { ‘@', '1', '2', '3', '4', '5', '6',
‘9", 'A', 'B', 'C', 'D', 'E', 'F' };
char[] hexChars = new char[bytes.length * 2];
int v;
for (int j = @; j < bytes.length; j++) {
v = bytes[j] & OxFF;
hexChars[j * 2] = hexArray[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & OxOF];
}

return new String(hexChars);

i0S @ %% CP0-03 % » 425\ 7%
FE kT App AR FERF 14.1.5.2. FR R SR
AT App AT X HRBIAE I N/A
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LRBEFRELY IN/A

>3 ik
Android : https://gist.github.com/scottyab/b849701972d57cf9562e (A4 FF [ :
2016/10/1)

10S © F RLfE 8 iplAR 3N A8
http://stackoverflow.com/questions/6530364/how-to-detect-that-the-app-is-
running-on-a-jailbroken-device( 4@ 7 : 2016/10/1)
CWE/OWASP :
M10 - Lack of Binary Protections(# P/ : 2016/10/1)
CWE 354(A 4P/ : 2016/10/1)
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https://gist.github.com/scottyab/b849701972d57cf9562e
http://stackoverflow.com/questions/6530364/how-to-detect-that-the-app-is-running-on-a-jailbroken-device
http://stackoverflow.com/questions/6530364/how-to-detect-that-the-app-is-running-on-a-jailbroken-device
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/354.html

3.1.16. &3V E3l* % > (P)

CPP-OL:f"f** App R ¥ $ = 3 A > FAMRE LK v ALK - 3 HH LA
FRRGELF R AR AB AP QEP o
wp o
FE T App 31T 2 N EEET O EE KORT A S [ STF] BATR A dh
AR PR FALAFEIRAIELETF AP PIRFHER > UEALE 2R
FOASRFIGER s FALARELSL T X > AT BRASBR AT EL -
% 7, tr XCodeGhost ¥ 2 » é‘—*ﬁ g 5 asE :/P‘ei GRS ,:,grs{;ﬁﬁm;rﬁi%;é o & 7
Android % i0S ¥ F 5 4o mtie & o & Unix-like T ¥ x5 27137
LD_PRELOAD 1i¢ * » i ¥ 5 set-x 97 > e A %hF e 8 FF ER i~ o
Z2BRELARY BT FFEK
X 2ARNFFEC)N/A
% 2A2NmEH I N/A
AT App A AT IR 1 4.1.5.3. 3 B3I % % >
FER* App AFFTXRRAIAE
4.1.5.3.1. AFH /T A5 2 SN EEFED A X 2ERF o
L FBERE4Y  ENISA SSDG6.1, NIST 800 SP-163 3.1.5.b, CSA MAST 4.2.3
%% %k : CWE/OWASP :
M8 - Security Decisions via Untrusted Inputs (&P : 2016/10/1)

CWE 829 (#: PR :2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
http://cwe.mitre.org/data/definitions/829.html

CPP-02: 77 f*Js* App # % ¥ = % SDK/API » § LrEinfl £k p v L%k -  HF L 37
FEBZBELGRF BB AE 2 AP BEP o

WP
REARVRR A CEAEL R ARF SR AN NRELF 5 AL - 1F
AR R R YA R T ﬁﬂ%’%%AMﬁM1%%pk%’%@@}ﬁﬁ§¥

S I{&t%%‘rﬂp 2 ,@E% i EREEFANEHRT App AR LFEF L o
%= SDK/API PFZ 1 f2H kv .1 > 73 { 70| R FTE A e
FRERT PR FALAFEIRAELETF AP PIRFHER > U LE }_']“if’v“
ST R RN 2 % SDK/APT M T K AR K @ 7 BT R 2 B
1L (SDK)HB W APT ¥ i % o His chAPT # P AL 2¥ @ * » @ $HE2F 8 * API
YRR AR A @@‘J R B P o o
X2REL Y CBREF THE
X 2AENFFECCN/A
% 2A2NmEH I N/A
FER* App AFFTERF 1 4.1.5.3. 35 51 % % >
FER* App A*FTXHRRIAE IN/A
L B - E%Y  ENISA SSDG 6.2, NIST 800 SP-163 3.1.3.d, CSA MAST4.2.3
%% %k N/A
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3.1.17. @& * F i » %E(Q)

CPQ-01: & & * App B3 1Tk ® * ﬁgﬁ]» FEFEHRAUME LRI EmE > BHLER
RN RSEH CFEREE LR AFEL -
e
it A AR AL DTS T ARR R o 2T ERE IR AN
Pk (A2 7 RGP E)ITHE ifﬁr&};{_d, » SQL INJECTION % sz # - . i0S ¢ > i
LIRS T UITextFleldDelegate I A J‘Mpv °
FITE § I Web ﬁ_;“ﬂie?] F A SRR P i ﬁ%»f@'%ﬁﬁﬁﬁtﬁﬁué
o m & R IE SR T o FRleu/ BB RTALT Ao ﬁ%%
;fg_fpgl/\ i E T fn+xfmrﬂigmhﬁzh PN ’%J% I BETDforrg hig * ﬁﬁi%l/\a%ﬁfco
ZX2EFL Y BT F TR
X 2ARNFFEC)N/A
X AR/
IO Dbjective-C
%Eﬁ@?/\ £ & ~ #Email
4o
- (BOOL) validEmail:(NSString*) emailString {

]

N
i

if([emailString length]==0){
return NO;
}
NSString *regExPattern = @"[A-Z0-9a-z. %+-]+@[A-Za-z0-9.-]+\\.[A-Za-z]{2,4}";
NSRegularExpression *regEx = [[NSRegularExpression alloc]
initWithPattern:regExPattern options:NSRegularExpressionCaseInsensitive error:nil];
NSUInteger regExMatches = [regEx numberOfMatchesInString:emailString options:@
range:NSMakeRange (0, [emailString length])];
if (regExMatches == 0) {
return NO;
} else {
return YES;

-

PNl Server | NET C#

< il LR R
.NET # * RegularExpressionValidator : i * I 44 7 ;% ki * rR RS R
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&l]%r:%éﬁﬁﬂtiﬁﬁ% 63 10 i -
ValidationExpression="[a-zA-Z]{6,10}"

FER* App AFAFTXRF: 4.1.5.4. 8% ﬁﬁ%]%‘fé%?ﬁ

FE Rk App A FF X HRRIAF
4.1.5.4. 1. (1)K & F8 k¥ 425 LT &8> Fi» 58 %RELY -
4.1.5.4.1. ()& FF ¥ A28 LT MR FI» TP RELA ©

L RIRE&B4%% ¢ JSSEC AASDSCG 3.2

*¥ Kk
i0S : NSRegularExpression Class - i0S develpoer( &:4PFF R :2016/10/1)

fexhi ¥t User Input Validation in ASP.NET(#:PFRF : 2016/10/1)
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https://developer.apple.com/library/mac/documentation/Foundation/Reference/NSRegularExpression_Class/index.html
https://msdn.microsoft.com/en-us/library/ms972961.aspx

CPQ-02: {7 f* k" App R REHHER * > ~ PHRERO > 2 AW KIH 2 FTH 1
it ] Buffer overflow/underflow i = % 23Rk °
R
Flo AR K A g ¥ E PR JE 8 2 - > & C > Objective-C & C++izs g ¢ oh
s dp (Stack)fr3tfi (heap) €4 2 ikiF 0 & kiR o BEARIR S 2R 1P 4k agmy
buffer overflow protection(# % & = %#E /e =8 €378 v ) » ¥ J #fe
FET G A~ L buffer overflow & underflow » it £ C - Objective-C

e p
g1 fo C++P] & 4L 7 it o
BRT LR RR] o R ST
CEFR T EHHD ,u”e”t,a«% IR WSRO F e 307 2
A

§ ERATR FA e

e ¥ HRAYTBE L pTw B o

o g v¥rife ¥ (allocation) # 4~ 41 (initialization) s e ( 514
AuthorizationCopyRights) 4 pcpF» 2 £ @ * H 2 % @ » Fla v ’ﬁ o AR

7})_ o
einv it * Tread; % H i #7 i i et e (System call) » M AEZLF % ¢ 913
el R 0 @ A AL * - BIER W He(constant) o 4ok 7k e e 1 anw

BEEIFH AT AEE )'j-h;,? s F 4 pr(fail) -
o % AR BT B F AP U HT A B (data structure) iF » % ZE AT
%] »enF o q FACL IR o
o A H#-2LC F 8 (CFStringRef 4~ % ~ NSString 4~ i# ~ CFDataRef = i¢ ~ tagi+
Si)ﬁﬁ¢c4s’¢€ﬁk%%% e, 7 ¢wow% ek X R
FHEELHCFE LR AIKREHEY 7 2T F <~ (Null) -
o WHIR LM ik (T S Feito hehk By SRR > BUpAEHLEACFE D
EERAEY AT fu(Null)
. féﬁ?’aﬁﬁ&‘%ﬂ*i@” Hp A ER Rt P e o
o i . B ki@ (Integer) i overflow f- underflow °
Z2REFL Y BB R IR
LT AT
ST Objective-C|
- strcat, strcpy, strncat, strncpy, sprintf, vsprintf, gets
ngjw;/;f,., ,gj/g, £ B 7T D ///U,glggh/,;/g 2
int len = (int)self.myInput.text.length;
char buf[len+1];
//strncpy
strncpy(buf, [self.myInput.text UTF8String] , len);
FRRABP
I Objective-C
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https://developer.apple.com/library/mac/documentation/Security/Reference/authorization_ref/index.html#//apple_ref/c/func/AuthorizationCopyRights

- strlcat,strlcpy,strlcat,strlcpy, snprintf,asprintf,vsnprintf,vaspri
ntf, fgets
DN g iy - ‘57/? TERFDNN L EFRR .
int len = (int)self.myInput.text.length;
char buf[len+1];
//strlpy

strlcpy(buf, [self.myInput.text UTF8String] , len);

T App B A FERP 14.1.5.4. % 7 B

FE* App A FFTXHRIAE IN/A

:t PP ¥ E8L%% : JSSEC AASDSCG 3.2

%3 Kik
Birw g, Wiki (AR * 2016/10/1)
SecureCodingGuide - BufferOverflows - iOS developer (&P :
2016/10/1)
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https://zh.wikipedia.org/wiki/%E7%BC%93%E5%86%B2%E5%8C%BA%E6%BA%A2%E5%87%BA
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1

CPQ-03:{7# &% App #& #i¢ * —"ﬁﬁ] »EGET 2 L8 (Query
parameterization) -

3 SQL A4 B SEEY FE el BIFRFTANELRE 0 7
o L R A2 P Rl S 5 e e T Rl W%EP‘“}' a ’*”'mé*ﬁ"#’
Lerfe N E s chg it A3 o Lell"ﬁ;\é%mﬂ TR T M5 Web B A L de P A B
Web fio # 4255 ¥ 12 = FHL R & 34 chpd i i £ SQL Injectlon 28 i

ZIBEL Y BFED TR

*E 2ARNBFEC) O N/A

T RSP

3

Language -
Parameterized Query
Library

e String custname = request.getParameter("customerName");
e String query = "SELECT account_balance FROM user_data WHERE user_name

= "
. 3

Java -

* PreparedStatement pstmt = connection.prepareStatement( query );
Standard

- pstmt.setString( 1, custname);

e ResultSet results = pstmt.executeQuery( );

= //HQL
* Query safeHQLQuery = session.createQuery("from Inventory where
productID=:productid");
» safeHQLQuery.setParameter("productid", userSuppliedParameter);
- //Criteria API
Java - e String userSuppliedParameter = request.getParameter("Product-
Hibernate Description"); // This should REALLY be validated too
- // perform input validation to detect attacks
e Inventory inv = (Inventory) session.createCriteria(Inventory.class).add
» (Restrictions.eq("productDescription”,

userSuppliedParameter)).uniqueResult();
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Language -
Parameterized Query
Library

e String query = "SELECT account_balance FROM user_data WHERE user_name

— ",
=?";

- try {
. OleDbCommand command = new OleDbCommand(query, connection);
. command.Parameters.Add(new OleDbParameter("customerName",
CustomerName Name.Text));
NET/C#
. OleDbDataReader reader = command.ExecuteReader();
. // ..
« } catch (OleDbException se) {

. // error handling

e string sql = "SELECT * FROM Customers WHERE CustomerId = @CustomerId";
« SqlCommand command = new SqlCommand(sql);
- command.Parameters.Add(new SqlParameter("@CustomerId",
ASP.NET
System.Data.SqlDbType.Int));

- command.Parameters["@CustomerId"].Value = 1;

* # Create

« Project.create!(:name => 'owasp')

- # Read

e Project.all(:conditions => "name = ?", name)
Ruby - * Project.all(:conditions => { :name => name })
ActiveRecord e Project.where("name = :name", :name => name)

* # Update

e project.update_attributes(:name => 'owasp')

s # Delete

* Project.delete(:name => 'name')

277



Language -

Library
Ruby
PHP - PDO .
Cold Fusion .
Perl - DBI .
AR BT App R 2T X
AR BT App R 2T X

Parameterized Query

insert_new_user = db.prepare "INSERT INTO users (name, age, gender)
VALUES (?, ? ,?)"

insert_new_user.execute ‘'aizatto', '20', 'male’

$stmt = $dbh->prepare("INSERT INTO REGISTRY (name, value) VALUES
(:name, :value)");
$stmt->bindParam( ' :name', $name);

$stmt->bindParam( ' :value', $value);

<cfquery name = "getFirst" dataSource = "cfsnippets">
SELECT * FROM #strDatabasePrefix#_courses WHERE intCourselD =
<cfqueryparam value = #intCourseID# CFSQLType = "CF_SQL_INTEGER">

</cfquery>

my $sql = "INSERT INTO foo (bar, baz) VALUES ( ?, ? )";
my $sth = $dbh->prepare( $sql );

$sth->execute( $bar, $baz );

R 141,540 il RiE
WRIAZE D N/A

LRARFREESY IN/A
%+ %k : Query Parameterization Cheat Sheet - owasp.org (A FERF :

2016/10/1)
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https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet
https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet

CPQ-04:i7d * App § & gt # J*ﬁ] 2 FIRER®  FTH B2k F] Integer
overflow and underflow:f = % 2{+BiF °

wp
FRGE 2 KRl € BRAFH LS > PR AL CPURY 32 =~ 64 A5
%%%ﬁﬁ&wa+¢w,$ﬁwﬁﬁéim%%k* endom B ALd i s

(Overflow)#-# 4 3 > Adg izt s A dr 3 B9 o
Android & 5.1.1 %M adm i G ik > 5. 1.1 iSRS BT RF o
i0S ¢r10bjective-c i7 7 g P#hyE o 3R UARNF TR o
ZERELERY REF K
425078 7
i0s :
i0S 7]i¢ = B #cE = (Object C)
[NSString stringWithFormat:@"INT32 MAX=%d", INT32_MAX];
[NSString stringWithFormat:@"INT32 MAX+1=%d", INT32_MAX+1];
[NSString stringWithFormat:@"INT32 MAX+1+INT32 MAX=%d", INT32_MAX+1+INT32_ MAX];
[NSString stringWithFormat:@"INT32_ MIN=%d", INT32 MIN];
[NSString stringWithFormat:@"INT32 MIN-1=%d", INT32_MIN-1],;
[NSString stringWithFormat:@"INT32_MIN-1-INT32 MIN=%d", INT32_ MIN-1-INT32_MIN];
= B ¥HoE = F Exception(Swift)
var potentialOverflow = Intl6.max
// potentialOverflow equals 32767, which is the maximum value an Intl6 can hold
potentialOverflow += 1
$ & E iy - (Swift)Overflow & 5 &
var unsignedOverflow = UInt8.max
// unsignedOverflow equals 255, which is the maximum value a UInt8 can hold
unsignedOverflow = unsignedOverflow &+ 1
// unsignedOverflow is now equal to ©
% 2 AN 6
i0s :

PERERFAER AR OBAR FREL Bl R 2
AR E ARG o AP R R E L S R ELE R N ke

#F <] 0 HF € ATIE SIZE_MAX -
//calculate n*m with overflow-safe ;-5 ;e /g #45 /&7 + /)
if (n > 0 & m > @ && SIZE_MAX/n >= m) {
size_t bytes = n * m;
. /* allocate “bytes” space */
}
Fo AT App A *FERH D 4.1.5.4.08 7 F KR
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8 k* App B FE HRIAE D N/A
LB FEB%Y 0 JSSEC AASDSCG 3.2
%% %k : i0S
eSecureCodingGuide - BufferOverflows - iOS developer (LR :
2016/10/1)
U BHER A | (H@PFR : 2016/10/1)
e Swift Programming Language/AdvancedOperators.html - i0S developer

(A:APFR :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1
https://developer.apple.com/library/mac/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW9
https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AdvancedOperators.html
https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AdvancedOperators.html

CPQ-05:{7#+&* App &R Fifipi * Fig» 2 PIRFHE > FLe 3 %3 SQL
Injection 2 3 8 o
o
d3SQL &4 P SEEY TP 2l FIPEFARFANELRF €7 X 2R
Y SRR TR EXY ST R
*+ CPQ-03 » P 4p A fE;4-= 5% ¢ & * Query parameterization -
i‘il‘!?%f’-* EcE I - A
X 2423 E%JTFM :
Android :
SQLEZ B &0 * +erjE JV -2 T’g{mﬁlﬁ Boafde ok
tring commandString = "INSERT INTO mytable (idno, name) VALUES

""+userInputIdno+", '"+userInputName+
try {
mSampleDB.execSQL(commandString);
}catch (SQLException e) {
} finally {
sqlStmt.close();

i0s :
sqlite # £~
- (IBAction) insertUnsafe : (id) sender

{
BOOL rst = [self executeSQL:[NSString stringWithFormat:@"INSERT INTO

Setting(SKey,SValue) VALUES('%@','%@')", self.edit key.text, self.edit value.text]];
}

CEY 237 1K

Android :

% i3I BFLR? :k;qu? ﬁ% S

String commandString = "INSERT INTO mytable (idno, name) VALUES (?, ?)";
//® % i enSQLiteStatement !/ f# oF SQL Injection
SQLiteStatement sqlStmt = mSampleDB.compileStatement(commandString);
sqlStmt.bindString(1, userInputIdno);
sqlStmt.bindString(2, userInputName);

try {
sqlStmt.executeInsert();
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}catch (SQLException e) {
} finally {
sqlStmt.close();

TR Objective-C]
FHA sqlite 277 7V - 77 CPQ-03 : Query parameterization
- (IBAction) insertSafe : (id) sender
{
sqlite3 stmt *statement;

BOOL DONE = TRUE;
char *sql = "INSERT INTO Setting(SKey,SValue) VALUES(?,?)";

if (sqlite3 prepare_v2(database,sql,-1,&statement,NULL) == SQLITE OK) {
sqlite3 bind_text(statement,1,[self.edit key.text UTF8String], -1,
SQLITE_TRANSIENT);
sqlite3 bind_text(statement,2,[self.edit value.text UTF8String],-1,
SQLITE_TRANSIENT);
if (sqlite3_step(statement) != SQLITE_DONE) {
DONE = FALSE;
NSLog(@"Error");

}

else
DONE = FALSE;

sqlite3_finalize(statement);
¥
Fﬁ%*Awiﬁ?$%ﬁ:AL&L%?%ﬁ%%ﬁ
FERE* App A AT X RRIAE !

4.1.5.4.2.(1) & 7o R* 258 £ F BpER SQL Injection 2. F 8 -

L FBFE 42  CSA MAST 4.2.3, JSSEC AASDSCG 3.2
%% %k . 10S:SecureCodingGuide - injections - i0S developer(Z R :

2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1

CPQ-06: f7# /& * App B R Tifimit * HHEr 2 PIRERG > FHY S H R Command
injectionz ¥ 8 o
o
L - fhscH > AP HEEE- B L FR N FRAFITE
HER S L o R AR F R B &L T (4 > Cookie » HTTP 4 5
) @i 3k stshell & 41 > se o hipfarc¥E Y Ii&tjﬁ#ﬁ Ten kb L
LR L RR T AR ORIV AP o AL AR A RF A N R
F AR
B4e 1 Linux BJE Escape » 55 i = 4 g (7
@‘J »~ Story.txt;more /etc/passwd i} = FHlmiE o
Glde D Linux TR B S8BT o pkee g o @ @ TG s B s en72 TR eI T
char* home=getenv("APPHOME");
char* cmd=(char*)malloc(strlen(home)+strlen(INITCMD));
strcpy(cmd, home);
strcat(cmd, INITCMD);
execl(cmd, NULL);
—?il’?’ﬁfiﬁvﬁﬁﬂ BER TR
X 2AENEPE O] N/A
% .-?:ﬁi SR J N/A
b gh
wEEE
var isValid = !string.IsNullOrEmpty(fileName) &&
fileName.IndexOfAny(Path.GetInvalidFileNameChars());
FER* App AFFTERF 14.1.5.4. %% —‘,54313?]/\56%‘_
A k* App A FFXRRIAL
4.1.5.4.2.(3) & FF " /25 £ F /g ¥ 3 Command Injectionz F ¢ -
L REFRE4Y  CSA MAST 4.2.3 , JSSEC AASDSCG 3.2
> Kk
¢i0S : SecureCodingGuide - injections - iOS developer (ZIgPERF :

2016/10/1)
efexhi 4% : _path.getinvalidfilenamechars - .net developer (Z:ipPFRF :

2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://msdn.microsoft.com/zh-tw/library/system.io.path.getinvalidfilenamechars(v=vs.110).aspx
https://msdn.microsoft.com/zh-tw/library/system.io.path.getinvalidfilenamechars(v=vs.110).aspx

CPQ-07: = & &% App BEFd K¢ # "'" xRk CUAIZZE API ) i R 1
oORIEERRT FWA 2 l”FR&:,#@ » 3¢ B ¥ Local File Inclusion 2

F
Fe oo
E
e ZRFA- BEE AR BRDRF ro;#-;’z?—ggjgi— B - B
£ 7 Bk %k chWeb Paﬁxamz%t GEFELINELR T FREALETRE
mﬁ%l)x o ipT i £ HRIFL B ;%%J“"? ERRENER s e TR
o AR T E P g then JavaScript BV it € FRFE 4oL 8 s F B b
(XSS)
oJF 2§ PR 7% (DOS)
oy 4 % V2 313
BAF 0 2 :%iﬁfiéiié * j‘f;‘? > il FRk RN R APL ) Aok R B LFw i T
R BIRETET ¢ *JL 7 Local File Inclusionz F 8 » F (¥ %43
https.//www.owasp.or‘g/lndex.php/Testlng for Local File Inclusion( % 33
PR 1 2016/10/1)
ZrREL P CBFF IR
A% 2ARNBFE I N/A
X 2N/ IN/A
FédE* App AFFTERF 14.1.5.4. %% 'gﬁ%]/\%ﬁ’ﬁ
T E* App A AT X HRRIAR !
4.1.5.4.2.(4) ¥ 70" 258 £ 2 Hgp ¥k Local File Inclusionz 3 8 -
L P ¥ L8 4% : JSSEC AASDSCG 3.2
>4 Rk
ehttps://www.owasp.org/index.php/Testing for Local File Inclusion (&3P
7 :2016/10/1)
ehttps://en.wikipedia.org/wiki/File inclusion vulnerability (&P
1 2016/10/1)
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https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
https://en.wikipedia.org/wiki/File_inclusion_vulnerability
https://en.wikipedia.org/wiki/File_inclusion_vulnerability

CPQ-08: {7 #: &™ App &R TR * W 2 FIRFR® » TP 3 Fx XML
Injection 2 3 8 o
we
XML A~ 5B 5 ¢ B8 SOAP AL P 36 L 48T # » B R XML B4 » &8 XML
Tdh oo i F - B XML~ ST R RO B T T o 195 L BN 7o (T
mopTA LT 2R o
g3 XML Pl * o fif B XML TR ehpF iz » » @ 440 SQL inject e @ i
R o 2 AT XML endiT A # i BRI 87U 0 Bl4e ¢ XML External Entity
(XXE) -
ZX2EFL Y BT F TR
* % iﬁii\‘/ﬁ%ﬁf}d :
FT A
B FF 4r ki ZE XML
xmlstr = "<username>" + "foo<" + "</username>";
% Q:ﬁii“/ﬁ%:ﬁf}'l :
Android ;

libxml disable_entity_loader(true);

CNNER B server | NET C#
B <2 igE XML
XmlNode node = doc.CreateNode("username");

node.Value = "foo<";
T App R FFTRRF 14.1.5.4. % % Fh R
Fek* App &> TR HRIAR
4.1.5.4.2.(5)a & " 258 £ 7 HpFR XML Injection 2 F ¢ o
LRRFRESY IN/A
>3 %k
iOS : SecureCodingGuide - injections - i0OS developer (Z:gpFfF :
2016/10/1)
#F 14 system.xml.xmlnode.value (%3P :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://msdn.microsoft.com/en-us/library/system.xml.xmlnode.value(v=vs.110).aspx

CPQ-09: {78 % App R Tilijit * Jﬁ’ﬁ] *»Z2 PIRERE Y 5 E K Format
String Injectionz % 8 -
w
JEE —"H‘éﬁ LIS f{ﬁﬂéi&i@ﬁﬁ% rckEom Mk o B g3 Vg SR AEA F )
S ¥ o
E2REFLRY BFFIERER
* % 2RSS 0108
printf ("%08x %08x %08x %08x %08x\n");
//NSString *bug = @"%@%@";
NSLog(bug);
% 2N G ¢ 10S
//NSString *bug = @"%@%@";
NSLog(“bug is %@”,bug);
R S
syslog(LOG_INFO, "%s", cmdBuf);
FER* AppAFFTERF 1 4.1.5.4. %% Jﬁﬁéf]/\%?;‘i
FE R App A AT X RRAE
4.1.5.4.2.(6)& & 78 B * 425" 4 7 /g ¥ &K Format String Injection 2 %
g o
LRRFRESY IN/A
%% %k : SecureCodingGuide - ValidatingInput - iOS developer (% :§pF
¥ :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/ValidatingInput.html#//apple_ref/doc/uid/TP40007246-SW3
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/ValidatingInput.html#//apple_ref/doc/uid/TP40007246-SW3

VR Ko ET A BT R

CPQ-10: 7530 {78+ s * App #£HEH K # 7 % 4 &
FHANEREEY LT ERET T

F e Ew ’%lr'ﬁ‘a%*ﬁ]% )

ﬁw:
EEAEALEY DAY F ok 3 M g%’i(@?—ﬂﬁﬂ)\ik”gﬁ};i;b TR
/PJF$‘|%)}" lzi;}ﬂ;}g_@ ,,«ﬁarﬁ%‘ﬁaimﬁﬁﬁﬁ z“'“ "h’@al)‘_l.f"ff"f'@; p{@

_ R
Z2RELEIH CBRFF T RBERE
* X AR E%JTFM N/A
% > 4% \‘E%jrzm N/A
AT ADp AR TE RS 1 4.1.5.4.8 7 F @
AT App A AT ERBIAE IN/A
L REF L 84T I NIST SP 800-163 3.1.1
%% %k I N/A
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3.2.Android % > B &% 7>

Android-@1:Android % # (78 & * App BFEIER F Intents » FLFT AR B E &
RiF? o
wp
LB~ (Intents)E @ * Ap At E @iz uTHy
1. Ry - B —"Ffﬁ"m v Frd ¥ - B Activity e
2. 1F 5 BT B ek el 4TSS B R e 8 o
3. fcds ~ iR b A F AR 2 HHEW o
4.%d ContenetProviders % i3B~F il o
5.4 % ¥ 3 (Callbacks) it/%@“l#g ET R gk AR
PR FAOFICF T A G AT B YR D AT F R E AR R TR
N R i o
$£%§4$ﬁﬂ RS B A
y 3> m,ﬁa,,. 3 Javal
né * 7 4p Tixfz Class s Intent K BEPBEN > 72 F 200 F oA g ARFE
Mo R .
Intent intent = new Intent();
intent.putExtra("RESULT", "Sensitive Info");
startActivity(intent);
DR F3 ¥
% @ % Intent k LT Activity, = BFFTRE 2 R " P 2 4y TR
Class s & fi o
[/ % R Ao intent GFn 0 B L G RNFRFEFN 0 S RN
Intent intent = new Intent(this, LoginActivity.class);
intent.putExtra("RESULT", "Not Sensitive Info");
startActivity(intent);
FER* AppAFTERF 1 4.1.5.1.0FELASBEEFLT AL 2AF
e kT App A A FTXHRIAE I N/A
LRARFRESY IN/A
2+ %k : CWE/OWASP :
M8 - Security Decisions via Untrusted Inputs( & pFFRF :
2016/10/1)
M19 - Lack of Binary Protections( &z PR : 2016/10/1)
CWE 927( AP+ : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/316.html

Android-02:Android 5% 7§ & * App R IE# & 58 (Activities) s » £F 4o¥ 2
REFPE e p o LB RLFH
o
- 4@ % Android APP ® ehActivity £ %4 - BH & o 4o% Activity #3% T 3
exported=true > 7R & & f]*ugwtf—' L 7 - IR g el e Y : A S s el | R
ENG SE
¥ 4ok Activity § % % Intent-filter sp¥ix » ip ik Activity e g g A% 2
%f?ﬁﬁﬁﬁﬁﬁ%’#ﬁ{ﬂﬂﬂﬁyjﬂjaiééﬁ’%m%?ﬁgﬁﬁw
AR EEE o dpth- R T R E T AR R F R R A AR
Bldet 3 PR S B R EY DR R ERPE o
ZRREL TP RFF THE
3% 2ANHEPE G N/A
T RARNHP
AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.appsec.privateactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >
<!-- Private activity -->

<!-p < X %_ exported attribute to false. -->
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

<!-- Public activity launched by launcher -->
<activity
android:name=".MyActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />
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<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

PrivateActivity.java

package org.appsec.privateactivity;

import android.view.View;
import android.widget.Toast;
import android.app.Activity;
import android.content.Intent;

import android.os.Bundle;
public class PrivateActivity extends Activity {

@0override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.private_activity);

/] FIEASLE A T] Intent shF - jﬂ% A - BT F28 @ ken
String data = getIntent().getStringExtra("Data");
Toast.makeText(this, String.format("Received Data: \"%s\"", data),
Toast.LENGTH_LONG) .show();
}
}

MyActivity.java

package org.appsec. privateactivity;

import android.view.View;
import android.widget.Toast;
import android.app.Activity;
import android.content.Intent;

import android.os.Bundle;
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public class MyActivity extends Activity {

@0override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.my_activity);

public void onUserClick(View view) {

[/P TR - Rt A2 P Tt intent gE R o

Intent intent = new Intent(this, PrivateActivity.class);

/] P RFE FERAER AN G - B AR oV BRATR T
intent.putExtra("DATA", "Sensitive Data");
startActivity (intent);

-

Ao T App AR FERP (4151 PFELASBEFLTAL 2EF
o * App A *FTXHRRIAE I N/A
L REF R 844 1 JSSEC AASDSCG.4.1
>4 Kik:
how-to-export-an-activity-so-other-apps-can-call-it( &R :
2016/10/1)
CWE/OWASP

eM8 - Security Decisions via Untrusted Inputs( & PR -

2016/10/1)

eM10 - Lack of Binary Protections( & iR : 2016/10/1)
eCWE 927 (%4 PFRF : 2016/10/1)
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http://stackoverflow.com/questions/8150003/how-to-export-an-activity-so-other-apps-can-call-it
http://stackoverflow.com/questions/8150003/how-to-export-an-activity-so-other-apps-can-call-it
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/927.html

Android-03:Android < 7# & * App F ¥R 4§ (Broadcast intent) Bk 2 ' 5 &

LAERFH R App iz~ it o
wp o
3 FERHAB(Intent) > 4o% X5 XTI 7RAE T P22 EREY 250 % 7 R
LW(Intent) 40 § - B iraon o FF - BELOEEKHEL S %2 A
L E Lt B BEELR-BEEAR s DREAFLIFYARY > M ELRE

j&_’ﬁlz&‘,ﬂ:} -

PR E
/li\
TR RE R AN m,g,ﬂ(Intent) FAZRBILBERGEFERREFTRLES =2
i FpRetd T AR T K Y H AL -

ZRREL TP RFF THE

X 2ANFFEC)N/A

T R2AENBF O]

Sender.java

/] FER T2 shAction AL

public static final String BROADCAST_ACTION =
"org.appsec.broadcast.action.MYBROADCAST";

/] EEEFERIKTE L Intent 4~ 2

Intent intent = new Intent(BROADCAST_ACTION);
/] 4% % B 4 VUK TR Intent $r i
intent.putExtra("UserName", userName);
intent.putExtra("UserId", userld);

/1 FERHEE

sendBroadcast(intent);

Recevier.java
// #kp BroadcastReceiver e 34 jc ~ 2
public class MyBroadcastReceiver extends BroadcastReceiver {

/] Bl RFBERGTEE 2

@Override

public void onReceive(Context context, Intent intent) {
// #PB¢ 7 iIntent $ & ¢ hE L
String name = intent.getStringExtra("UserName");

String id = intent. getStringExtra ("UserId");

// FliiE* E_Activity ~# » Z & i * Context # 2 epFiz »
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// # ¥ g * Tthis | > & i * %¥cdk &0 Context 4 i
Toast.makeText(context, message, Toast.LENGTH_SHORT).show();

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest ... >
<application .. >
<l-- &% receiver hit » LfK TR a2 agnl LH -->
<receiver android:name="MyBroadcastReceiver">
<intent-filter>
<!-- #&%* Action & #LK TREPRFEE -->
<action android:name=
" org.appsec.broadcast.action.MYBROADCAST" />
</intent-filter>
</receiver>
</application>
</manifest>
FEET App AR FERF 14.1.5.1. PHFRELESBEFLTAL 2AF
AT App R AT X HRRIAE IN/A
L RHEF-BE%Y  JSSEC AASDSCG .4.2
2 &k
Android :
e http://commonsware.com/blog/2013/09/11/beware-accidental-apis-avoid-
intents-extras( % R : 2016/10/1)
e http://commonsware.com/blog/2014/04/30/if-your-activity-has-intent-
filter-export-it(# @R : 2016/10/1)
e https://www.appvigil.co/blog/2015/04/intent-spoofing-vulnerability-
in-android-apps (& R © 2016/10/1)
ehttp://shop.oreilly.com/product/0636920022596.do( & 39 FF ¥ : 2016/10/1)
CWE /OWASP :
M8 - Security Decisions via Untrusted Inputs(#:FF@F :2016/10/1)

eM10 - Lack of Binary Protections( % iP5 : 2016/10/1)
o CWE 925 (AP @ 2016/10/1)
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http://commonsware.com/blog/2013/09/11/beware-accidental-apis-avoid-intents-extras
http://commonsware.com/blog/2013/09/11/beware-accidental-apis-avoid-intents-extras
http://commonsware.com/blog/2014/04/30/if-your-activity-has-intent-filter-export-it
http://commonsware.com/blog/2014/04/30/if-your-activity-has-intent-filter-export-it
https://www.appvigil.co/blog/2015/04/intent-spoofing-vulnerability-in-android-apps
https://www.appvigil.co/blog/2015/04/intent-spoofing-vulnerability-in-android-apps
http://shop.oreilly.com/product/0636920022596.do
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/925.html

Android-04:Android % {7# J&* App R it PendingIntents > &g T3 7
(Private) 3 ;}%«i%v]’z'?,‘ /#% > PFet base intent4p LA L4 - WAL E
Egﬁ #ﬁ»o
EIL
PendingIntents i & * 25 #4 7 (P ¥ BUEF) ¥ - BB* A250 > R ¥ uedvidy
TR Bl (Intent) » B4 5 5 g i R4o e * 4250 3l (7 o g - L 3F oh IR H AR 5N et
IR AR P g A e ERIEY BT R RARRE RS E TR F
Moo
AR
BI9 tﬁﬁﬁ P Ad WE R (T4 ie & Bl (PendingIntents) ¥ 2 > ¥4 4 callback # 7
F&#‘%«‘k—’i( &8 (private Broadcast Receivers or Activities)® fp teng,
?](Intent)ﬂ’i‘ ﬁ#ﬂ CATRRECNER: ERAY s
ZERELEGRPY BT THE
(XY E-F 10k
//implicit
Intent intent = new Intent("com.my.app.action") ;
PendingIntent pi = PendingIntent.getService(getApplicationContext(), @, intent,
PendingIntent.FLAG_UPDATE_CURRENT);
FERIBEC
//explicit (to MyService)
Intent intent = new Intent(context, MyService.class);
PendingIntent pi = PendingIntent.getService(getApplicationContext(), @, intent,
PendingIntent.FLAG_UPDATE_CURRENT);
FE T App AAFTHRF 14.1.5.1. PFELESBEFLTAL 2AF
fFé* App A A FT X HRIAE I N/A
LR E & B3 1 JSSEC AASDSCG 4.7
3 Kk
Android :

e Sample code here

https://gist.github.com/scottyab/d5ab6a284622ebc46d5a (A PFR -
2016/10/1)
CWE /OWASP :

eM8 - Security Decisions via Untrusted Inputs( # 4/ :2016/10/1)
eM10 - Lack of Binary Protections(# P : 2016/10/1)
o CWE 927( %P/ : 2016/10/1)
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https://gist.github.com/scottyab/d5ab6a284622ebc46d5a
https://gist.github.com/scottyab/d5ab6a284622ebc46d5a
https://gist.github.com/scottyab/d5ab6a284622ebc46d5a
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/927.html

Android-05:Android 3= {7 # /& * App 5 # L P #8chServices AR BRI FH K
App ¥ ¢4 » ¥ ** AndroidManifests.xml % %_7 B~ *L if2

wp ol
JRF%:(Service)id ¥ * % F aJ? o 55 & (Activity)fr i #5454 B (Broadcast
Receiver) » ¢h3R % 258 F B iq—“i PUPRGE 0w BK Ei@ * Y (Permission) e
export & k% g kg o
AR
- BPRIET 1L - Bl et gk (Method) 48 B35 #F 384 50 et et o BV Y T PRIE
E B x s B3 op e afEr(Permission) ¥ ¢ * checkPermission i & »¥ 8

L P AR R I o R T O R D N F L B BIRAEHS B
ERE LN ’3 BPRF% > i i@ * AndroidManifest.xml % T 4% Kk T &=+ BPRIFELT
d iR EZ 2R o g TR BEAR TR GIRAE > §ERES v TPRIE D
FEED o @A - BELIRI Y B F g A Gl R AL bdp T8 R
LF XL B (Intent), £ @ % Hiv i @ET]IRFE - 2 F PRAET i
checkPer‘mlssmn()# KBGO A %;’rrﬂfgm" CESUEEE- Rk N T iﬁ'f BT P
THETES FTEVELT R/ &5 -

% _?:F!?’%’* FEY CBREF R

% 2ARNEFE G N/A

% iﬁis\/ﬁ%#w :

[/ o) E R T p L& DY (Permission), i * v k473 B~ MyService

iz

<permission android:name="com.example.mypermission" android:label="my permission"
android:protectionLevel="dangerous">

</permission>"

<service
android:name="org.appsec.MyService" android:permission="org.appsec.mypermission">

<intent-filter>

<action android:name="org.app.MY_ACTION" />

</intent-filter>

</service>

AT App AAFTARF (4.1 5.1 P FELAESBEBLTAL 2EF
fFE T App R AT X RBIAE I N/A

L ERF R B4Y  ISSEC AASDSCG 4.4

%% %k P N/A
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Android-@6:Android 3= i7#* & * App s T &% F FH &* App B @vEpF > @4
RN Intentr 2R ER App B -

wp o
¥- BT AR * - B A %3 B (Broadcast Intent) kfx# - B Activity p& -
ELBIN BEOTHE > F TR R - BELORY AN KA P ELRY A2 71U
B Ras iy CLgy: EaEL, :‘.m— SR B o Blde t - Bk 4258 feds Android T AT
%%’ fent URL enFEiu ¢ — 2 @ iE3 > a5 B Raah TR LT 12 plek -

13

Lié"iéfs”z}:g\; FAL2 T ot B4R B(Broadcast Intent) i * 42382 BF @ik o B3
g% P37 LB (Explicit Intent) kBt > gL 24 o
X2REL Y CBREF THE

X 2ARNFFEC)N/A

% 2RRNAPEH I N/A

& App %ﬂ‘*""'ﬁ‘f’ 4.1.5.1. ]‘ﬁ#’ff,&%i FRBBELT AL 2R

FH T App R 2 F X HRIZAE I N/A

:t WEE & E%Y  JSSEC AASDSCG 4.7

%4 %k : CWE/OWASP :
e M8 - Security Decisions via Untrusted Inputs(&: PR :2016/10/1)
eM10 - Lack of Binary Protections( & PR : 2016/10/1)
o CWE 285( Az PR : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/285.html

Android-07: Android 5<i7# & * App B {7 i¥ Content Providers :» # # %42
FREAREFTHI AP A LR BEIAASELNaE-
R
nEE fif'——‘k (Content Providers)® - B &= VR * #2587 2@ * URI ¥ k1t T
E: A 1 “% feb il S TR R OEA o 0 T Ut K F iR * URL # 0L T8 K 5P %
13 58 o
VR T
nOE PR (Content Providers) ¥ 1 ¥ 4 1 (Permissions) » ¥ ® ¥ m "4 fr
%ﬁﬁmo%%éﬂwiﬁ’wﬁm*ﬁ*%”okm%%w RS S R
DERE S EU AR -FLET NN Y R Ry
PFREFS LFT R EE s (Record Level) s A 3 ¥ FRHFTRESF o
PR T G R B M E U] o Bl TR - S L 5
FRAZFS > P IRAR K 407 Email g iE o F hIRARSN R AL 0 2B mifj*up il
g o
(R ;aiftfé’i—ﬁ S ETARE IR E mﬁﬁj > AT ARG R iE R iﬁi k=3
B SQL A7 o SQLAZFA T r BN F R g agh R ALE T 32 ek gt SQL AR
RS BAE O RN FREF §ET RS TRSEHEREE o N FRES TR
AR BpF o RFEEY B LALOBIS G R o bl Aok A F R
o) FIle”F LR LR U T N ERBAF RO B P Ty
'ﬂ-s—%&}i:{?j‘ BE] e ¥R o ok so i 2 1 aagt (Symbolic Link)+ #
AA e s o
XrRFEL ALY ’;‘j’lﬂ”ﬁ»
* % .-?:ﬁi:?“/ﬁ%:ﬁ‘vf}d :
SQL 3F /% 18 % +eiy2 sV H-i¢ —‘]?, mﬂi&l B oadz k
@Override
public Cursor query(Uri uri, String[] projection, String selection, String[]
selectionArgs, String sortOrder) {

String groupId = getFromUserInput();//BXF s> 27 f »Fm F 12 *<ﬁéﬁ

=
)z
[

SQLiteDatabase mDB = mHelper.getWritableDatabase();

Cursor out = mDB.rawQuery("SELECT * FROM product where group_ id="+groupld,
null);

out.moveToFirst();

return out;
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% 2AENBP
g% ffcit 254 -SQL EXC A 'ﬁﬁﬂﬁ%l)\/}%ﬁ_
@0verride
public Cursor query(Uri uri, String[] projection, String selection, String[]
selectionArgs, String sortOrder) {

String groupId = getFromUserInput();//B&XF s> 27 F »Fm +&* vfg =g

=
v
f

SQLiteDatabase mDB = mHelper.getWritableDatabase();

Cursor out = mDB.rawQuery("SELECT * FROM product where group_id=?", new
String[]{groupId});

out.moveToFirst();

return out;

-

PR App A A FXRP 14151V FELENBLEFELTAL 2RF
fFé & App A FT X HRIAE I N/A
LB g & 824 1 JSSEC AASDSCG .4.3
%% %k : CWE/OWASP :
M7 - Client Side Injection(#: PR : 2016/10/1)
eCWE 926( A :: PR : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M7
http://cwe.mitre.org/data/definitions/926.html

Android-08:Android =78 & * App B IER FHHEFE L IR B ERPRT £
R FTUERRBFS R NG BFAAB B TH ARSI EL ARG RTR

3B o

Fp
BEXBUEAPANET v § 3 2 AR T ths o
AREUR TN GG IR AT LB ELTRE I BELF L
bilde bk SR TR R N TR e
pE A
# ¥ #-Ah % i UK %5 MODE_WORLD_READABLE or MODE_WORLD_WRITABLE, ¢4
o

bR BAZ G P B R R B ADF &AL E P APP i P o

# % chmod or syscalls k:t%# %4 2 0666, 0777, 0664 -
BES GFY  BFF TR

RARSAPOIN/A

RAESAF O N/A

BT App AR2FTERP (4151 PFELBSBEFLTAL AN
FE* App A FFTXHWRIAE IN/A

:t PP E8L.%% : JSSEC AASDSCG.4.5,4.6

% Rk N/A

p 2 TN

&
#
&

\

— -
=h
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Android-09: 7% & * App &R iFiE/git * —“ﬁ’ﬁ] 2 PIRBRE T Y 5 K Intent
Injection 2 3 8 o
o
RN S,
1.5 3
Android T &3 & Mg~ 2 T LRI Y AR R LR AR 0 U
B N EELRY > MR AR ENIRMAL L F T 2R o
2,,55;;£@] r T 1;;\:\@] »> A - I\qj\g FREORIRE HES BRY AR m@] o
3.3% T v Android s AndroidManifest & T_iE ¢ WA BT E R L B
AR
X2rRFEL AEY F’”}“e" ErE £
TN 0E
TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader(url.openConnection().getInputStream());
/73 e g0 "filer/ /. " AN e BT 0 AR GBI X RP A A
TextView * » @ 2L Jﬁfp’;ﬁ-mxj:%]&?

while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { ...
% 24250 0 LB
TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
[/~ P rE¥e B £.F £ % * http & https protocol, 4% &R A& 2 )¢
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {
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throw new MalformedURLException("invalid protocol”);

}
isr = new InputStreamReader(url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {

tv.append(new String(text, 0, read));
}

} catch (MalformedURLException e) { ..
FE ™ App X FERH 1 4.1.5.4. @ % F iy~ %
FE Rk App A FF X RRIAF
4.1.5.4.2. (M a7 " 255 LT BpFER Intent Injectionz2 F ¢ o
L FPEF L 84Y  JSSEC AASDSCG 3.2
% Kk N/A
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Android-10:Android < & (& & * App v Webview 3% 5 API © B FE BIGF » 4r

addJavscriptInterface » § x& 3% > 727 /T WebView -
wp o

P ARR % (WebView) fefé * F ¥ it R- 2% 2R AP T RILAWALT R
R 3L o %83 3 % §1* addJavscriptInterface() API @ & 4 ¢ frehF X iRk ©
AR

Yo% 7 % & * JavaScript friE it > G- T ALR & 2 (WebView)k 2 5 £ %

JavaScript friE it cnd 3F - R E ‘i’,fé’* s e dF ey A PR TS ,41* °
KEEY A 2 B R oo et TGP T 25 OF RIeF A P 4 (Resource and
Asset Directory) » @ i | aduc¥ > FRIEFE & A2 2 EFH -
PAEF=Z A PERE c B - BRY AR RS EA T REFA
A ¥ 2 & 8 shouldOoverrideUrlLoading v shouldInterceptRequest kiF# - &
b fesk B R T ALK~ 2 (WebView) p FAzihs R o 9 HS 2 T
URI #f %] k# & URL cnje =304 » T/t 7| e € F hene LH P o

% _?:E?’sf’* FEY CBREF R

X 2425 /F.%:fr’ B N/A

T 2AENBPEO)

SaferWebViewClient.java

/%%
* Implements whitelisting on host name
*/

public class SaferWebViewClient extends WebViewClient {

private String[] hostsWhitelist;

public SaferWebViewClient(String hostsWhitelsit){

super();

this.hostsWhitelist = hostsWhitelist;

@Override
public WebResourceResponse shouldInterceptRequest(final WebView view, String
url) {
if (isValidHost(url)) {
return super.shouldInterceptRequest(view, url);
} else {

return getWebResourceResponseFromString();
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}
private WebResourceResponse getWebResourceResponseFromString() {
return getUtf8EncodedWebResourceResponse(new

StringBufferInputStream("alert('INO!"')"));
}

private WebResourceResponse getUtf8EncodedWebResourceResponse(InputStream
data) {

return new WebResourceResponse("text/css", "UTF-8", data);

@0verride

public boolean shouldOverrideUrlLoading(WebView view, String url) {

return isValidHost(url);

private boolean isValidHost(String url){
if (!TextUtils.isEmpty(url)) {
final String host = Uri.parse(url).getHost();
for (String whitelistedHost: hostsWhitelist){
if (whitelistedHost.equalsIgnoreCase(host)){

return true;

}

return false;

}

WebviewUtil. java
public class Util {

public static void disableRiskySettings(WebView webView){

//javascript could be a vector to exploit your applications

webView.getSettings().setJavaScriptEnabled(false);

//default is off, but just in case. plugins could be a vector to exploit your

applications process
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webView.getSettings().setPluginState(WebSettings.PluginState.OFF);

//Should an attacker somehow find themselves in a position to inject script
into a WebView, then they could exploit the opportunity to access local resources.
This can be somewhat prevented by disabling local file system access. It is enabled
by default. The Android WebSettings class can be used to disable local file system
access via the public method setAllowFileAccess.

//This restricts the WebView to loading local resources from
file:///android asset (assets) and file:///android res (resources).

webView.getSettings().setAllowFileAccess(false);

//disable Geolocation API

webView.getSettings().setGeolocationEnabled(false);

}
FE T App A2 FTERP 4.1 5. L. FELASBEFLT AL 2AF
fFE A App A AT X HRRIAE
4.1.5.4.2.(2)% & 7 " 425" £ 3 ¥k ¥ 5k JavaScript Injectionz F¢# -
L REFEB%Y ¢ JSSEC AASDSCG 4.9
% ki I N/A
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3.3.10S % >R ¥EF 7>

i0S-01:# g ¢ * Keychain %13 %45 (Use the Keychain carefully) -
E
« 5 EETAH G E 2 10S FE L RK B KT8 (Keychain)# i o Ra &
- B FRT s Keychain ¥ it § S P4 i Dlfa g o
- 10S 7R AR FELFZ G E FEDF e e iTunes &
» » Keychain i}wﬁ FoagAELfE o F1L F iTunes & i»Akkc* pF > 10S ¢ £ ATH
Keychain i {74 % » *T eSS ER F = 2 7 NAvsg i P enhe R RG> 7RA
Keychain ifu’ﬁ VoA TR ARfER o
gk Keychain i TARRR(Jailbreak) Sk & b o B 3 BdRE s T 6 4

Moo B ARRRANEAS F o e )t A2 0T A 3 BT ] & 4250 h Keychain
POE oM EPATIRE A p,)]; Zz 7 Bootrom /A (Bootrom exploit) ek # ()
4 : iPhone4) > IJ:%U“" Y ,fﬁé 3 P-m B f% Keychain -

- %7 % Keychain @5 TP > BE A B RR* S Bthah Eiw (7 24
kSecAttrAccessible fi2) » @ ¥ i¢ * Zfasgw (class)x > 72 ¢ B 55 App
L@ (T R o blde L B iRt 42N T 3 £330 F B (background) # 5

¥ & * kSecAttrAccessibleWhenUnlocked &t
kSecAttrAccessibleWhenUnlockedThisDeviceOnly -

- F R ¥ G T iTunes # (> Keychain gk » ¥ 2 ¢ * T ThisDeviceOnly | %%
Bl e

c FNFRFROTH T YRR Keychain #rig Ben¥ - A { % 2 ehikE s
Bl TR AN e B o blde 2&@%@?ﬁﬁﬁ’%?igﬁ%i6?
75 (passphrase) 11 :iE 73038 » # B F 4105 3] Keychain o » * phid (7 BB HF
L T4 o

Z2HFL NP BFFERER
*iﬁ*ﬁﬁﬁi
%“ﬁwbﬁmxﬁ AR bl AR BB R
RSB
¥ gL SH o L FH G

- // Protect the keychain entry so it's only valid when the device is unlocked.

. [dictionary setObject:( bridge
id)kSecAttrAccessibleWhenUnlockedThisDeviceOnly forKey:(_bridge
id)kSecAttrAccessible];
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FH kT App A AT X RS 14.1.2.3. AR EFHET
FER* App A+ FTXHRRIAE IN/A
ERRFLRST IN/A
>3 Lk

iOS : Keychain Services Programming Guide (#z4PFRF : 2016/10/1)

CWE/OWASP :
eM2 - Insecure Data Storage(# PR : 2016/10/1)

eM5 - Poor Authorization and Authentication( & :4PFRF : 2016/10/1)

eCWE 312, 522( 4P/ 2016/10/1)
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https://developer.apple.com/library/iOS/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/ManagingYourApplicationsFlow/ManagingYourApplicationsFlow.html%23/apple_ref/doc/uid/TP40007072-CH4-SW47
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M5
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/522.html

i05-02: 3 FHARE FH IR NBR P AR FTHEF AN (THRRY App R * API R 2
B AN EERE TR B L (Snapshots) & i f F 2 5% ';f—',ﬁ% o
we
TR EES S APPSR 5 10S KR C AREP & ’Ebé'ﬂi’?gféﬁn ¥EER D
TREREM G A BEML > BT AL L IRE - 50 FERETH O NEE
HPFEFER FE NERLT >R BRI ERNT > 0F o
ZX2RELHXY BFFFIREK
* % iﬁi\‘/ﬁ%ﬁf?ﬂ :N/A
DF-Y 5 JUEObective-C
- REFHFF NG - e EER 2 2
A % It ;% K [B] #* secure-image.png (320x568 for iPhone)
e - (void)applicationDidEnterBackground: (UIApplication *)application {

. // Use this method to release shared resources, save user data,
invalidate timers, and store enough application state information to
restore your application to its current state in case it is terminated
later.

. // If your application supports background execution, this method
is called instead of applicationWillTerminate: when the user quits.

. if (!self.backgroundImage){

. UIImageView *myBanner = [[UIImageView alloc]

initWithImage:[UIImage imageNamed:@"secure-image.png”]];

. self.backgroundImage = myBanner;

. }

. [self.window addSubview:self.backgroundImage];
. // you can hide security field here

/] RRAF
. // [viewControl.secure_field setHidden:TRUE];
-}
- - (void)applicationWillEnterForeground: (UIApplication *)application {
. // Called as part of the transition from the background to the
inactive state; here you can undo many of the changes made on entering
the background.
. if (self.backgroundImage)
. [self.backgroundImage removeFromSuperview];
. // you should visi security field here
- /)RR R
// [viewControl.secure_field setHidden:FALSE];
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FH kT App A AT X RS 14.1.2.3. AR EFHET
AT App R AT X HRIAE I N/A
FEFE%Y IN/A

.?
)’é'
23 Kk
Managing Your Applications Flow (#:apFf : 2016/10/1)

CWE/OWASP :
eM4 - Unintended Data Leakage (# PR : 2016/10/1)

eM2 - Insecure Data Storage (ZIPFRF :2016/10/1)

eCWE 200 (A:PFR :2016/10/1)
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https://developer.apple.com/library/iOS/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/ManagingYourApplicationsFlow/ManagingYourApplicationsFlow.html%23/apple_ref/doc/uid/TP40007072-CH4-SW47
https://developer.apple.com/library/iOS/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/ManagingYourApplicationsFlow/ManagingYourApplicationsFlow.html%23/apple_ref/doc/uid/TP40007072-CH4-SW47
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
http://cwe.mitre.org/data/definitions/200.html

i0S-03:c* p #3531 * 3+ #( Automatic Reference Counting ,ARC) » & iR
“3Egd o
W

p#e5l % i (ARC)E - BB F L hi s A/ RAPFEp b > @ 3 2.2
F»'Mf—"ﬂ‘ 5] 2o plrb g A 10SS5 pEAR T o e LiF R H —"Ff pi7E Rl q
w-H oA SWitFEZ R FEE L Aldad s 2 $ 2 Z R ZOARCHP o

[7 fc* ARC] : % % k& ARC thi % » e lf# g o A% -

[£c* ARC] : & %fc* ARCPF » ¥ &8 %58 L3R 4% -7 fc* ARC-
w4k PR Class * /2 ! &% %->Build Phases>Compile Sources % %
Compiler Flags #i+c[-fno-obj-arc]

¢ General Capabilities Resource Tags Info Build Settings Build Phases Build Ru

+ e

P Target Dependencies (0 items)

¥ Compile Sources (63 items) x
| prng.c ...in CoreTest/ -fno-objc-arc
c| pwd2key.c ...in C -fno-objc-arc
| aeskey.c ...in CoreTest/. -fno-obje-arc

Z2RFL XY CBRFF IR

X 2B Objective-C

7 fx* ARC pF > * Eay] EMCR . S L) X -
@interface myInputStream : NSObject {

NSInputStream *stream;

}
+ (void)initialize
{
stream = NSInputStream inputStreamWithFileAtPath:somepath]];
}
- (void)dealloc
{

// 7% & £ #:release
//[stream release];
[super dealloc];

}
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Swift
Swift if%k 5 3485 K AL
iz
class Person {
let name: String
init(name: String) { self.name = name }
var apartment: Apartment?
deinit { print("\(name) is being deinitialized") }
}
class Apartment {
let unit: String
init(unit: String) { self.unit = unit }
var tenant: Person?

deinit { print("Apartment \(unit) is being deinitialized") }

-

var john: Person?

var unit4A: Apartment?

bl i

john = Person(name: "John Appleseed")
unit4A = Apartment(unit: "4A")

B dp i

john!.apartment = unit4A
unit4A!.tenant = john

i

john = nil

unit4A = nil

5 )4t E 7 ARC A )% T fri8 (5 o Ze g 4 g i c o

var john var unit4A

<Person instance> <Apartment instance>

name: "John Appleseed" unit: "4A"

apartment: <Apartment instance> tenant: <Person instance>
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% 2AENBP
CEE S CL R g ok
class Apartment {
let unit: String
init(unit: String) { self.unit = unit }
weak var tenant: Person?

deinit { print("Apartment \(unit) is being deinitialized") }

-

FE kT App A2FTERP 4.1 5. 1. FELRSBEFLT AL 2RF

T App R A FTXHRIAE IN/A

ERRFERSY IN/A

%3 %k . Swift Programming Language - AutomaticReferenceCounting - iOS
developer( AP /F @ 2016/10/1)
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https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AutomaticReferenceCounting.html
https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AutomaticReferenceCounting.html

10S-04:kc* App Transport Security(ATS)K <

we

1R App B 7 0 j€.10S 9.0 B 4

FAFRAET o EATRFDADD T 4R
R
Apple =

Pmﬁiﬁﬁ@ﬁmbmw#
2818) © HTTPS 3
ATS E_d NSURLSession #g{ri¢ * v

L L

= R1 R @ﬂz%lﬁs > (ATS) 7% > % i >

2k F

P R € miE R 2L HTTPS chie e

#2017 £ B 40 47 App e0F ALil 5% S g HTTPS 4 4t 3 o
FEoW & BRI F T OHAUT AT HTTP g R 4o

Foheng 2H 8 & RERY 2N fo

B B o ATS 5233 HTTP 42 f @ * HTTPS(RFC
VY }_iif?; g iE

@ ¥ W TLS 1.2(RFC 5246) -

%1% API #4 {7 o ¥ NSURLConnection = i

5 % ATS %‘%}:'J °
%ﬁﬁt’é‘uﬂ 4 P & - fL NSAppTransportSecurity » #¢ 4] : Dictionary -
Yok %- ko0 AT R AN
g %4l fo it
NSExceptionDomains Dictionary P 3
R BREE > TARZER TR ILE
#4- : google.com £ ¥
edition.cnn.com
NSAllowsArbitraryLoads | Boolean LFE R iéfg‘zéﬁﬁ“ » oo
H W B ATS % 7o
FEL B ENO 4% it i YES > B § B P
H 8 fed 0 ATS #84] (T o 2F HTTP) o
% - & & B NSExceptionDomains » 7 p & » #3:\4r
oy . A i
NSIncludesSubdomains Boolea | ¥ iE # k& » L NO °
n FRITYES: A& PR T/ I
B3 el o bldot YES R A B
*.google.com
NSExceptionAllowsInsecureHTT | Boolea | ¥ i # fkiE » 8K YES »
PLoads n FREYES:: N A& vF s
I AR
NSExceptionRequiresForwardSe | Boolea | ¥ i # {ki& » 8K YES »
crecy n F X TYES ¢ X & HTTPS &2
iﬁ@;ﬁ;jf&?w Z @ & forward
secrecy (FS)eni - 78 ; %
TL_a NO» BN &2 B8R (» R~
TR
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ta it

TLS_RSA_WITH_AES_256_GCM _
SHA384
TLS_RSA_WITH_AES_128 GCM_
SHA256
TLS_RSA_WITH_AES_256_CBC_
SHA256
TLS_RSA_WITH_AES_256_CBC_
SHA
TLS_RSA_WITH_AES_128 CBC_
SHA256
TLS_RSA_WITH_AES_128 CBC_

NSExceptionMinimumTLSVersion

String

8 ®E 0 fEE TLSv1.2 -
TETHEE BRMIE AT
Transport Layer Security
(TLS) ks o
FEXDEAT

TLSv1.0

TLSv1.1

TLSv1.2

NSThirdPartyExceptionAllowsI
nsecureHTTPLoads

Boolea

BE
NSExceptionAllowsInsecure
HTTPLoads 7 P - ¥t % §_App
YR e R VN E s sk g
B A1TLS e R A o

NSThirdPartyExceptionRequire
sForwardSecrecy

Boolea

B
NSExceptionRequiresForwar
dSecrecy 3 P - % % E_App &
LR =eE L BEPRE N sk F R e 4
F1TLS ehd (K & o

NSThirdPartyExceptionMinimum
TLSVersion

String

A 0230
NSExceptionMinimumTLSVers
ions B > %% & App & *
5= A dagEEierE & TLS
Hig MR N o

§ATS BB SRS MR LTI

1.&3—‘2&—-34’}?&?;’@& l\..,Fl f—-J-L\|,[‘T‘FIa——I? rr“
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EE R




a.d X BEFEF B certificate authority(CA)#r# % » %G HEF P 73 1FE it
b. T’;‘; Eeroot CA> 2 d kAL EITR e r o

2. > R HRERL FATLS 1.2

3.2 TLS %8 E 222 £ 3 forward secrecy (FS) » ¥ ¢ FH ¥ ™ — 18 @
«TLS_ECDHE_ECDSA WITH_AES 256_GCM_SHA384
«TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
«TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA384
«TLS_ECDHE_ECDSA _WITH_AES_256 CBC_SHA
«TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA256
eTLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
eTLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
eTLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
eTLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
eTLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
eTLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

4.5 PIRBEFELFD LT DOLKEF -
eRivest-Shamir-Adleman (RSA) key with a length of at least 2048 bits
eElliptic-Curve Cryptography (ECC) key with a size of at least 256 bits

TP I RPIRBG AT Y E R & SHA-2/SHA-256 11} e
FOATS 4] 3 72,7 > Repeid B0 AN ER RN BT o F ATS #8438 7
T fRedR N 2 R FOATS frk »szm'J °

X2REL Y EFF K
* % 5t5§1f‘€54;'9d:
Fil- 26 B) ATS

NSAppTransportSecurity

NSAllowsArbitraryLoads = YES
Bz LR EEEETLS

NSAppTransportSecurity
NSExceptionDomains
"less-secure.example.com"
NSExceptionRequiresForwardSecrecy = NO

NSExceptionMinimumTLSVersion = "TLSv1.0"
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%wiiﬁﬁﬁ%ﬁAﬁ
NSAppTransportSecurity
NSAllowsArbitraryLoads = NO // Shown for clarity; this is the default
NSExceptionDomains
"secure-server-i-control.example.com”
NSExceptionAllowsInsecureHTTPLoads = YES
NSExceptionRequiresForwardSecrecy = NO

NSExceptionMinimumTLSVersion = "TLSv1.0"

X 2RSBPT I N/A

A k? App A2 FERF 1 4.1.2. 4. R EFTHE
Fd T App & & FERIAE D N/A
FRRFRBSEY N/A

%4 Kk N/A

=
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PIREE 2R 3%

Se'”"e"-elf"f?f"%* App i #2 #7} fg,;«f,;mﬁuwﬂg(é TRT CTHRZ P AR)E
LRt B EFERRYRE > ERHNEFL 2RESBH

wp
-4 Server R4 0 FI L AT X RK kE IE R A H AT
[F’PF/@%]
feWeb PREF chRF LR EF MEF L 24§ Web PR FE T AL AR B 53 H T AR
BR oS FTABRT A §EREEDNIE FIGAFFTLERYEG Y Fa {7
5 ITHERPRE o

FEOFABBIFEY X 2RI BEALBELRFREY £ %o Al
B TR 0 Gle BT AR R PR KRS T B YT R Y

A & AP B DR S 4 K i S s enp o
ZE& bl4e 1 ' M Apache SR A TRl o 2R f L A Y N - R e i o =
f55 e
¥y- 2w o %‘i‘i’j?‘ Ay BT o %?E'VJQ P E R B ESR FE(Ae 0 2]) o
(58 #] HTTPS 4411
HTTP Strict Transport Security (HSTS) (Z:pFR : 2016/10/1)
e F 84 P 84 (A header 4r F "Strict-Transport-Security") - B * ﬁ
AT E ,Tﬁ»m; fie & 55 414F T HTTPS » 12 (2 pt i &R o

2B Y I NFAaERR

3% XA B b EEEN
b4 © iE P OpenSSL 5% A& OpenssL/i.0.1e 2 = 5 T 85 o

Escape character is '~]'.
HEAD / HTTP/1.0

HTTP/1.1 200 OK
Date: Sat, 06 Aug 2016 01:57:04 GMT
ver: Apache/2.2.29 (Unix) mod_ssl1/2.2.29 OpenSSL/1.0.le-fips DAV/2 PHP/5.3.29
fied: Thu, 30 Jun 2016 06:22:49 GMT
bel6f1-718-53678¢6296040"
Accept-Ranges: bytes
[Content-Length: 2040
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https://tools.ietf.org/html/rfc6797
https://tools.ietf.org/html/rfc6797

FRrRABPE)
Perha 4
B F B
telnet www.----- .com.tw 80

HTTP/1.0 200 OK

Date: Sat, 30 Jul 2016 ©05:52:56 GMT

P3P: policyref="http://info. .com/w3c/p3p.xml", ... Cache-Control: max-age=3600, public

Vary: Accept-Encoding]
Content-Type: text/html; charset=UTF-8

Server: ATS

ek
£C* HSTS ##/
<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="HTTP to HTTPS redirect" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}"
redirectType="Permanent" />
</rule>
</rules>
<outboundRules>
<rule name="Add Strict-Transport-Security when HTTPS" enabled="true">
<match serverVariable="RESPONSE_Strict_Transport_Security"
pattern=".*" />
<conditions>
<add input="{HTTPS}" pattern="on" ignoreCase="true" />
</conditions>
<action type="Rewrite" value="max-age=31536000" />
</rule>

</outboundRules>
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</rewrite>
</system.webServer>
</configuration>
FER* App A FFTXRHF I N/A
FE T App A AT X HBIAE I N/A
LR E & 84%Y | ENISA SSDG 5.3
> kik
b o
e making-http-requests-via-telnet/(4: @/ : 2016/10/1)
e enable-http-strict-transport-security-hsts-in-iis-7(A4:FF :

2016/10/1)
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http://www.blog.tonycode.com/tech-stuff/http-notes/making-http-requests-via-telnet/
http://serverfault.com/questions/417173/enable-http-strict-transport-security-hsts-in-iis-7

Server-02: ik CPD-01 3 KFT P3EA% 22 2 S HARERFIFE @I
FRREREFFTEF P2 EETERELTA

P
2% 4

FERT A9 np iRy id

HE RN )
Z2REFL Y
% 242N/ N/A
% 242N I N/A

FE T App AR FERHE I N/A
AT App A FTERBIAE IN/A
L FPF R 84T  ENISA SSDG5.4
%% %k N/A

wp
SRR HRE IR o 5 7 (4

R R

i\4
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Server-03:® *% code review’' B A A ITHFELEfrRE ®

Pz RiEELIRE TR -

4”(3%’%5& LB E AR TR e A rmf* THh
" ¥ 4)3 &/ xR Pa(};& ]v}

ud “mb
=

4 3
=

S
()
+
Q
Q.
Q
+
Q
™
\:t
=
*"ﬂ»
-l
z‘—-l
p

+£ﬂ%i@ﬁ$-ﬂé“&
P % 2ATFAEH O] N/A

% 242N I N/A

AR kT App AR TR
AT App R A FTEHRIAE I N/A
Lt FBEFRE4Y - ENISA SSDG 5.1
% Lk I N/A
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Server-04: £ {7 & * App i i&2 75 15 2B PRF:(Web PR35 /REST) B <3 & RIAF » 4
REFEAIBAFELERBIERPLERBI-EFROE2RF LI FBRB
B G EF o

wp o
FE R A2 9T 8 2HPRFS (Web PRF:/REST) & T 8 #e BB F > Blde @ @ % 3 425545

AT B ERIRIoE L LR g 2 EF -
F2rRFL Y I RFREFEE
% 2AA ) N/A
X 2AENB/EN/A
T App &> T X RHF 1 N/A
FE* App A FFTXHRIAE IN/A
tFP Y RB%Y | ENISA SSDG 5.2
% Rk N/A
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Server-05: & {Té: & * App @32 7§ {5 3hIR:(Web FRI3-/REST) s T3P R %14 iRl

WOBRLI2IRF O XIPFBRJRGHEF

we
% Web Service ¥ %ggl ¥ - XA T EFEEPE(Protect and Pen Test
Web services) ™ #HMAZ; MBle A B ZH M2 FiF - L & LR R ‘G F HEA
O

F2RGL TP I FREGK

*E 2ARNBFEC) O N/A

X 2N/ N/A

T App AR TERE D N/A

FE T App A AT X WRIAE I N/A

LRRELEST IN/A

%4 %k P N/A
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Server-06: 3 F PIREZIFH R EH 5 2 B FPHEFF o
wP

%
*
%

#F H#5 (Framing) @ * iFrame kiLi% -  Web/WAP e :bilt 0 o iofdscffF v u* “2
% (wrapper)” e sk k34 {7 2L 2 3F (clickjacking) sc ¥ o gL 3F ) * S ol
PR F% (54 : Facebook ~ Google ~ Twitter %) » i i 3¥ s 4 =k 47 7N #§ (XSS
Scripting)i&iF 48 ¥ IE X BN BIp 4148 > >0 T 5+ 44~ iFrame & 425045 o o
" ';"‘vf‘?_r'ﬁ:'l ZpeniAgntt Y F a4 b iFrame SRR 0 R Y F LR T
I{%F | e Rﬂ,{zuﬁgﬁkﬁ‘gm - ll};}é ‘%"* o /@ m?—“‘ p {m%ﬁﬁ%ﬁjﬂ o ipfh
K’é?si‘# *Jﬁqﬁ rARFAR O A B R —"Ffm»fw RN TSR A58 7
FRABREPRT FHFRINGEH S # 0 D ki -

% ok Framing @2 e110S 45y §. 4 8 * & F ALB (Web View) o 23514

Framing #4112 - 41 * client #§ JavaScript - + % #icWeb b7 £ K £ 04
JavaScript i# 7 > #7072 & JavaScript % 3}# (Bt ) - BEIE o BEIRE P2

P L DIRE A RT A0 I{?H/LE’ o T - BHF o8 g
JavaScript code e Frame 4 el m &2 {7 o
%R v e 3 I’J‘»?ﬁ? YL e Il P A2 R R O 20 & A A2V "»’"J
dol B F &KW P23 o {4Ff JavaScript F i T AN 0 2
U AR T AERL AR N 55 (frame busting code)ede » i€ 17 i B Framing { 5 ¥Tipen
AR o
X FRAME-OPTIONS %8¢ % — B #7eh ~ { 4% enfw Framing i 78 & iT B - Eiﬁ]gﬁﬁ g+ 4
&ﬁ%@g’?@%ﬁﬁﬂﬁP%ﬁoi@ﬁﬁﬂmb@ﬁWE&?%ﬂﬁ’ﬁﬁ¥
Adp T 7 %ﬁ-‘r» - BIEZE & iframe v BN F o & Apache efie B~ gtk b+ F
TP i \E%#Plﬂ o
% i :&?mWemew I API ¥ AT keLfZchWebView ¥ :,‘F] T eilWeb p B % >
Moo B P b ipfE BT iR e AR 2 B R F g i UL
ofE b P B Eep o H i B L rn;fr]‘\}l\ % th X-Frame-Option HTTP response
header o #Am » 222 L » Ei B ApF > SAEPE 2T 287 o
ol ® NN EH| > UFEFATF UL 2 B %ﬁ@#i@:zﬁiﬁ@iﬂéjwaﬁﬁ
BoR S EER G EAT AT B RIEN F o
2RFL Y NFAFEFER
A2 B )2 N/A
PRSP
T A Server
Hi 4 X-Frame-Options

X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM https://example.com/
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DENY
The page cannot be displayed in a frame, regardless of the site
attempting to do so.

SAMEORIGIN
The page can only be displayed in a frame on the same origin as
the page itself.

ALLOW-FROM uri
The page can only be displayed in a frame on the specified
origin.

T App R 2 FTERF 1 N/A

FE* App A FFTXHRIAE IN/A

ERRFREST I N/A

23 Rk P 2% X-Frame-Options - mozilla developer( & P :

2016/10/1)
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

Server-07: %} IR F it * Token I ¥ =k3-K(Cross-site Request Forgery,
CSRF) s ¥ -
wp o

Berbi- R 28 (CSRF) & — g i@ B#hi # F L PR kB Web ¥ A2 7
* % & {7 ds cnrc B o CSRF sz & P &Mt s T soenp cho @ 2 g%fg * jﬁﬁﬁ
Mo Fl e FH R G F R TR AR N O LT (W E T S e A
X gug ) o I{?J‘ﬁ ¥ }u—,?ﬁ,ﬁfw.@ﬁ‘-ﬁéf% 3 ﬂﬁ 7 ﬂ%;&mﬁ Yo hrk :giﬁ{_g i
# —"Ff » — B =3 9 CSRF 52 v 1 4@ # —*ﬁﬁfﬁ%@%%ﬁ; S A s A RER

s A e ded £ Y P SR IUR S 0 CSRF 5B 5 2 B R 2
% 9:?1?%}’:‘ IR L RFEF T FRERK
X 2ANFFEC)N/A
FR2AENEPO] L ek g

# * CSRF Token

1.7 278 g2 Hp o 54 TOKEN -

@using (Html.BeginForm("Manage", "Account")) {

o

@Html.AntiForgeryToken()

}
2.Ajax = 7V prfeday s 44 TOKEN o
<script>
@functions{
public string TokenHeaderValue()
{
string cookieToken, formToken;
AntiForgery.GetTokens(null, out cookieToken, out formToken);
return cookieToken + ":" + formToken;
}
}
$.ajax("api/values", {
type: "post",
contentType: "application/json",
data: { }, // JSON data goes here
dataType: "json",
headers: {
'RequestVerificationToken': '@TokenHeaderValue()'
}
1
</script>
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3. 4 pARicl D BN = TOKEN o

void ValidateRequestHeader (HttpRequestMessage request)

{
string cookieToken = "";
string formToken = "";
IEnumerable<string> tokenHeaders;
if (request.Headers.TryGetValues("RequestVerificationToken", out tokenHeaders))
{
string[] tokens = tokenHeaders.First().Split(':");
if (tokens.lLength == 2)
{
cookieToken = tokens[@].Trim();
formToken = tokens[1].Trim();
¥
¥
AntiForgery.Validate(cookieToken, formToken);
¥

FER* App AR FT X R I N/A
AT App R AT EHRIAE I N/A
LRRFERESY IN/A
2% %k
Prbih:
e XSRF/CSRF Prevention in ASP.NET MVC and Web Pages - .NET
microsoft (& PR : 2016/10/1)
ePreventing Cross-Site Request Forgery (CSRF) Attacks in ASP.NET

Web API (#:PFF © 2016/10/1)
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http://www.asp.net/mvc/overview/security/xsrfcsrf-prevention-in-aspnet-mvc-and-web-pages
http://www.asp.net/mvc/overview/security/xsrfcsrf-prevention-in-aspnet-mvc-and-web-pages
http://www.asp.net/web-api/overview/security/preventing-cross-site-request-forgery-csrf-attacks
http://www.asp.net/web-api/overview/security/preventing-cross-site-request-forgery-csrf-attacks

Server-08: 7R {t 3 F PIRERIZE 2 - B RA -
W
1. 40 GWLFTHMAE - »EALF T BRESGASE > BT Tk
BLE BB a‘.’gj‘ﬁ‘#‘r’v)‘!g °
2. /840~ Ao B A s 4] 0 Bide @ google reCAPTCHA -
3LRABEERT V8T 12BN LA A IR KA S FAF A KT EH

£ o

4, HRE AN IP S BRI RP IFEEEEFEREEET > > NP ERE > o
S5.{- 1 FEFHHEDH & RFEPFF {2 RB W(T?F%W BT EA -~ ES
6. F R E 7 B HiE s BB 0 5t HASH €75 > 3818 4+ 47 f2eh Salt o

X2EFEL S I NFRFFE

% 2A2NHmE L) N/A

% 2A2NmEH I N/A

FER* App AR FTXREF 2 N/A

AR App AR FTXHRRIAE IN/A

LRARFREEY IN/A

%% %k P N/A

Tq,‘
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Server-09: BiFGIRBFEZ LB > YF (B w R —“"/IP; PR BLY WAR F N iR pd
# (DDOS) I *& °

wp
B R ARPIIR N A KD S PR PIRE A 4 o 5 UE BB
Jﬁmé‘vl‘fzf‘;& 2 ATV A THE I PR B dTae 0 1 F M A 4 EC 5N FE BTIT

(DDOS) I *&
E2REL Y I NFRERE
% 242N/ N/A

% AL \‘E%jrzm N/A
FE T App AR FTXRHFE D N/A
fFE ™ App AR FT X WRIAE I N/A
LFPF L 84T  ENISA SSDG 5.5
%% %k P N/A
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Server-10: $% CPG-01~CPG-03 ¥ it TLS @R B8:% %
W
SSL & TLS /i &
- SSL(Secure Sockets Layer hf§ & )% > s 2 A2k R o 7 (Netscape)
%1994 e N F R e T T E > 2 BAFSR PF o 380 HTTPS $ %0 12 SSL 38 7 4
%o AEE SSL 1.0/SSL 2.9/SSL 3.0 - > 2006 & IETF #-SSL #&#& it » ¥ RFC
2246 > x-H AL TLS @@@?]/éﬁ—’é’ >3 (Transport Layer Security) > I Fig
PR 0 P A R E 2 HVR A S TLS 1.2 1 o

€ & | SSL SSL SSL TLS TLS TLS TLS

1.0 2.0 3.0 1.0 1.1 1.2 1.3

Ei>| NA 1995 | 1996 | 1999 | 2006 | 2008 | {F Z_

- TSSL/TLS { #7f#2,
. Tz 1024 =~ &4k, -
- EFRRIR B HHFFT T 4T NIST 23430 2013 2% » 24k & B Y 1024 =~ » fde
2048 =7 o F1 1024 A £ 4T T it §ARALfE 0 M 2048 A S G L TR €
fp P A (BcE NO)ARELR 0 T R E e
Fiz#* SSL 3.0, o
P /¥.2014 SSL 3.0 ¢1CVE- 2014-3566 A @ € F FALl7 % > 0 & % febii i
B% SSL3.0 #c* TLS 4 % 2o
FOpenSSL heartbleed bug,
- 0penSSL + B4t ® >t F 1 5+ > 3t 2014/4/08 f;m“ 1.0.1g i3 1 p* B EE o g B

WEH T BSSLETLS ¢ FRAIPEAEF MRS LB THRE 7R T#
?ﬁtfﬁ"

- B A T AT K AEhOpenSSL ARFUR A~ [ HATIR DG H o

-2 r R A 7 LA KA 0penSSL A2V A o

- dririr AR D T A4 openssl version

#2441 OpensSSL 1.0.2 22 Jan 2015
- Bk¥ 12048 A ~SHA2 B F 4 o

RESSLERNGERR

L4 #e ER %8 1)

H i 1~3 & | grhdmE £ in2
#% standard ssL (ov) REERYE RFRE
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https://zh.wikipedia.org/wiki/%E7%B6%B2%E6%99%AF
https://zh.wikipedia.org/wiki/%E7%B6%B2%E9%A0%81%E7%80%8F%E8%A6%BD%E5%99%A8
https://zh.wikipedia.org/wiki/%E7%B6%B2%E6%99%AF%E9%A0%98%E8%88%AA%E5%93%A1
https://zh.wikipedia.org/wiki/HTTPS
https://tools.ietf.org/html/rfc2246
https://tools.ietf.org/html/rfc2246

s w &1 %4 1)
fe it m 1~3 & (RBe 2 FfE R R
Deluxe SSL (OV) s x :

# %% Extended Validation |1~3# |®d&o@dk MEnsg %4 e

(EV) FHEVTH 2T BTG K

EV *<# ] : https://developer.apple.com( &34 P #/:2016/10/1)

~ Safari i {E{¥ FNEEL %1EE developer.apple.com = |
1 EFARMERNE - THEER hitps #3 Tdeveloper.apple.com ) MHEFHEKF

I‘ o REERRASBEY - '

TSymantec Corporation| E# 5] ldeveloperapple.com) £ Cupertino
California US) 29 TApple Inc.) FifH -

k=) VeriSign Class 3 Public Primary Certification Authority - G5
& Symantec Class 3 EV SSL CA - G3

L [ developerapple.com

developer.apple.com

F#B A Symantec Class 3 EV S5L CA - G3

BHEH © 2017473 F26H BHER AtIREEN) EET5500508
O NRRAEN

Cortifet

RSA fI#E (1.2.840.113548.1.1.1)

i

7 256 byte : 8B 98 5C FE BE D4 0A AB ...
65537

2048 bit

e~ B 5% RA

#4256 byte 1 7632 CF 1A 30 D3 29 54 ...

fer et https://www.owasp.org/ (AR 2016/10/1)

=) Go Daddy Root Certificate Authority - G2
| Go Daddy Secure Certificate Authority - G2

L . www.owasp.org

www.owasp.org

8 A . Go Daddy Secure Certificate Authority - G2

B[R : 2017E4A190 RS SAcaRAr M L F4831 5308
@ HBERERN

[ s

Domain Control Validated

L www.owasp.org

RSA fL#E (1.2.840.113542.1.1.1)

Fid

W 256 byte : AD35 29 10EB1BOBEA ...
B5537

2048 bit

hUEE ~ BEEE - H% - A

#4256 byte : BA 5201 D5 F7 6B 58 07 ...

H 4ot - https://ep.land.nat.gov.tw/ (&4 PF R ° 2016/10/1)
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https://developer.apple.com/
https://www.owasp.org/(查詢時間：2016/10/1)
https://ep.land.nat.gov.tw/(查詢時間：2016/10/1)

ep.land.nat.gov.tw

RN {THER

BIfEE © 201842 A16H BT A iMRn) CFo8E545408)
@ LB RENA

™

1TER

PR

HuEE
ep.and.nat.gov.tw
0000000010023770

iPhone e E+ 2 415 iz

BIERE ARSI S S
[Safari] #&£ERE epaper.hinet.net]
RIFBIGF 5 » %ﬁg’@%ﬁﬂﬂ#‘ﬂﬁ:ﬂ*%

BUH

Bl

i
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HUH BiE B1E B

ep.land.nat.gov.tw

FEEE
4 2018/2/16 L£%9:54:40

BEHAAEN

ZrREL P BRFF IR
RS T F -1 R

OpenSSL 1.01f( 7z M@ )ik 4

BB
AN
—HRBE
FFik

FHAREAR

ep.land.nat.gov.tw

0000000010023770

2048 AT W~ A - G HEA P A RRE

¢£ﬁﬁm$w:1%;mmm
OpenSSL 1.01g( 7 2 () "m%

2048 = (z )k > é‘-,é’ﬁ Vel 7 o

fFEE* App R AT ERH I N/A

ok App A& T HRIAR - N/A

LRRFRBSY IN/A
7 Kk I N/A
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Server-11: %% CPM-01~CPM-08 ® it § 3% ¥ L (Session Management) /R % 35 &
2o
wp
PP PR FSession T AR Y LI RIS o REPE G T AR o REFR
PROBE $ Rl St B ATeh® > 3T o Fr iR Session cookie thE B X i 2k AR
Session % > ¥ % o
PRz I CPM-01: {78 & * App 7 T CPG-02 TLS:# 4 » Z @ * %L R 5 128 =
A(F ) 2 A
ZX2RELHXY BFFFIREK
PE2ANBEO]
.NET 5 J& : SessionID 7% % 120 =~
ASP.NET :hSessionID #d 24 BF A4p+ » X BF A Hd [ Baflz> 4+ 055 F
32460 8 > F G i AgRE 2 75 &3 o i F 24%5=120 i~ A
DR ¥ SO TR
# /T SessionIDManager ‘@128 i~ ~2 SessionID
//
// ISessionIDManager.CreateSessionID
//
public string CreateSessionID(HttpContext context)
{
//Guid shig §_128 =~
return Guid.NewGuid().ToString();
¥
FER* App A AT X R I N/A
AT App R AT EHWRIAE I N/A
LRRFRESY IN/A
%3 Kk N/A
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Server-12:# * RR T [f 2 2B FPINFIH % 0 FET AR IINFBOp INT R
wR
PR R AL CHIRTF B o dog TR iy ek o
# LR R LR bR K2 e AR A BB TR P o
ZX2RFL Y I NFREFL
X RBAB/EG
ferba s 04 admin B B ek
#[4c : Open Cartg ¢ P & \admin
#[4c : osCommerce ¢ X P 4 catalog\admin
erbd s D ART KD BB
b|4c : Open Cart % £ P 4% \install
b4 © osCommerce % % P 4+ catalog\install
F 24250 N/A
fFE k™ App R & FT X R4 1 N/A
FE* App A FFTXHRIAE IN/A
LRARFREEY IN/A
%+ %k . post installation - osCommerce (%R :2016/10/1)
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https://library.oscommerce.com/Online&en&oscom_2_3&getting_started&post_installation

4, e i * App % 2 B #F 2 ik (SSDLC)

7=

%
R

2l >

T 2 EARF A FERRKRAE(R)NR, > E- BRERIFRE AL
¥ena g Js s f s A ABRE 2y B AR App &4
REIL K BF PRI E LR -

¢ . Google ~ facebook 4t R E B > 27 B F R e~ Aok
4 A 0 & At B g (Agile software development) - p#t>t 2t
A BRE 2% LA R FFRGEEERSE LR maﬁ?"pﬁi’t \
G PEL(GRE v F R Do ARG k) R L AT R - RR
Aop AR B PR s RS R R R ORNBRB IR E ﬁ’k
*%’*iaiﬁ%ﬁ%@ﬁﬂAmw%o

E

P BB ST EEHFRY App (hE 2 DEARE A T
Ad oo dvip App 2 D0 B AEHMT X4 &Y (Software
Development Lifecycle, SDLC)} % 2iFdch% 2 B4 2 &kl
(Secure Software Development Lifecycle, SSDLC) » % % SSDLC
2%y Cigital = @ éh Touchpoint ~ Microsoft 2 & i1 Security
Development Lifecycle(SDL)Z% B hirtd< >3+ 2% (OWASP)
Security Assurance Maturity Model(SAMM) - gt = 78 & & @ Vb 3§
Wttt 1> 245510 Cigital 2 @ Touchpoint h% 22 23 &

(E0|
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RISK-BASED CODE REVIEW
SECURITY REQUIREMENTS
© BECOR Ty wEaw PENETRATION TESTING
ABUSE /CASKS RISK ANALYSIS
RISK ANALYSIS SECURITY OPERATION

REQUIREMENT ARCHITECTURE TEST AND FEEDBACK FROM
AND USE CASES AND DESIGN KEAT ELARS TEST RESULTS THE FIELD

ZA B C www.cigital.com

Bl22 Cigital Touchpoint = 2%

N Fpu;?salfrb_g)\J N r??‘]

B e L T2 RIFE )~ TRPE
3R FHLE 23 47 2 P A

WEPFE 2 TR QR 0 A PEELA

L

.\.“.\

REHIE - EBREFR
EihEE « RIS
PHEE DmBHE EREEER - ERERREREARA

{ i

mras A 2
oA REE

- -

RERBEEET
RERHAE

|
WREARE

RIE A AR R
BERLEXEEX

BRI AR A-H E® > %4 Software Security Building Security
In > Gary McGraw,Cigital CTO (&P’ : 2016/10/1)

Rl23 % 2082 431
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http://searchsecurity.techtarget.com/opinion/Gary-McGraw-on-software-security-assurance-Build-it-in-build-it-right
http://searchsecurity.techtarget.com/opinion/Gary-McGraw-on-software-security-assurance-Build-it-in-build-it-right

et Bl E IR SSDLC @ 5L SDLC & Fff > W4 7 > T X 2iEH é‘i‘}“

R
G E R 4R KRG SSDLC T iRE R L AL gH B » 4okl § 0Bk

!

EFEHFFCEHAEFERE 2T REFTEBMA AL S ARG 0 F
g < tgrE BB 4F 5 & A (Total cost ownership, TCO) o i3k 7 144

\

Jo SSDLC @ 50 5 R ALEP% RIS + B iRFCHSE B KRR o A
#oAEEA O 27 L

LEHE

EHREFR

FUEE mEgEiEErS mRMEE - AR

G - . [EREREERE
-

APPZEE /

ZEABERET
o ZRAHGE

e SHIER '
=Fip:lE n
= BR *,///

\r R EREER

Sprint#1

Sprint#2

Sprint#3

Agile methodology * lﬁ,ﬁ%g?‘tiiﬂﬂ%ﬁ
- BEEENBEZ

Waterfall methodology

TR R h
%% Software Security Building Security In - Gary McGraw,Cigital CTO

& http://www.screenmedia.co.uk/blog/2014/08/what-is-agile-
development-a-brief-introduction/

Bl24 5T B 21 & B
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http://www.screenmedia.co.uk/blog/2014/08/what-is-agile-development-a-brief-introduction/
http://www.screenmedia.co.uk/blog/2014/08/what-is-agile-development-a-brief-introduction/

REFEF T uE BED(Sprint)hd N f 27 p &1 R4 KRBT LR
RO EFTAAALIKHEFEL > 1 EFZ A BE AT E TR v oS
o B PR RS AE S

=)

4.1. % 5§ FFE

bfFd e App B AT FABA2 0 Ak S BFE B LA TE B
BEARG T EERERE (FF A3 H2.122.2%8) FREFD
tE T AIRE

2% 2B PR o
DREHRT IR
OFEY = 3 API/ SV E
o = RANEE X 2 E
4.1.1. #F > % 2B 42

PmBEREA ] HRERPERF 2% E 2y BF AL T g
AR B FRHY BASDLCT R g R TR KARFF R
R 0 & 7R RE S RAAT/ R NIRRT S RIREL 2
REEY FEHEL B R SHESEFTLEY Trello~ Jira ¥ % %
zﬁ&ﬁ&é&’éiéﬁﬁﬁﬁﬁiﬁ%ﬁﬁﬁﬁﬁﬁﬁﬁ%°%4@
A B BT %4 4o Android 223k AL A inAe 0 SR LB 25 1o o
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Setup your
environment

Setup
Create a
Project

Write Add assets

Connect to a
Device or emulator

Build & Run

Customize your build

Debug

Iterate

Z# 4R Android Developer
B]25 Android Developer Workflow Basics
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4.1.2. 2B HF R IR

EREFRESRTR AL PREFRT VIO BETRE
Bs* App ¥ L E THFRNFTE I P RFEEL > F B Y

PEB O HiFHE
Y TR X >R P
Fir B AppEEAPM A B (2 3£ PM~IS~SA~SD PG %
QA) » F &3 PEL 1= b MFEF At D RE T E
BRAMEEZe 7 TR

SRR 0 ¢ 3 Aol b se ¥ G (Attack Surface) ~ %R
2HE(FF A3 % 2.3 88T App

TR GRI) -

oL 2R BE & FHEERIE = SQL FHEMITHE - kYA
gﬁﬁri’?}éﬁﬁﬁ’l%,ﬁ%g[@? o (9;@—2;/ j\:f%%] ’;’ 33—%’?@},@;}* App—;‘iﬁ'{?
B EFAR)

ok 2NGIARIE 0 ¢ 7 X 2RFEF L MREFNLRL R GITHESX
RRREDE o (FF AR E SR EFET App TERRIT AT)

o TEH T T L BATE 2 FI(FF Al H 2.1 ) o

oS RBATE ST Ap AR T ERP (BF A3 E 2.5 8) » AR
4

e
o

#eE Fogz SSDLC $H M % > 30 F]

¥

26 77
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4.2. B iR IR
EillRZER
(E:DEI

Rk

41 THRAEAENZERNERER

4.1.1.178EHR

4.1.2. HURH

413. NEE

4 14. B

415. 78&

BRS6EE | ZRRE | BREze |3 BEEE | BRIEZE
REEZE
S sp D 4121 BEHE | 4131 TBER
ARKIER NA | B A s Y
4122 BEHE | 4132 NEER
KA e
B:gs 4123 BRME 4141 ERES | 4151 FEER
B BT NA | 23 BRER suanEl | EARRERR
P 4142 BigER | AZERA
,ng;g@ T 1l 4152 178
CRREfFiR N/A 4125 gEKSE ERzEE
BA= B 4154 ERES
4126 BEME At
— Kl
D. RGPS BR N/A

ERPEAEME

4111178k
e
411.2.78ER
AT
4113. 1781
AR HRE
%R

N/A

N/A

N/A

4153 B3 E5|
mzz

AREBEEHY
TEERAEAZ
EREEXEA
ZEER - W7
FEAEASR
ki 2 Bl %
REERHAES
HEERRR
Bz ziEa
BRI - Y
REERIRARE
ZENLZEME
HEE . HAH
=hRAERE
B -

AHARR AR
W26 A F T App A A FTE R F 4 F HHFE R SSDLC ¥ M 1%

4.1.3. PlES

F’B»’ffkﬁﬁi\aécrrﬁv}@? Appﬁnb
mA g IQ%J

ﬁ@»ﬂ?

E g

- s
- =

LR

API/:& ;\“ E_

Bl AL 7

c BE B AR FZ S API/ S0V EE 2 REE 0

@@aﬁﬂﬁﬁzo

4.1.4. #*# > %

ARSI E B
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B J® App il B 4 5 % 2 RAARS B B o
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HH X ARG o
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b APPE X 2ER R ME DR

2.8 RIpE
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e
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ofFf ™ App LFF KA AFKNTHE 2RP o ww X HA A EFTHA
- Trapd

3 (PCI DSS) ~ #2117 2 éﬁﬁﬁﬁfﬁﬁ T REERT

rr\\

o7t App £ FF L} EFH RFFAESAME R LoB B R
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#} o MAIERAERER T App BE R K% 2 F K2 F TR L
P

4.2.3. TED K& * HEER T 25|

FE R EGDP RN REI NG RE AN P AR LA EORALT D
- THEERFF T PREERET REEST A > uT L & SDLC

% 4 (Requirements) : i¢ * % & (Use caseS)inﬂ'J%{% R 47 enlg
VY S A ST E R I B 3k EEL D] e

o/ 1723k 3+ (Analysis and Design) @ i * & G| 7 10 b = A 478 %
PR Y U ER Y Z e s eR TP R T A p R

RO A SRR TR ¢

o7 iT(Implementation) : F] 5 & * ﬁs- P B R A A R
nfmﬁ;\z%f CE AR FHTR RN FEBAENBNGTE - B
ivlfé’;’,T*z»f I A ST PN B = T
o p:E (Testing) @ ¥ M * & GlHcq)E = PIRE X blfopR 2R » &K
ARy uiEd fiEE - Br ki REEFRE 3‘@@7‘?‘]%)}%% T {2
R GLE N R 2 F ® Y R G| L BEL R 27 Yt o
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1. %% ;% SSDLC &2 Az s\ B %

FEEFALE & 4 B @ % Bk F ;% (Waterfall)SDLC <& &_i¢ * #g iuag
BB N s B e (Sprint) BARN S 2 R 0 2 ETF R AR
(iteration) o ST B & - A 4 L P ~ L3~ A PREDE 2
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® https://www.python.org/downloads (Z PR : 2016/10/1)
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