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String FILENAME = "hello_file";
String string = "hello world!";

FileOutputStream fos = openFileOutput(FILENAME, Context.MODE WORLD READABLE, );
fos.write(string.getBytes());
fos.close();
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FileOutputStream fos = openFileOutput(FILENAME, Context.MODE_PRIVATE);
fos.write(string.getBytes());
fos.close();


https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE
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- //% & * ACCOUNT_MANAGER 22 INTERNET 4#*2
<manifest ... >
<uses-permission android:name="android.permission.ACCOUNT_MANAGER" />
<uses-permission android:name="android.permission.INTERNET" />

</manifest>

//% ¥ CallBack

AccountManager am = AccountManager.get(this);
Bundle options = new Bundle();

am. getAuthToken(

myAccount_, // Account retrieved using getAccountsByType()

"Manage your tasks", // Auth scope

options, // Authenticator-specific options

this, // Your activity

new OnTokenAcquired(), // Callback called when a token is successfully acquired
new Handler(new OnError())); // Callback called if an error occurs

e private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override
public void run(AccountManagerFuture<Bundle> result) {

Intent launch = (Intent) result.getResult().get(AccountManager.KEY_INTENT);
if (launch != null) {

startActivityForResult(launch, 0);

return;

}

}

//E P~ token

private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override
public void run(AccountManagerFuture<Bundle> result) {

// Get the result of the operation from the AccountManagerFuture.
Bundle bundle = result.getResult();

// The token is a named value in the bundle. The name of the value
// is stored in the constant AccountManager.KEY_AUTHTOKEN.
token = bundle.getString(AccountManager.KEY_AUTHTOKEN) ;

}
}
/ /¥ 7" OAuth2 PRF%
URL url = new URL("https://www.googleapis.com/tasks/vl/users/@me/lists?key=" +
your_api_key);
URLConnection conn = (HttpURLConnection) url.openConnection();
conn.addRequestProperty("client_id", your client id);
conn.addRequestProperty("client_secret", your client secret);
conn.setRequestProperty("Authorization", "OAuth " + token);
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¥ 2 A Activity pAc b T - B2 ki s local-session-timeout
@0verride public boolean dispatchTouchEvent(MotionEvent ev) {
lastActivity = new Date().getTime(); //B-{#F & féd (Fenpr i
return super.dispatchTouchEvent(ev);
}
@Override public void onResume() {
long now = new Date().getTime();
if (now - lastActivity > 300000) { /BT L AR p B
// startActivity and force logon } 3}
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URL url = new URL ( "https://wikipedia.org" );

= URLConnection urlConnection = url . openConnection ();

InputStream in = urlConnection . getInputStream ();

- copylInputStreamToOutputStream ( in , System . out );

dod 58 E WK LHTTP % » # 11z * HttpsURLConnection & & 5 4] 3 ;

HttpURLConnection

public class KeyPinStore {

private static KeyPinStore instance = null;
private SSLContext sslContext = SSLContext.getInstance("TLS");

public static synchronized KeyPinStore getInstance() throws CertificateException,

IOException, KeyStoreException, NoSuchAlgorithmException, KeyManagementException{

}

if (instance == null){
instance = new KeyPinStore();

}

return instance;
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private KeyPinStore() throws CertificateException, IOException, KeyStoreException,
NoSuchAlgorithmException, KeyManagementException{

// Load CAs from an InputStream

// (could be from a resource or ByteArrayInputStream or ...)
CertificateFactory cf = CertificateFactory.getInstance("X.509");
// randomCA.crt should be in the Assets directory

InputStream calnput = new

BufferedInputStream(MainActivity.context.getAssets().open("randomCA.crt"));

Certificate ca;
try {

ca = cf.generateCertificate(calnput);

System.out.println("ca=" + ((X509Certificate) ca).getSubjectDN());
} finally {

calnput.close();

}

// Create a KeyStore containing our trusted CAs

String keyStoreType = KeyStore.getDefaultType();
KeyStore keyStore = KeyStore.getInstance(keyStoreType);
keyStore.load(null, null);
keyStore.setCertificateEntry("ca", ca);

// Create a TrustManager that trusts the CAs in our KeyStore
String tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm();

4


https://developer.android.com/reference/java/net/HttpURLConnection.html
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TrustManagerFactory tmf = TrustManagerFactory.getInstance (tmfAlgorithm);
tmf.init(keyStore);

// Create an SSLContext that uses our TrustManager
// SSLContext context = SSLContext.getInstance("TLS");
sslContext.init(null, tmf.getTrustManagers(), null);

}

public SSLContext getContext(){
return sslContext;

}
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SQL 3% B i ¥+ sV 12 3 iy » 8 i Ae &
tring commandString = "INSERT INTO mytable (idno, name) VALUES

+userInputIdno+",'"+userInputName+ ;
try {

mSampleDB.execSQL(commandString);
}catch (SQLException e) {
} finally {
sqlStmt.close();

}

% 242554 § ] (Android : IEE])
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String commandString = "INSERT INTO mytable (idno, name) VALUES (?, ?)";
//® % %Bci- ehSQLiteStatement ! f# - SQL Injection
SQLiteStatement sqlStmt = mSampleDB.compileStatement(commandString);
sqlStmt.bindString(1, userInputIdno);
sqlStmt.bindString(2, userInputName);
try {
sqlStmt.executelnsert();
}catch (SQLException e) {
} finally {
sqlStmt.close();

}
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@ % 3B etk XML
xmlstr = "<username>" + "foo<" + "</username>";

% 242554 § o] (Android ; [EVE])
libxml_disable_entity_loader(true);

DF Y20 ¥ U AR SScrver INET Cit)

@ % it fazE XML
XmlNode node = doc.CreateNode("username");
node.Value = "foo<";
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Intent intent = new Intent();

intent.putExtra("RESULT", "Sensitive Info");

startActivity(intent);

% 24254 § o) (LEE])
% @ % Intent k @EFALY Activity, = a#FFRE > R * P2y e Class
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[/ 2 dg et intent chsEn] 0 EF L H U AR FE BT 0 s AR A
Intent intent = new Intent(this, LoginActivity.class);
intent.putExtra("RESULT", "Not Sensitive Info");
startActivity(intent);
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TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {

String urlstr = getIntent().getStringExtra("WEBPAGE_URL");

URL url = new URL(urlstr);

isr = new InputStreamReader(url.openConnection().getInputStream());

/]33 et g ok filer/ /. " AN de BRI T o A AR EARE L T RPN F A
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while ((read=isr.read(text)) != -1) {
tv.append(new String(text, @, read));

} catch (MalformedURLException e) { ...

% 2420 7% § o) (LENED)

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
[/4 P rE¥s A F % E_# * http & https protocol, 4% £0|Z 4 &%
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {
throw new MalformedURLException("invalid protocol");
}

isr = new InputStreamReader(url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {

tv.append(new String(text, 0, read));
}

} catch (MalformedURLException e) { ..
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telnet www.----- .com.tw 80

HTTP/1.0 200 OK

Date: Sat, 30 Jul 2016 ©5:52:56 GMT]

P3P: policyref="http://info. .com/w3c/p3p.xml", ... Cache-Control: max-age=3600, public
Vary: Accept-Encoding]

Content-Type: text/html; charset=UTF-8
Server: ATS
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<?xml version="1.0" encoding="UTF-8"?>

<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="HTTP to HTTPS redirect" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}"
redirectType="Permanent" />
</rule>
</rules>
<outboundRules>
<rule name="Add Strict-Transport-Security when HTTPS" enabled="true">
<match serverVariable="RESPONSE_Strict_Transport_Security"
pattern=".*" />
<conditions>
<add input="{HTTPS}" pattern="on" ignoreCase="true" />
</conditions>
<action type="Rewrite" value="max-age=31536000" />
</rule>
</outboundRules>
</rewrite>
</system.webServer>
</configuration>
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