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KM ERESE(D) -CPD-01

SRR EHRETERBRITHRRAppREE - BIE XN ASEEREER(BIINER - BEAER -

=Ry Pa

CPD-01 5k
%) RTEEAAppFRERTENBAZSEX  CHER2UTR -

ﬂﬁﬁ% M ER A IER H
BmEEEAER SRS

. L%%%Tﬁ%hﬁﬁ@ﬁ%Nm ZHEBERE  MAERDETHERRE

RIRTRERUESR -
= BAERRESE - BENFAEEERITE ZEEFRERREIRE -

AESHREESE ANEAERBI—E LB BHBLUOERNREEE S S ANE
BEERER - HEFAHZHE e - HREH - RESEAHCHEENEAER AR
H - BEAZBE NEIZARREEAZEAABAERBBAERKE - EERBJUEE

EEEEE  NREZFDPEEEEFELBAFLFREAHNESARBZRE -

= TEIRAAppERLEBRLAFINMABERT oERIFREMEREAEREANRNBURERZER -
RLLERETK - HEFADNT / RETABE— TR L ERBARESEL -

EEESeE; EREH
Rz EE6 | N/A EE A | N/A
FEEAAPDEA | 4121 FEREBAPPE | N/A
IR FETIRAEE
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SR B A R (E)-CPE-03

CPE-03 AMEEIFAREERERE - ﬁ?ﬁ}JT%AppTTﬁQﬂ@ﬂﬁ%%é‘ﬂﬁ@ﬁ% - BIRTEE A R
Wrhacik - B ERFZHIEENERRTR -

fa/E"FfH}JB?_JZﬂQESUE%% EEANER

ERERRTTEEAAppREABRREFHEENANRERZ SEREIUTIREES LR Vfé

1 RIRERISTRMEITEYE - MREFZRENEREZER - EMREEREESAER -

rarCek - RN E RIS REGMERITS - 522CPD-05KCPD- O6;ﬁ@2ﬁ1§ﬁﬁ%ﬂﬁﬁ’]ﬁﬁ

BRE -

CPD-06:fE#kCPD-03E 1F1TEN B HApp R ENEL
RMERER  AEZRABEREAVEHRK

CPD-05: %xtﬁiﬁé@'f&“ﬁ?ﬁ%@%fﬁﬁﬁﬁ%lﬁ%ﬁ

BREEIR  RAERZEERHIRQ)ZE
MERERS RS HERE IS EERIRTT

HEHAppE REFREFRMERIEE -

Q)EHEE frﬁ)ﬁhﬁ?“%ﬁLHU(B)i‘EEﬁE&E%E‘?
FER  FEHEZEBTHRE -

FAEE Ean B FA 3 EEPEER
A2 BEAE | N/A ZxEEEHG | SERARBER
THEAAppER |4.1.22 TEIERAPPE | N/A
BEXE RELZEAEAE
iOSEREHE -9




BT EmHeE 17 (F)-CPF-01

CPF-01 T8I FEFApp I R E R FER M ERNZKCPD-02R AN EEZEAEXBIENTHERER
IN HH

= TEEAAppUIRERT" SURMER" 2ECPA-0LIKTEIEAAppRER TR ME RN Google
Play K App Store X 1TENEFHAppRIBERAEE SR P =R -

CPA-01 ‘ B E R (Sensitive Data)

INTTBNR R B R S R A ISk EAE TR THADD ZIB(E  BUNEEITE
ANSEREEARIRRBES  2EREWE BERN Z&R  TZAR I DRELHE
SIARGTRZGMEER - TB%  BzemEsrE - QEEFRIEAR - BOE
ERRRESRRAE SIS mm% B0 BEE - WIS HIBAE

FE - Weafcix K -

FHEE £ nn i@ HA R ETPEER

e mas | N/A Zr e manl | N/A
TEEFAAPPEA |4.1.2.3 TEERAPPE | 41231
BT AEZHHES
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UK B mHeE 17 (F)-CPF-08

CPF-08 F X R AR B FRIBURIIEE R - ﬁﬂlrt%fﬁ?a,iiaéﬁ%ﬁ’] =M EAFTERIR—ESELEE
sEhlBREVERR —EMEMAM O ZESH/BEN -

. Eﬁ@]ﬁﬂ%AppﬁﬁﬁHv FTRENERAEI N EREEERNMREEECRRETY - UHBREREHRFN AR
2% MREcOEEER -

= FAndroid ERABERAENEHAEREFEEELRERET  SHZENARERZE -

= SF—HH - HESEPNERE - 2 2BLAZRFTEHT - WHByte ArrayW A IFEE - LB 5K
BIR - MEABRZE  EZEEZBIRAER  BETEE W ARSI ESIEIUL -

BT PR B
Rz EE6l | N/A R AREh | CERLEE
FEIEAAPDES | 4123 FEREBAPPE | N/A
IR AL TR
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CPF-17 T8I EFApp AR R ERENR TS HERY - EERBEMEREEYE - FEASHITLUER
BEEENSHE  RERTNRZZER  ERRXNEELY  BIENERSNNT - fIINFES
BIIED - B ETNE -

= TEIOSHITENERAppT - HEAREANRERREERLEER FEX A EMplist>3X 4 - Bt -
AndroidIFAE B EERBAppHREBEFERZNESHEFXMLI 4 SQLite ER ERE - FBRAZNE
W o] PIFEEN S & 2 o] FHroot#E R ETTIE X -

= EOTHER NMEOBERERERIEN - B—MUHEENBBECEEIOS plistXHWEARAER -
HEBVAERG  HEBUOOHAESESTNERRERN - M HNEEFTEZEEEZIHRBRNIREE -
PEBNEREXERNBTIHEE - AEGHNEEZHFEREMXEPESEOIZBIMANERTE - FRIELE
TNE - BENIBE RN - FHRAFEAZRENZENERRE  ENBAABENRENH - HZRIHRE#
—{E 228 -

A 28 4 An 2 HA FHEEEEPEER

Az ENEE | SZEHABES ZEENEHS | EERRES
TEIERAppER |41.23 TEIERAppE | N/A

BEL RS REZHRIEE
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CPG-01 {78/ FIApp B#ISUE 14 1 121 10 B a0 2 12 2 RS ATLS LB P55 - 4 EBIm IS
R RSB -

- Hi#WebEFIHEHTTP/27ISPDY L R IBSSL - RZIETLS -

= GoogleFrBAHRBINMEZRZEMTLS - MINREEZSGoogleRI—LEINEE - REEFEMTLS -
= PCIDSS/E#SSLE2016F6H30H 2B AQHEEEH -

~ C
Applef§#E201741 o
Jﬂpﬁgﬁwﬁﬁios App Androndi?ﬁ’fﬁﬁTLS

miF - EEAREA
E@mARENEE
RENA LS

FSATEFATS(App
Transport Security,
XIETLS v12) - &%

i0S-04 - =HRERBR
ST okl AR AT PEER
A=A | N/A ZEEIEEH | N/A
SHMMBAPPEAR 4123 =B AAPE | 41231
B E RE LR FE A
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EHEBE G 7R R %E(L)-CPL-01

CPL-O1 TEIEFlApp Rkt EFE = B o RsE nl - WIkEREE 2 EE - ISR ERBIERE
ABETFHL -

- HBEFAEFL "EHRERRE. XK "&/NER) REELZERA -

= TFAppETEEIER L "1 n"Jz%Uﬁﬁﬁ%% 7.~ "2EFERAERBE(EREREINEER) ) & T3EE
R, - ﬁﬁb&ﬁﬁﬁ%%ﬁ?ﬂ%ﬁ%ﬁ%ﬂFﬂ%AppHQﬁﬁ!ﬂ@'f@iﬁﬂ%ﬁﬁﬁ@%x%ﬁ

= TEERAppt KARBABRBRERKERTK RTBEEFEEB RS -

%EﬁéﬂfﬁﬁApp%ﬁEﬁE’éEﬁ = RE (Fayiil
TENE SR EREPING . DRSE / B2HE
TEBESRENEEYMEEEA - UE - B8 - BAY - BEERBEFH
EilmAR#E0:8 : AppleID ~ Google ID - Microsoft Live ID - PKI
R - OAuth 2.0 - SRERRE
AppEL%Aﬁ%ﬁEﬂEﬁ . YIS

1EZEE57058 - Microsoft AD ~ Novell LDAP
RITERPERANRREESHIS0AUth 2.0 - fEAHZETILIERAGoogle ~ Facebook KWindows Live -

EEEETEL: REER
e Eanl | N/A e RARal | ZERhaE
TEEMAPPEL | 4141 FEERApPE | 41411
EEIRE AEZIRAEE |414.12

iOSnR uTEﬂv’%


http://oauth.net/2/

EHE B woRe IR % (L)-CPL-04

CPL-04 ﬂ%&?ﬁ%ﬂfﬁﬁAppﬂpﬁT ERREIDIEREREZES D EHGEREAE—ER - BEIRIENE
BIEREERE @ REIDOFAZERRENEMAE -

» WHONMEERFBREHE—IEEHE  EREBERERAAENEERERANRER  FAEBEEFERILLE
N EEAPPRYEZH A -

= (OSES 'EEUth tERAIBECHIRE  EXBELNMAREENEES  BEeR%ZE EI—;'HW%EI’\J}%
B MENE—R - RO ER - BERLEREE—4 - R EFESZER®R

=  AndroidE% 'ﬁ&ﬂfTLXHYHSIMcardEI’JﬂE T 151737FLE#£$5%1§%57%ME§§M I%QD% &
T“E/ﬁﬁSIMcard IBWIFi - I\ LBV E—S - 39MNSIM cardi9E—REZIMSI - o] BEE 415

kR T -
EEETEE] BREER
Rz BEam | N/A R Anahl | CERLEE
FEIEAPDEA | 4141 FERAApPE | N/A
EERE AETREE
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CPM-03 1TENE FApp B AR AR EE RN - BREIFEBRR KM (Session time-out)#Hl -

» HARTEHEERERREERIAME  THHNEBEEOUSEMNA—EEAREIVREIRNERER - MITR55K
MRRBEPIBEENIRS - LEHERTHRZENERRER - 2FTHERApp - EEARBTETRRS
rTE - DIIRLEt -

FHEE £ nn @ HA FEEPEER

AZ2ZEEA | N/A ZxieIHHA | 2EHAEE
TEEFAAPPEA |4.142 TEERAPDPE | 4142.1(3)
B RE AKEZAERE
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CPM-05 178l B FZ TV B R F/RFE #BE (Certificate Pinning) 5 TUkRsE W i (R B AR 2 G iz R 1TENEFAE
R ASFIERE

» EERKFEEREBERILBE—ECVE(Common Vulnerabilities and Exposures)i&@ifa - J&/iE 4w 5k 4
CVE-2014-6693 - CVEmAHSaL - RA1TEIRAHApp:R B BEEx.50989CA(Certificate Authority)
B BREODELSHIHARE  DUBEIEREHRUEE -

= FHEABEFERREHE Certificate Pinning) AR - EREEHWEERTERTREFRLEN
FApp#E - IEERFEDomainm REEE R ERRE - FRZE#EITSSL HandshakeWEE 2 - FBEEAR=R
HREEITELE -

EEEETEL: REER

e Eanl | N/A e RARal | ZERhaE
FTEEMAPPEL | 4142 FEEEAPPE | 414.220)
EEIRE FETIRREE
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fheEem B R TASER 2 Bl Z 2R (N)-CPN-07

CPN-07 1781 FEF App FE &t % & RN B 21 B 23 70 (F 30 ARR LE B AR BN 5

. |FrameZFﬁHTuHﬁWeb/WAPiHHEE’JEHHM\AppI ETEROS - EERABERAAS R
(Wrapper)zﬂﬁﬁﬁﬂﬁ@ﬁ EENIHINEE -

= BEHEENREFANAILRT  FRBNENSREREESRRNBETFRLNEREE - 5
FWiFrameNEFZEHNEFHREAEHERRRER  HECRREHREZ EMNS @A BAUNBEHILE
L5 (Cross-Site Scripting - & &8 RXSS)E4 - HQHx%ﬁ"é“@E MAIEFHIE - ERIEBEEREZHRA
IV - ERBE—RERAZENNESBEARMNTRIANER - IUEEREAMIE FRBERINIT
s H At INRE VIR S 2R AR 3% -

FH 8% 2 an B EEENEER

AZ2EABIAE | N/A xRS | SEHTAER
TEIERAppER | 4151 TEIEFAPPE | N/A
BZEE AELIRRHELE
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TEIEREN T2 14 (0)-CPO-03

CPO-03 TT8ERHAppBAERER AL LEFE ZIBINEME - WEHIIRFIFRIESEA - REH - —
EUFBESER - EREATERZO IR A TESHEIEN -

- WEETHEEERREEE RIS  PEOREERREIRIE  LEERRANEE  BRELIEE
HEREVERE - B—5H - EFHRIBApp IR - thBE/SServerls i iR W EEL AR -

- BTHLEIANE  EEENAREER  LURERTENSHServer T %2 -

- REERNEESEE

BN VREE (R EAR B s gk 22 YIS B1E - DIRE(E

R = R =

F e84 an B HA FEEEIFMEER

A2 BB | N/A ZEIENEES | SEHARBEE
TEIERAppEXR |4.152 TTEIERAppE | N/A

EZ RS REZHAEE
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158 =8 A &2RE (Q)-CPQ-01

CPQ 01 ﬁE}JF_ﬁﬁAppF%‘T’E%E’éﬁ%%EﬁA?%ﬁ*ﬁﬂ%U&EEZEﬁE'& iR AN ERE
818 « BEERNMN BEFAKEESE -

= BERRERAEAEENERNT AW ENMNEE  SoEEREREREARIFIE(EES
WHF)WE - ZFE&E(Buffer Overflow) & EIEKEE(SQL Injection)s - EiOSH - LTJ//UES
Zih#E @B EUlTextFieldDelegatey /5 T TRAEE -

= BFEESHNWebERREIMALZIEHIHS - FBRICEPIHIFAEWMABNERA&ACE - M
E%)iﬁﬂ“#ﬁ’]%ﬁwﬁ—i)ﬁﬂ R#E L ABBRBBENCERAENNERERSERA  BEARENEES
SHWA - MASREENNPIBENERZERAREI -

EEEETEL: REER
e Eanl | N/A e RARal | ZERhaE
TEEMAPPEL | 4154 FEEEAPPE | 4154.1(1)
EEIRE AEEHAUEE | 4154102
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& = i A 525 (Q)-CPQ-02

L

CPQ-02 TTEIERAppREREEAEBA - ARBIREAREMEEBAZER - FhlEEBuffer
overflow/underflowi& i 22 M70E -

St

7T

» EARERNRFTRFEEREEHERZUINAEA - £C - Objective-CEIC++ERIFTHHES (Stack)%ﬂi&
%(heap) ZE AN EZERR - sRIRS ERIFE 2 #EBbuffer overflow protection(Z& &&=
fUfrE/LBEUEEMEMD) BHZ EQETEEZ%B = i & 8 A B LEbuffer overflowaunderflow - 18
=C ~ Objective-CHJ - FC++RIFLLINAE

= BERODIBELTNHRR  BIENEBASEEMERTR

v ERECRE®ER - L 0" BERAENEFE v ERAENTEEFTHERGBNERGE(data

EZEFRAANTESR" 0"  RBETABEER - structure)iF - FANEBREFTE AN FE TEaNSTEL -

v RERERLEENLNEE - v B IECEB(CFStringRef#)#F ~ NSString#1 -

v BWIYECE (allocation) 3 #a1E(initialization) YL CFDataRef## - REIFEEE)BHRCFE - B=EEH
Z(Bl@AuthorizationCopyRights) L B - AZE(&E EERARENEIAME - MRENEELR . FENGE
FAHEZRE  EREBEJEZRENER - HIREWNCFENRE  SZ2BEHTBAETT T

v {ROILUERA "read s REMIBLIAYZ DY (Null) »

(System call) - DIFERER LFBHRERE - M v HRESEFRENTEEF  URENELERER -
A E2ER—EFERINEE (constant) - NNR#MTTZH BYOREERENCFENRE @ SiEWEHETERZE
AT ZPCEEAZTRINERNEE - HE1S ZI5(Null) -
#iTRR(fail) v REEEREDSHLEEERE NS EHE NS E
v BBREZE(nteger)MoverflowHunderflow -
EEeTL REEER —
AL ZENHEHH | SEHRES ZxE G | SEHRER
e RMAPPES | 4154 AEERAPPE | N/A
BEL R REZWAEE
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e A
£ A& A RS (Q)-CPQ-03
CPQ-03 fTElfEFHAppiR M fEAEWM AER =] LIZ81{E(Query parameterization) -
= HRSQLMT - ERUSEIRAFEHS  BARKFTARRNE AL ME - WEMAHTH

REZBUSEBMATLTN - F2R " THEHAppZ G5 ) ZCPQ-03BAMBEAIF/R - 21T

Z2iEaE REIRASNSEEES -
EERABVENER N GWebFREAB N IR 2EWebEREANTEZUER EEHNREER

SQLUE AKE -

EEETTEL: AT
e Eanl | N/A ARl | ZERhaE
TEEMAPPEA | 4154 FERAApPE | N/A
EERE AT
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& =& i A 525 (Q)-CPQ-05

CPQ-05 TTEERAppBEF BB EAZWMA K EKEHEAERFTZEHSQL injectionZF & -

» ARSQLSS - EWNUSEIRAFEAS  BIERF I IIERENE  EBALZE RO - WEANAITH

BHZWEUSEwMALT -
= RCPQ-03tzRARMERBARR AT : EHQuery parameterization -

B 28 an i HE FREEREER

AL IR MM | SEFRER ZERAIEHA | SEZEEBAEE
TEERAppEA | 4154 TEREAAPPE | 4.1.5.4.2(1)
BELZIRE RE Lo HI B
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= &AM (Q)-CPQ-08
CPQ-08 TTEIERAppBEF B R EAZWAKERSEREAERFZHEHXMLInjectionZF &5 -

SH

= XMUEAWEZEZEZEAMESOAPIRFiaAZSEFS - HREHXMLUGEEIAZTEXMURE - BF —
(B INBXMUE AR EFEHREIRIFVATT - RBSEATHERE - MOTESELZZMEE -
= HRXMLRVER - £ FEXMLERRE - 11785 RSB ZE(SQL Injection) RV EIE 75 UMM 4 Y

ARE - SERXMLOTEINBEE R ET IR - AIZIXML External Entity (XXE) -

EEETTEL: AT
recRaBhl | SERAas ARl | ZERhaE
TEEMAPPEA | 4154 FEREEAPPE | 41542(1)
EERE AT
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105-01

i0S-01 ZEFFAKeychainfEEF 2 (Use the Keychain carefully) -

= SREENRBENZEY  IOSTEERFRM 7 BELE (Keychain)THEE - AME—LEIBR T - Keychaint] g

BRI BEEWEREE -

- FERICS 7L EMMRAR - EREBE - AEREFIEIAMEN TunestE ) - Keychainfh A ol BEWK K A% -
HAZiTunesBEN WA - iIOSEEH #HKeychainZE TR - FIERTIREBEE = A MUABEHBHDHNW
MIZZHE - BBEEKeychainFh B DI BEER 72 R Z -

- LESh - Keychainfe BT (jailbreak) st e £ - EFIEE N oJgEE RN - TBEEMBIFRK L - £
RERRERE O sEFEE R EE N WKeychain AR - THRIBLARS R 2 HEBootrom miEd(Bootrom
exploit) WERE(BIHNiPhoned) - IEZE O LIFEERE B F UMM BEKeychain -

= EAFERAKeychainf@FERE - 3 ABREAREBSIMERARI(o]£2ZkSecAttrAccessibleE ) - MA

ERZEER(class) TEAEB X EZApp A SHEFRIBE - Al - ERNERAENTAZRTRE=

(background)# 1789 - o] FIkSecAttrAccessibleWhenUnlockeds

kSecAttrAccessibleWhenUnlockedThisDeviceOnly -

= EZEEHITunestEmiEKeychainl®) - ol LUER " ThisDeviceOnly 5 RELRAN -

= HRSESEMNER - OZREFERKeychainfiiR IS —EELZZHRERS - BIEAEINBRINERKS -
BINTEEAERREZNR - FREZH A BTN (passphrase) IETRE - WEERFEEZIKeychaingl - B
BB IT RS HERETINEG -

il s FREMBMRZE - SRR - AIEDEREMEESRER -

EEETTEL: AT
e Eanl | N/A ARl | ZERhaE
TEEMAPPEA | 4123 FERAApPE | N/A
EERE AT
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10S-02

I0S-02 RIREHRHERAMUBE L NEEFRIERZASA - THREHAppEHAPIR ESRAREEHES
FZE/HE RERINBE(Snapshots)S ABE A TNER -

= ATRMHERELMWAPPEIE - iIOSEEEHEBEVIESEREREERIRE - MEARBERE
ME—EERNK - KFogEfTELE2[E - B MRESNRER - RESYRBETEERE @ dREE
ERBUBUZEZNEEA

FA3g 4 anE ER FEEEIFEE

A2 ENEEAE | N/A ZEEEES | SEEARER
TEIERAppEAR |4.1.23 TEIERAppE | N/A
BEZRE REZHAIEE
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10S-03

i0S-03 BRI B &S| FET #1( Automatic Reference Counting ,ARC) - R ECRIEHSEMESE -

= BESIHFTR(ARCO)ZE—ERIBREEERAM - HFE/AITHSENEE  MAEXRHERZENSIH
TR - IETNAEEIOS S5t - (Bt st EREBTEER “‘“*%%EQ miE—F - EHSWItFESHF -
B R BLEEAS  IIS R ZETEMARCIER -

= [ARAARC] : EABAARCHESR @ iLREFHFETEM -

=  [RUAARC] : EXRIAHARCE @ oJEZRmESE - LUt REREE-ARIHARC

= SRFEIEARAFEClass73)% : EEZ->Build Phases >Compile Sourcesz& &

Compiler Flagsi&N[-fno-obj-arc]
[E] o General Capabilities Resource Tags Info Build Settings Bulld Phases Build Ru}

b Target Dependencies (0 items)

¥ Compile Sources (63 items)

¢! prng.c ...in CoreTest/Zip/MiniZip/aes -fno-objc-arc

EEESpEL EEEENE

AL BRG] | SEHTER LERAMBY] | SEMITEE
TEIERAppEAR | 4151 TEIERAppE | N/A
BZE AE LI ELE
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105-04

i0S-03 BYFApp Transport Security(ATS)zRE -

= RHEAppABEEKR - #i0S 9.0/ % - BMMEARENERELE(ATS)NLEINEE - WHEREA - &5
RENAPPI BB RBIRTE - GRIEENFAFERSFHTTPSHABREIR -

= AppleEH2017FFHR - FIBAppHEREENERMAHTTIPSA BELZR - FBILEKIES FHHITE
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