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SECURITY HOLE EXAMPLES IN
ANDROID APPS :

1. Facebook
2. WhatsApp
3. Evernote
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Stop DNS Attacks for ISPs 4

[ nominum_com/stop-amplification > Q v on‘leveertr)l(a:;lsqt
DNS Amplification Attacks Demand New Prevention Tools For Protection

ALIEN VAULT

es ) How to Detect SQL Injection
Vulnerability in Facebook app allows hackers to steal | and XSS Attacks Using

access tokens and hijack accounts SIEME = =iction

2013 & Ml Bumar WATCH IT NOW »

k] Tuesday, October 2

CARRY ON

by Bruce Schneier
WILEY

Popular Stories

3 Hacking Cable TV Networks to

= E};E Broadcast Your Own Video
p = Channel

i) ‘ Registry Hack: Get Windows XP
3 Security Updates until 2019
y up
There are more than 100 Million users who are using Facebook mobile app. Facebook has fixed multiple ndows”
=

critical vulnerabilities in its Android based applications that allows hackers to steal access tokens and

hijack accounts. @ a FBI Arrests 100 Hackers linked
~um 10 Blackshades Malware

Eaqyptian security researcher Mohamed Ramadan, Security researcher with Attack Secure, has who
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WhatsApp

Hole In WhatsApp For Android Lets Hackers Steal Your

Conversations

Jordan Crook (@jordanrcrook

N4 oF Tweet || 555 ﬂsnare 152 | W

As part of what is predominantly an
Android security issue, a CTO and
consultant has discovered a vulnerability in
WhatsApp encryption that could allow
another app to access and read all of a
user’s chat conversations within it.

Bas Bosschert, the CTO at DoubleThink, has posted his own method for accessing WhatsApp
chats, and confirms that the vulnerability still exists after yesterday’s big Android update.

Here's how it works:

WhatsApp for Android stores conversations on the phone's 5D card, which is accessible by
many other apps on the phone as long as the user gives those apps the permissions they
ask for (many apps ask for full access to the phone). This is an infrastructure issue for
Android more than a gaping security flaw on the part of WhatsApp.

From there, a malicious app could access the WhatsApp conversation database. Savvy users
will note that this is hardly a hack but more of a problem with Android's data sandboxing
system.

Bosschert built a companion app to test it out, and used a cute loading screen to distract
the user while the database files were being uploaded.

In recent releases, WhatsApp has begun encrypting the database to the point where it can
not be opened by SQLite, but Bosschert reports that he can decrypt the database with his
own Python script.

A step-by-step guide to the hack can be found here.

Facebook will surely be improving WhatsApp security in the next few months following the
$19 billion acquisition. But this brings up, yet again, lingering questions about Android
infrastructure.
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CrunchBase
WhatsApp
FOUNDED TOTAL FUNDING
2009 %58.3M
OVERVIEW

WhatsApp Messenger is a cross-platform mobile
messaging app which allows you to exchange
messages without having to pay for SM5.
WhatsApp Messenger is available for iPhone,
BlackBerry, Android and Mokia and yes, those
phones can all message each other! Because
WhatsApp Messenger uses the same internet data
plan that you use for email and web browsing,
there is no cost to message and stay in touch ...

FOUNDERS
Jan Koum, Brian Acton

WEBSITE
Nttp://www.whatsapp.com

Full profile for WhatsApp




Evernote
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BugTraq

Back to list | Post reply

v [CVE-2013-5116] Evernote Android Insecure Password Change (one-click setup) Dec 12 2013 08:28AM
mailing lists (lists c22 cc)

Evernote Android Insecure Password Change (one-click setup)

Product: Evernote (Android)

Project Homepage: evernote.com

Internal Advisory ID: c22-2013-05

Vulnerable Version(s): Android version 5.5.0 (and prior)
Tested Version: Android 5.x (Android 4.2/4.3)

Vendor Notification: Aug 13, 2013

Public Disclosure: December 07, 2013

Vulnerability Type: Authentication Bypass Issues [CWE-592]
CVE Reference: CVE-2013-5116

Issue Severnty: Important impact

CVSSv2 Base Score: 6.6 (AV:L/AC:L/AU:N/C:C/T:C/A:N)
Discovery: Chris John Riley ( http://blog.c22.cc )

Advisory Details:

Effected versions of Evernote on the Android platform allow

for users with limited access via the ADB (Android Debug Bridge)
interface of an Android device (USB debugging enabled, no root access
required) to perform backup and restore of applications and application
data. The ADB backup functionality requires an Android device running
the Ice-Cream Sandwich version of Android (4.x) or above.

Evernote on Android allows for a "one-click setup” mode of installation
where the user setting up Evernote on the Android device does not have




In Taiwan, a penalty of TWD$500-20,000 for leaking
one user’s privacy is a law now.
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BUT, MOST OF SECURITY EXPERTS ARE NOT
FAMILIAR WITH MOBILE SECURITY.

They are familiar with XSS (Cross-site
scripting) * CSRF (Cross-site request
forgery) ~ SQL Injection + RCE (Remote
Code Execution)... in desktop.




A well-known company is also not
familiar with mobile security.

R MEH— BB - ERASWAPPBBBT

Re: Report a security vulnerability in

i
B I_-:w X

&' Michael ® 55275 (3 =3

Hi Lin,

Thanks for taking the time to contact us with your findings via
Responsible Disclosure.

| will take this report to our Android team as I'm unfortunately not
experienced enough with Android security to assess it on my own.
Therefore | would ask you to please be patient, | will get back to you
as soon as | know more!

We aim to reply to responsible disclosures within 24 hours (and we

generally do) but please be aware that it does not include weekends. See
our Responsible Disclosure article[1] for more information.

Cheers from Berlin,

Michael
Engineer - Trust, Safety & Security




In fact, Microsoft Security Response Center (MSRC)
doesn’ tunderstand what mobile security holes are.

<*Microsoft Security Response Center : " Ifthe
user must install malware on their phone in
order to encounter this issue, then Microsoft
does not consider it a security vulnerability. 4

<+In fact, Microsoft does not understand if an
Android App doesn’ t suffer from security
holes, a malware can not do anything due to the
isolations of APPs. This is the security design by
Android operation system.

< After two weeks, Microsoft fixed this security
holes, notified us, and gave us
acknowledgement.

£ VW



WE ANALYZE NOT ONLY
NATIVE MOBILE
APPLICATIONS - BUT ALSO
WEB APPLICATIONS.



We reported back to a bank in Taiwan about
Struts2 RCE bug (Java Web Framework)
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Vulnerability in Facebook Bug Bounty Payment

Website

»Acknowledgement and reward from Facebook

& SHERERRHA X (EE)
Report a Security Vulnerability - Facebook Bug Bounty Payment Website does not check \ GREIRE TR \
in server-side
22{5| #202374727
EPE R EREE | g
n ST —HIEEATR o 50 53551 ™ Proof-Of-Concept.png
Hi & Modify_this_HTML.png

We are going to award you for reporting this issue to us. It will be part of our August payment
cycle which should kickoff around the 10th. You should be able to login to bugbountypayments.com
at any time and make changes to your information.

Thanks,
Nate

Security
Facebook
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How do we process the overall;

flow?

FHEZEE IR 4aF 1M
Android APK
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Final Report
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Report Summary

Details

Critical

Warning

AndroidManifest ContentProvider Exported Checking

We strongly suggest you explicitly specify the "exported" attribute (AndroidManifest.xml).

For Android "android:targetSdkVersion" = 17, the exported value of ContentProvider is "true" by default.

For Android "android:targetSdkVersion" == 17, the exported value of ContentProvider is "false" by default.

Which means if you do not explicitly set the "android:exported"”, you will expose your ContentProvider to Android <
4.2 devices.

Even if you set the provider the permission with [protectionalLevel="normal"], other apps still cannot access it on
Android == 4.2 devices because of the default constraint.

Please make sure to set exported to "true” if you initially want other apps to use it (including protected by
"signature” protectionallevel), and set to "false" if your do not want to.

Please still specify the "exported” to "true" if you have already set the corresponding "permission”,
"writePermission” or "readPermission” to "signature" protectionLevel or higher

because other apps signed by the same signature in Android == 4.2 devices cannot access it.

Reference: http://developer.android.com/guide/topics/manifest/provider-element.htmlfexported

Vulnerable ContentProvider Case Example:
(1)https://viaforensics.com/mobile-security/ebay-android-content-provider-injection-vulnerability. html
(2)http://blog.trustlook.com/2013/10/23/ebay-android-content-provider-information-disclosure-vulnerability/
(3)http://www.wooyun.org/bugs/wooyun-2010-039169
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#3118 B (OWASP Mobile +X 5534 & B

)39,

% 591al AR 23 Im AV 3zl (Weak Server Side Controls)
S AZEWE R (Insecure Data Storage)

158,

Z (r:E A& (Insufficient Transport Layer Protection)

3@ 8 & RDE R (Unintended Data Leakage)

< EMERY 1S REERFRRE (Poor Authorization & Authentication)
<+ &K (Broken Cryptography)

= BmEA (Client Side Injection)
SLERRESHAREERE A (Security Decisions via

EUntrusted Inputs)
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(Session Handling) OWASP Mobile Top 10 Risks
SHATHSEAZ PRiE

(Lack of Binary s comrs || hemsomer [ Tzt | e
Protection)

MS - Poor 3 : M8 - Security
Authorization and Mb=Brokeh el q'el."t Side Decisions Via

Authentication CHPIOSTIPRY BjECEen Untrusted Inputs

M9 - Improper M10 - Lack of
Session Handling Binary Protections

Final List 2014




%8| T B (Android)

ApkTool
Lomat |

[ Android loadble Kernel Modules

W,

Bytecode-Viewer |

Androguard Fern Flower ]
APK Studio - Introspy-Android ]

https://www.owasp.org/index.php/OWASP_Mobile_Security Project#tab=M-Tools




/~AI IJI (IOS)

i0S SSL Kill Switch

y

iNalyzer

|

idb

SNOOP-it

Introspy

XSecurity

i [ Dynamic Analysis Tools

iISpy

——

Logify
IRET

[

cycript

- Fos Reverse Engineering

SleuthKit

Mac-robber

Oxygen Forensics Suite

Mobilyze

Forensic Tools } -

Paraben Deavice Seizure

iPhone Analyzer

Mobile Sync Browser

iPhone Backup Browser

Class Dump Z

IDA Pro

| —

’”

Disassemblers Tools

HopperApp

otool

e —

strings

SN

nm

S

https://www.owasp.org/index.php/OWASP_Mobile_Security Project#tab=M-Tools
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Google Android Security Acknowledgement 5 2014
Facebook WhiteHat Security Acknowledgement 2 2014
Evernote Security Hall of Fame 1 2014
Alibaba(f? 2 = =) Security Acknowledgement 8 2014/04
Microsoft Security Acknowledgement 2 2014/5 > 6
AT&T Security Hall of Fame 1 2014
Twitter Security Hall of Fame(iZ i HackerOne-T =) 1 2014

Sina Weibo Security Acknowledgement 3 2014/4
Yahoo if i HackerOneL 1 2014/5
Badoo Badoo 2 2014/5
Yandex Bug Bounty Hall of Fame 2 2014/6 > 7
Baidu( | &) il i Wooyun-T - 1 2014/3
Sony Hall of Thanks 1 2014
eBay eBay Classifields branded ‘WhiteHat’ 1 2014/5
Adobe Adobe Product Security Incident Response Team 1 2014/5
Huawei (System APP) | Huawei Company 2 2014/8
Many Banks Demo PoC many 2014~2015
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Beginning....

It is difficult to judge an application is normal or malicious because
both have the same permission rights.

The following application in Google Play is a real case in April, 2014.
A paid APP appeared in Google Play on April 2, 2014.
It is an Anti-Virus APP, called Virus Shield, with cost USD$4.

Within one week, it got the #1 paid application in Google Play
with over 10,000 download.

However, it is a fake APP with doing nothing. (It runs empty for a few
minutes and reports back to the user that your mobile phone is safe.)




Fake Antivirus Apps hit Google Play

Virus Shield

Deviamt Solutons

Socwal
i*l Addto Wishlist

L B B K+1 +2607 Recommend this on Google

made headlines when it was revealed as a fraud. What is worse, is that users of the App
were so impressed with it that they gave it an impressive 4.7 star rating. Of course, the App

did nothing. so it just shows how difficult to know whether an App on Google Play is
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Comparsion Our method

0.967

0.946

0.907

0.937

0.968

0.062

0.085

0.153

0.095

0.099

95.5% RandomForest 97% 0.036 0.971
93.4% J48 95% 0.08  0.97

88.4%  RandomCommittee  96.2%  0.053 0.973
92.5% Bagging 95.1%  0.076 0.969

94.15% IBK(KNN) 95.3%  0.082 0.977




