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1.5.7. 23397 (Session Identification, Session ID)

i AR R R BN 0 XA AR 2 v
FEE F ARG AE > R RAT RN LATHIRERTZ R
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https://source.android.com/security/overview/updates-resources.html
https://source.android.com/security/overview/updates-resources.html

¥ AL

= App T 07 i o Android ?
ﬂé :ri ) ji U

ECE N DAl =2 -ae- dix
<] s R H E E P BER o 5 Android
22X rEWERSFIEOY 2 REE (R 2.1.1.3 %
aETH)
2.1.1.2. Android Z# #% > %
T

£ >
% Android firfda fpeng >
& ][a; = i*

28 ";{
Android T % % %

et RE T E 2 4 o
+ /é] i AR o \EF M root & A E (T
A Ad App ) 48 0] g B e

B AR A 2 2 5 Linux R b et AR5

&R B © Android Security Overview (%4 pFR :2016/10/1)

B2 Android it 3a 4p 7 4

22


https://source.android.com/security/index.html
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https://source.android.com/security/index.html
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164 AR 32 a2 ¢ L EJE®E , @ % 4 Darwin 175 R A
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https://developer.apple.com/library/content/documentation/Miscellaneous/Conceptual/iPhoneOSTechOverview/Introduction/Introduction.html
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https://developer.apple.com/programs/
https://developer.apple.com/programs/
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https://developer.apple.com/App-store/review/%20guidelines/
https://developer.apple.com/App-store/review/%20guidelines/
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App Sandbox
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https://www.apple.com/tw/business/docs/iOS_Security_Guide.pdf
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X % Low-Level Bootloader(LLB)%_% &iE Apple & % » 124
TAT rFEL o
AL EMSY R - W R IR A BHBRREEET - B
HAsd Apple § % o § LLB R+ H Zipis » i € Ao FT
- F# B0 bootloader (¥ iBoot) @ 4% ¥ € Sk T 34 {7 10S +% & o
JLa l}é—{ﬁ?éﬁ"‘ B AN Ey lg—f%é.l mﬁ%ﬁ% 55 FEC ’ T' ST ‘F lOS _4.
WHRFE O Apple K E 3 F o
$E 4 FR R MR R > RS K g1 B
X RREALR > F 7 BRI 2 o HHp R B R4 o
A HEA7 & LATR A A KPS RJE B KR 0 Secure Enclave
BIESZ R ¢ 1% & 2pad A2 0 AR RE b2 Al 58 Apple
TR EF o

%&ﬁ%ﬁﬁﬁ#%ﬁ%ﬁ%f%ﬁ%ﬁ*—@ﬁﬁ’ﬁ@%g%

Lo EEFF 48T Tk iTunes ogap{mﬁ el A
;¢ ° % Boot ROM & ;2 ;k)\ %7 LLB - & $u€ it » DFU(E % ir 48

HBNVHGY o ipS AT o KR ?5'3'» P i% i USB it £ iTunes >

w4 B R R

34



o i kiir ¥ 4# (System Software Authorization)

Apple = #p % # #c k8 { AT K fF; Mt PR Y BB 3T
F R R BT A EREF TR {ATRF o SRR E L T

46 10S th{ AT f- iTunes fr { ATE MR BE » PR E 5 ¥ hAT
X >BAARSE o
Ft et ARG BN E § OApple B Le0ARN BT M X K ARG
Foo AR R EAE AT E R AR L R FTE > F70 10S k&
- ARG K IR AT -
dod K BLLIFE AR A I’I?‘ﬁﬁ’*%ﬂ’;‘,{ % fs o ﬁ‘&;'v" R EERA Y
A E L e EARATR A T DikF 0 T K o
BB AT R L B ADA LFEILE S fo b 2K BAILE > 9
Tk iR R g o A R R Mol o R s T o
i0S B L #7F % % iTunes 4 » N AR i asm > N
(OTA)i& 7% % - F i * iTunes» 3¢ T 1%
FE oo FHEY OTAZ N2 L { 7> (mkr §T§V%$ g FreT
miha (@ AT LR R 0S) o i e
0S X Server P-B~PRi N & e it PR B b B gt { F7 0 i3k 10S
£% a i Apple PURE 7 B & A AT o

t i0S 2 & HP R > iTunes(EH#* OTAHM L 373 3% » Bl 52 %%
ALY ihdk Apple % EPEFIRE > Lo H BE T TR R E
2 X EEEY LIS AR PR B % (40 LLB ~ iBoot ~ 1% 0u
% 0S Phijdih) ~ " F £ E (e k) 1 2 KR i - SRS
(ECID) -

B IRE € M R B B A A ER AR TR E

35



A o4 - E - ECID ¥ iFL %% T

Fd S Rl E EREOREF > FIRET AR AT F 2
Apple #T#& R 24P F o

Fods prenis iT4AR T 6 g REE LT R Apple > T REILIEF
ferapplREASEKE ECIDR » £ FHZE L9Tid E chp

i%;ﬁ'%?ﬁf/‘%% L AR E o T8 K 10S & -
SRR P T F - MR o ES T e I{?‘F"f F PR B v

o TR 2w RORBUREE N H B2 U Rk Sl o

4

eSecure Enclave & /&2 ®

Secure Enclave #_Apple A7 & L #TR & A i 5| /ad2 B o i
PRI E R e R X P - BAMPERALL E
Secure Enclave i " FALRE | Bafpd TR/ BTG S B iF o W
i Aol B~ e T oo vk DAL EGE ) R o
Secure Enclave £ App rJ2 B2 [ il 3 € AR TR AET] - e ¢ &
SR i fafek 3 ante R TR R -

N

Secure Enclave ¢ 31 {7 Apple p Ti% & e L4 jigyi s & 7] o
Secure Enclave ¥ ] * H & ¥ 2 x> € % % 3T App AL
Tl AL B ATARR BT L AT o

# B Secure Enclave @ iF#HF ¥ {EH AL HUID(FE - 28
WAE) o P UID &2 d & Sichd @ 2B > ¥ Apple 7~ & H 4p B

36



T oo AR E R WY BIRPF R L BFE UID RS

* 5 % k4t Secure Enclave (hE ¥ e R T BFINAE TR o

¥ ¢t > d Secure Enclave &3 IlthE & im?\q‘ig;’gd UID #&
feid * hpsgior L4 EBE REF R o

Secure Enclave § # &2 % p Touch ID f BEE I TR R
TREFEF LR b R TH RE R AR Ffr
PN PR o BT B Touch ID R & Bz M eud 3§58 5 7] ik
g T KL i7 o L F € #-F A% 1 Secure Enclave > i
P L E A R L TR TR EHE FERHLET R AR
7 E R4S E S Touch ID R & %4 Secure Enclavek # 3£ ch
EB Y REREFIN o BED ﬁm%ﬁgﬁﬁ% i % AES %
HE > TRE- BF kE 1 FRFE B4R * AES-CCM @ﬁig,l
R gk o

2.1.2.2.2. % #% % (HomeKit/HealthKit/Watch)

&

¥ 3K & 4o HomeKit/HealthKit/Watch iz 3 #f > it ~ T4 B
WoR R PEENEEG L PR A WEEWDET R
ERECRFARNTRBRATREDRRLEFRFE LT

+ healthkit - Apple developer (Z:PFRE @ 2016/10/1) -

2.1.2.2.3. 4c 28 "ﬁt#i,/xf_;i
® % 75 (Password/TouchID/ID)

%ﬁ'r’;{ii‘i‘ﬁ‘ po ,g?sﬁ'ﬂrjgﬁv}gz’ﬂ TEALEE ) - 10S A E
64 THfriEl & RDERT BB ",% TR R LR
o R R P R R o A X TR £ IEY

ERES I P e gl AL E P e i Sl N

37


https://developer.apple.com/healthkit/

BAE KR O UID e » 0 Pl g 4 RARAIRT i b s g

BOFiE(T o F)pt > 10S ki iiid * i ok BFEE K EE ¥

;é‘c’};%;@—%;‘l—ﬁia ‘i@/?‘li = K?,Fégij..p% 789??/“*%
REFLRO BT AW ET ARBCL BIF A ol ) hir B K

E]

g FLpE S & L apERT o

DR As R # |1-4 |5 6 7-8 |9

TEF bl |0 1 5 15 60

t 10S B+ fliEATEE R - v RGLITn AP & RS A B
B o X BAFLR Y 2 R R RA T TR TR EBF o

A5 ko FTALEE - Apple developer o

P AP F R AL R AR © ] R L SR AT e TR
» Token o 10S 4& T B4t &7 3 g 38 P o >3 50 o
GEBAP F kg - BFLARDAppFEE o g3 NI L
%= App it ¥ B e ¥ % * 58 Apple Developer
Program(Apple B A R Z ) B ER* A EFE R L H A fw
BAG o $wn B ASk Kot AR FerE- M A5EENE R
¥ -~ WwiE 4 451 Apple Developer Program(Apple B A B
Bk DE A IEINEA

3%+ Keychain concepts - Apple developer -

eApp ¥ > (App Security)

38


https://developer.apple.com/library/ios/documentation/IDEs/Conceptual/AppDistributionGuide/AddingCapabilities/AddingCapabilities.html
https://developer.apple.com/library/mac/documentation/Security/Conceptual/keychainServConcepts/02concepts/concepts.html

App EIR & Td % 2B MR F2 - - B App VAR F 3k 3
@ Hihd A4 fi%’ff@ﬁl_% CARIE T & PR Y e i R e

FEST ISR P E RE R App SiE & ¥ foskE 0 &Y
75 45 (Sandbox ) = 4] > @ R X TR o Tk &
FEIETIZ 2T S EAF 3B E AR w4 A1i0S B

bl A App A B R A R R FT U A
i0S £ P B* 1L Appr & E\%)iab%u)}%i s BRI A
¥ ez o

eApp 72V 75 & & (App Code signing)

FRAIOSEE VREF I XK App BEF A 2 E % Apple 1y
¥ 4v » Apple Developer Program(Apple B3 A B+3) °
Apple g»t%e FATRFAR(EHABANEE)RIFEL K
&P BE
BH AT R EH App LAY » X RH BT App
Store i {74 # o F|4* > App Store ¥ 7 App $REd Fo ¥
E sl R g %ﬁt“ Feak " T E R App °
o [TIFEARF % > (Runtime process security)
- LFEILApp kp P ekiRis > 10S g IR TARM % 2 4y
o o B p T W App &% % SLenE 8 34 o
YT % = 3 G App 5 ¢€ 12 Sandbox H AL 0 Fp A B H s
App s b R A AR BT L @ g I o GRT UL
App R fk 2 2 B i App g PR o & B App 3R FE - f0A P &
ke bk o AP SR Bt K App AR T e Aok B 2 2 D



Appé‘%iﬂ.’#ﬁ»%ﬁﬁ A B F ALk e o
B fRAF R T o

T
=

Moo Ty i i 10S P rrdk

Jath R e F Ry 2@ K App B R IR o 10S e 84 1F
975§ 2 % e App - ko 2RI * ¥ Tmobile i
A o FEBIFE RSB FIEL SR o 2 B B (e
HE NIRRT A S 7 A kSl o # ¥ API 2 uiF App P
kB kg i 2 @ App & 10S & £ o

[

ot W x4 i (Extensions)

i0S #Higar W # iy R H & App e wb iy o wE W # g A B G Bk

Bt BREVHERCANE  HHERApp N o g bt EM
PEs R i > TR AP kenH 8 App 1@ F ipudtaE o

K=
Ay °

eApp ¥ ‘= (App Groups)
b App L% 5 TApp FH i | ch- MAE > [V FEMTRE

~ B SR AREGFE R AppE PN F - B AppALE K
=

Bf-ERFaERL

'(

S L L E
— x5 Oug BR P o
2.1.2.2.4., g% > ATS(TLS)/VPN/Single Sign-On

oTLS

iOS‘ijﬁiéﬁﬁéy$_£¢i(TLS v1.0~TLS v1.1~TLS v1.2)Fr
DTLS -

o\/PN

40



R F VBT L AA IR 0 10S A T
IT*&E'J%%ﬁ 6% K Ty b hdp RN e 7
o - %

_éf Ul s VPNJ o
£ VPN if 42 o

10S L 425 H - 7 » (SSO) ¥t & # 8 (7303 - SSO e 1

PR ©
Kerberos & A @il it * » 414 * TP FIRIT5
*KIE(TINGE 0 SSO T * A EBREER 0 A 2ehSafarl B &
_j@] E;, =3 E-;’nApp o

eApple Pay

i * Apple Pay - i * —"ﬁ'v“ g 2 A 420 10S K ¥ fr Apple

Watch R W@ H ~ % 2% FRea> VKRBT 0 3@ F ki

Ao AR e T EREEEDT 24 o
Apple Pay P {» HA3T iR & * %E’v’ﬂf@; A F 3 o Apple Pay %
FRBEIPTEHRT FHLE TR HRTE AR F TR

fog -+ 2 B -

2.2. 7% &* App B ¥ %K (Android/i0S)

2.2.1. Android B # BB § 1

Android Studio €_Google i Android T 5 B N & 3\ B

IR B 0 2013/5/16 & Google I/0 tBEE ST ERFALAAELY P i@
oo Btz @ Android B A B < A2

i ¥ 2 Java s Eclipse 3
LA NEERE > £ 4% Android SDK > 34 Android » * 3%

Eclipse ADT B % ¢ H A2 5% » ir\:}f;, 5112 47 % Android Studio 3
Ao 4rF -0 2 Eclipse FESNBHFERR 5T
Eclipse,Wiki - #-Android Studio 4r Ec11pse ADT ‘i 3E 8 £

2 77 o

41


https://zh.wikipedia.org/wiki/Eclipse

#2 Android Studio fr Eclipse ADT ' i

Android
F=2 e Eclipse ADT
Studio
K% Gradle Apache Ant
7% Maven i L ik if g Z
= %48 (Build Variants)ifr ? X 3
APK # 1!
% FFenAndroid 425 F % = fr & 1 A z
B2 f B E £ 1
APK & Fir&sgi ¢ 12 2 A_
NDK % # H_ X_

B ARE  https://zh.wikipedia.org/wiki/Android Studio
(A3 FRF L 2016/10/1)

Android Studio ** 2013 & 5 ## S HIFFrr b > R AFL

0.1°2014 # 6" F# 0.8% A~ > T & betalff - % - B4
TARA 1.0 2014/12/8 % # 22016 £ 8 " B ITEA L 2.1.2 0
Android Studio £ *% JetBrains Intelli] IDEA : : Android
B ALY > # A Windows ~ 0S X qr Linux T 5 } 357 # {7 (B

EREEN LR D

T2 % %44 Android Studio F G EF o (AER
2016/10/1)

42



https://zh.wikipedia.org/wiki/%E7%B5%84%E5%BB%BA%E8%87%AA%E5%8B%95%E5%8C%96
http://www.gradle.org/
http://ant.apache.org/
https://zh.wikipedia.org/wiki/APK
https://zh.wikipedia.org/w/index.php?title=Android_NDK&action=edit&redlink=1
https://zh.wikipedia.org/wiki/Android_Studio
https://developer.android.com/studio/index.html
https://developer.android.com/studio/index.html

ODHD ## X000 AR ¢ HiAm-PenlGE ¥ LA 2

(57 My fiest Application
’ s O d 81| C MamAcvityjm % | B content mainaml % | 5 acovty.manxml x | & Androldniestant % |
| =TT Palerte O 1" - Bhewsts - Gawmmeme “Madaviy- @+ F23- Component Tree i
o) SRR = £ Layouts. o o v § Device Screen
‘;\,::::A:::: " >:u. M;W;‘A.Mb icatior iy EE B& QAR D Qs T
= (& buld.gradie Moduie: 3 ? o » 7/ CustomView - android.suppon
5 [ gradle-wrapper.propertes (Gradle Verson) :j::::an:;w © include - Blayout s 0]
5 B progward-ries o a0P) | bleta 7 fab (CustomView) - android.su
3 [3 gradie.propert SETAREATR
@ setngsgade S Tabehow
[ local.propertes (s0x Location) ::\:mm
£ £ Widgets
§ 5 Plain Textview
. 4 Large Text My first Application
N i Medium Text
5 small Text
* Button
1 Smail Button
© RadioButton .
A chacktod Hello Worid!
= Switch
~ ToggleBution
& ImageButton
W imageview Properties. 2
== ProgressBar (Large)
= ProgressBar (Normal)
iy layoutheight match_parent
= ProgressBar (Horizona) viewclass android.support
o+ SeekBar style
* Ratagar accessiviiiveRegon
* Spinner accessiliyTraversalaft
© WebView accessiviltyTraversalbel
D) Tk R aipha
Plain Text =}
Person Name backgrour
Password ‘ackgroundTint
Password (Numeric) backgroundTintMode
E-mal cickable a
LLiPhone contentDescription
Postal Address Goabacsckible
Multiline Text
] Time elevaton
; Date fisSystemiindows ']
2 Number focusable 0
3 Number (Signed) focusablelnTouchMode
1 || Number (Decimal) foreground
; £ Continers » foregroundGravy ()
RadioGroup
3 foregroundTint
= Ustview
E_ 7 Gridview OoroindTlode
~ Bea L.l -
* Design | Text
2TOD0 4 § Android Monitor & Terminal N Eereiog W Gradl
W nla Context <no contex

AHRR AP H AR
Bl5 Android Studio & \E#F % B

2.2.1.1. 2 & 75

AL L F 5 WYSIWYG %R % - T pF s - T pFA2s A i FE R o

OB A Fipdls td BT Bt KREHO 2 B0 f

ad RE-%* FRET -
eBeta "~ ARFE > TIFERMEE T ©
e ;L >t Gradle uE N

eAndroid # TAZ; B £ i B4R -

oLint %77 1 £ 7 1 F 2k AR kit T SR A AR 2

B @R AL T A R
o1 ¥ ProGuard fr&* & L5 i o

43



oA MK F KA ¥ ¥ chAndroid Bt KA 2 o

opEHE HGIER  PHEBF A AHFRUI AR FLIFTA P
T EE UL Rk E o

o i &4 Android Wear & * -

o\ i Google Cloud Platform- & # Google Cloud
Messaging f- App Engine chff & o

2.2.1.2. i n% #E %

%3 % % Android Studio )k (& F 2

Windows 0S X Linux
Microsoft 0S X 10.8.5 & | GNOME -~ KDE -~
e 4 Windows I B%A B3 Unity desktop
b A 10/8.1/8/7/Vista | 10.10.5 on Ubuntu -
/2003 (32 & 64 i~ | (Yosemite) Fedora -
) GNU/Linux
Debian
2o 1B A B2 GB- {i g 4 GB izt
500 MB#-7 ¥ » 2> 1 GB * ** Android SDK
Bz B w4 e
BogE Bk Spk (o B
JDK 5% &~ Java Development Kit (JIDK) 7 & { 5 &%
¥EETR 4 1280x800 ¥ ¥ 247 &

B ARE  https://zh.wikipedia.org/wiki/Android Studio
(A PR 2016/10/1)

2.2.1.3. BREA R »v
Google R A AHRE AT RANEF AR (AAFF
2016/10/1) » ¢ 7 1 AP B HEE FF 314N L > B FERE (4
PP L 2016/10/1) ¢ % & ¢

44


https://zh.wikipedia.org/wiki/Android_Studio%20%20%20%20%20%20%20%20%20%20%20%20%20%20(查詢時間：2016/10/1)
https://zh.wikipedia.org/wiki/Android_Studio%20%20%20%20%20%20%20%20%20%20%20%20%20%20(查詢時間：2016/10/1)
https://developer.android.com/index.html
https://developer.android.com/index.html
https://developer.android.com/develop/index.html

o 7 3\ 7% & b
SRR R IO
eAndroid Studio
FEFNHEBFERR -
eAndroid NDK

NDK(Native Development Kit)&_Android B # * ¢h1 E & > o
SDK % feenf_» NDK 3¥ B A B ¢ * Android e C/C++k 2 3%

T rvesDKkinlavaiE i - k&% o iFd App o
eGoogle Services

¢ 7 7 In-App billing ~ In-App Subscriptions % Google
Play Developer API ¥t % ~FEF ~ #18 App (P API 2 3 #
APK % & 3% o

2.2.1.4. Google Play % * R 44 o



Google Play B4 * B ¥+~ (Google Play Developer
Console) : EH{ (7 ¥ App * 2E ~ 741 % {5 43 giernded] & o
FEAPEAPBEF AR G > 1 B4R

o} @ App o

o3 T H -

eit * Alpha fr Beta B3 # it o

oL F AR E ~ M TR -

® % 7 App PTic & R IL T

oﬁ App T i o

oL App fei T -

Android Studio#3 - ML & H%F FREL T * “ 44 (User
Guide) | (4P ¥ © 2016/10/1) > 7 iR A Ak FHE » LR
& _Eclipse # #5 mﬁ%zﬁfﬁgﬁ AAB B BALT S RBEA
AR

X EIITH o
i % App °
o}éif?& oo
o"ﬁ%%’ N A ot 3
o7 % App o
.2.1.5. API % % (API Level)
API ¥ % § - B & #HciE > * KW - B Android T 5K & 973k e

APT =28 s & o

46


https://play.google.com/apps/publish/?dev_acc=10870716805764829855
https://play.google.com/apps/publish/?dev_acc=10870716805764829855
https://developer.android.com/studio/intro/index.html
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https://developer.android.com/about/dashboards/index.html
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CIEE OB

Android 4.4 19 KITKAT I LoiE
Android 4.3 18 JELLY_BEAN_MR2 T el
Android 4.2-4.2.2 17 JELLY_BEAN_MR1 I L el
Android 4.1 -~4.1.1 16 JELLY_BEAN I L odE
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Android 2.0 5 ECLAIR
Android 1.6 4 DONUT SR 18
Android 1.5 3 CUPCAKE I Loies

48



https://developer.android.com/about/versions/marshmallow/android-6.0.html
https://developer.android.com/about/versions/nougat/index.html
https://developer.android.com/about/versions/marshmallow/android-6.0.html
https://developer.android.com/sdk/api_diff/23/changes.html
https://developer.android.com/about/versions/marshmallow/index.html
https://developer.android.com/about/versions/android-5.1.html
https://developer.android.com/sdk/api_diff/22/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#LOLLIPOP_MR1
https://developer.android.com/about/versions/lollipop.html
https://developer.android.com/about/versions/android-5.0.html
https://developer.android.com/sdk/api_diff/21/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#LOLLIPOP
https://developer.android.com/sdk/api_diff/20/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#KITKAT_WATCH
https://developer.android.com/about/versions/android-4.4.html
https://developer.android.com/sdk/api_diff/19/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#KITKAT
https://developer.android.com/about/versions/kitkat.html
https://developer.android.com/about/versions/android-4.3.html
https://developer.android.com/sdk/api_diff/18/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#JELLY_BEAN_MR2
https://developer.android.com/about/versions/jelly-bean.html
https://developer.android.com/about/versions/android-4.2.html
https://developer.android.com/sdk/api_diff/17/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#JELLY_BEAN_MR1
https://developer.android.com/about/versions/jelly-bean.html#android-42
https://developer.android.com/about/versions/android-4.1.html
https://developer.android.com/sdk/api_diff/16/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#JELLY_BEAN
https://developer.android.com/about/versions/jelly-bean.html#android-41
https://developer.android.com/about/versions/android-4.0.3.html
https://developer.android.com/sdk/api_diff/15/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#ICE_CREAM_SANDWICH_MR1
https://developer.android.com/about/versions/android-4.0-highlights.html
https://developer.android.com/about/versions/android-4.0.html
https://developer.android.com/about/versions/android-4.0.html
https://developer.android.com/sdk/api_diff/14/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#ICE_CREAM_SANDWICH
https://developer.android.com/about/versions/android-3.2.html
https://developer.android.com/sdk/api_diff/13/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#HONEYCOMB_MR2
https://developer.android.com/about/versions/android-3.1.html
https://developer.android.com/sdk/api_diff/12/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#HONEYCOMB_MR1
https://developer.android.com/about/versions/android-3.1-highlights.html
https://developer.android.com/about/versions/android-3.0.html
https://developer.android.com/sdk/api_diff/11/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#HONEYCOMB
https://developer.android.com/about/versions/android-3.0-highlights.html
https://developer.android.com/about/versions/android-2.3.3.html
https://developer.android.com/about/versions/android-2.3.3.html
https://developer.android.com/sdk/api_diff/10/changes.html
https://developer.android.com/reference/android/os/Build.VERSION_CODES.html#GINGERBREAD_MR1
https://developer.android.com/about/versions/android-2.3-highlights.html
https://developer.android.com/about/versions/android-2.3.html
https://developer.android.com/about/versions/android-2.3.html
https://developer.android.com/sdk/api_diff/9/changes.html
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Data collected during a 7-day period ending on September 5, 2016.

Any versions with less than 0.1% distribution are not shown.
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Z >N Ei'a?'m : N/A

Eli A /Ei'ufr?f}l :N/A

FE kT App AAFTERP 1412, 1L g LFHE
#

%
y
%

I

AR
e kT App A& FT X HBIAE
4.1.2.1.2.(2) W& &R * FEGAEETHAEDRT - FEY 255 LT AR
p|%%ﬂ{f&'fiﬁ;f«-o

L REFRESLE  CSA MAST 4.2,ENISA SSDG 7.3, YD/T 2407-2013 5.5.4.1
¥ Kk

Android :

Bt A2l e P (AR 2016/10/1)

Android 6.0 e Permission ## '3k 2 ,Hank Tom,2016/5/15( & 24 pF/F ¢
2016/10/1)
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https://developer.android.com/guide/topics/manifest/manifest-intro.html
http://litotom.com/2016/05/15/android-6-permission/
http://litotom.com/2016/05/15/android-6-permission/

3.1.5. SR B FORAI* (E)

CPE-@1:7 & * RF LA App £ I APSE FTHEZ R > FPUB > ok
ID: B F 8 W8 A 2 BNE (53 CPM-02) » 5 * dpl chF & L EXRPA
* 4 {78k * App e Session ID 2 HTTP Session ID/cookies ¥ -

wp ol
LiRIER —*Ff ARG 0 A TR B —*ﬁ:}a‘rﬁﬁ] o izd o i F 4RG3 Session
ID/Cookies 7 i * X =4 % L Server zhzsw| ¢ * —"Ff LA I’v:?—"ﬁ LOBER —"Ff
SRR T A > e AR TR KRRy % KB T F Session
ID/Cookies j&¥ 11 i * H s PIRE P o sTF ¥ ¥ fiiRl(Session
Prediction) - if 3 3% (Session Hijacking) % :¥P~# 2 (Session Fixation) -
» 7@ J Session ID Fl+ i ff B ~ & F B AR S ASTEERE FRH AR
PR AIEF ALY FeSeesion IDe kK2 B A R e Server 37 TRT R
FARNPRE R B ALY BRI TR R E ID P AR ID LA E
BE S BRI A L S AT RE hSession ID(%F CPM-02) o 3% Tk ik
')pi% session ID -
AR RY App chh e s Session ID » &L H 5 App F B~ MV ELR
P39 (7> @3 GURBHRR * TLS @44 % » &% Session ID 4c % @i% » 3
server 3} f27% > # £ ¥ Session ID ¢ * URL(GET) P = = ;W ki@if o

XREREL GHP CRFIECBEER TREK

X 2AENFFEG)CN/A

X 2B/ N/A

FER* App ARAFTEREF 1 4.1.2. 2. 57 I *

AT App R AT EHWRBIAE I N/A

LEARFEBEY  ENISA SSDG 1.12

$4 fek

HTTP Session sz# ¥ 2 3 ,DevCore, 572 & (4P  2016/10/1)
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http://devco.re/blog/2014/06/03/http-session-protection/
http://devco.re/blog/2014/06/03/http-session-protection/

CPE-Q2: Bip A # % F ik FRYL/ ML PR Fanbum FLR® T
PBIEL UG TR ERAANPARBNEFIZRESH A fEo iy -ﬁiﬁ%&
#] e
E
4rfF CPE-01 > 3K 3+ Session ID el & 3B 508 (T 5 38088 » 5 g g B A T
hs o BEFRTE Y App RERHEETY (T Al R AR II‘?'%Z LigiTpkiz o fw
TP BEANEDRH G EE mWhatsApp % Telegram & gLt gh4c % App > AR T % A
7 A R AfE > BB T e Yoube 2 % Telegram SS7 Attack(&:pFR :
916/10/1) B P Ak mzleelegr‘am AE i o om B B g T AL T
LEu| B A Pl 0 T 23T PRI B L * ¢ SS7(Signaling System
Number 7)73 # 7 s sechifif > SRocF F i AL T Fod 3 805~ P 0 &
A BRI BT e S A SR F FROTREEG T DT EYAE R LK
R
*I?%?Nﬁﬁﬁii@%%FﬁT’gﬁiﬁﬁﬁﬁi%’?u@ 4 e
0 B3 £ 3K R A8 T Y AR 2 App FRAE > PR BLIT AR o Dot st H T
L_:ng’» Facebook rl"E%{mﬁ%it‘ » & * Facebook # e, 3e R AL 7 i o a; ..mpéy B2
F &2 E-Mail & B 54 B - S pdds L % a8 (OTP HAB )P » B 48 0 & 45 )
B TP ReA P FILE R4S 0 8 £ AT X F F Facebook R HLGER
B o A BB RBP4 4R o
SRR ER P AR RIF R RELBRSE S LW EaR I F F2L5EH N
B 1% B S ¥l & %7 (Two-Factor Authentication)# ac > 2% 3 4 3f b3 - ig *
FEL WK R4 T BAPFL R w 2 SRR E IR o AR Y
i{(;@} .]4— j‘—}irﬁg‘% LJ}L 2T oo
X 2RFLERH I RIHER
7% 2AENAP ) N/A
X 2ENB/FECN/A
e App R AT X RN 1 4. 1. 2.2 57 TR
FHk* App 2 FF X HRRIAE I N/A
: REFERSY  NIST 800 SP-163 3.1.1
>4 Kk
R & Aeif inend J85EA8 0 SR kT )% SS7 i fisP i ¢ Facebook tE L £ 2
B~ 2016/6/17(H i pER 2é16/1@/1)

F_

2%@
1

ﬂu,}
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https://youtu.be/dkvQqatURdM
https://youtu.be/dkvQqatURdM
http://www.techbang.com/posts/44173-know-the-phone-number-can-steal-any-facebook-account
http://www.techbang.com/posts/44173-know-the-phone-number-can-steal-any-facebook-account

CPE-03: 2 #RIFTAER* TR X » B THR* AppT P Bk ? —“*”?%lfiév":f'% 4
A

-

FLRT FRABFRTIFLBERT FREATH A FgEs - BRTEF
ﬁﬁﬁﬂ?ﬂﬁﬁﬁ°

P
B ERLES R App B A R FRE T 2 R ERY F 2 QIRPETVIER
F LR L AR LT AR T R R R A omy R R B Y G 28
Plop e igecit * i A FA e s R TR AP TRNEL 5%

<% CPD-05 % CPD-06 § i+P~{¥ %“‘ﬁ?ﬁ,’%m:&@ﬁ)\:ﬁiﬁé°
Z2rRELGRY I RFFF IR
3% 2AESNABPE O N/A
FRRABP
Andr‘oidi
RSB eniis (A TR @ e BafFe) BELEZEhATTEHR
ﬁ%ﬁ’%%mﬁ’ﬁﬁi@®@?ﬁ$$ﬂ?ﬁﬁ°
import android.support.v4.app.ActivityCompat;
import android.Manifest;
import android.content.pm.PackageManager;
import static android.Manifest.permission.*;
public class MainActivity extends AppCompatActivity{
private static final int MY_REQUEST_ACCESS_CONTACTS = 5;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);
int permission = ActivityCompat.checkSelfPermission(this,
Manifest.permission.READ_CONTACTS);
if (permission != PackageManager.PERMISSION_GRANTED) {
7RSS A LERE RS £ RS L
ActivityCompat.requestPermissions( this,
new String[ ]{READ_CONTACTS, WRITE_CONTACTS},
MY_REQUEST_ACCESS_CONTACTS);
}else{
/1% 7R TRAHEG
readContacts();
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@Override
public void onRequestPermissionsResult(int requestCode,
String permissions[], int[] grantResults) {
switch (requestCode) {
case MY_REQUEST_ACCESS_CONTACTS: {
[/ Ar%k A B ahis > B w g A ek o] §
if (grantResults.length > ©
&& grantResults[@] == PackageManager.PERMISSION_GRANTED) {

[1 A R BT KRR N B el B 4 AR M e i

readContacts();

} else {
/1 FAEE R B HEied
new AlertDialog.Builder(this)
.setMessage(" % jf RIFER A ALK b ")
.setPositiveButton("OK", null)
.show();

}

return;

// &r%"ﬁﬁi&g’v’ﬁﬁﬁ ,7K/TJ» % & EJY {3 %] ch CASE

i0s :
i0S # jo3F App BB GE R g~ (AT Y ARG 0 L RFER T F R
PR AR AR TR 0 2O s s PRI A T S R AR
S [H BARHE ~ ATH ~ B PRI A TR R AR M AR AR AT o
R
// Check the authorization status of our application for Address Book
-(void)checkAddressBookAccess

{
switch (ABAddressBookGetAuthorizationStatus())

{
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// Update our UI if the user has granted access to their Contacts
case kABAuthorizationStatusAuthorized:
[self accessGrantedForAddressBook];
break;
// Prompt the user for access to Contacts if there is no
definitive answer
case kABAuthorizationStatusNotDetermined
[self requestAddressBookAccess];
break;
// Display a message if the user has denied or restricted access
to Contacts
case kABAuthorizationStatusDenied:
case kABAuthorizationStatusRestricted:
{
UIAlertView *alert = [[UIAlertView alloc] initWithTitle:@"Privacy
Warning"
message:@"Permission
was not granted for Contacts.”
delegate:nil
cancelButtonTitle:@"0OK"
otherButtonTitles:nil];

[alert show];

}
break;
default:
break;

ATHH B 3% A

ABNewPersonViewController *picker = [[ABNewPersonViewController alloc]
init];

picker.newPersonViewDelegate = self;

UINavigationController *navigation = [[UINavigationController alloc]
initWithRootViewController:picker];

[self presentViewController:navigation animated:YES completion:nil];
i e (BEom +18 2T) T A

// Search for the person named "Appleseed" in the address book
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NSArray *people = (NSArray
*)CFBridgingRelease (ABAddressBookCopyPeopleWithName(self.addressBook,
CFSTR("Appleseed")));

// Display "Appleseed" information if found in the address book

if ((people != nil) && [people count])

{

ABRecordRef person = (__bridge ABRecordRef)[people objectAtIndex:0];

ABPersonViewController *picker = [[ABPersonViewController alloc] init];

picker.personViewDelegate = self;

picker.displayedPerson = person;

// Allow users to edit the person’s information

picker.allowsEditing = YES;

[self.navigationController pushViewController:picker animated:YES];

}

P .18 <
CFErrorRef *error = NULL;
ABAddressBookRemoveRecord(self.addressBook, (ABRecordRef)person,
error);
if(error != NULL)
{
//1if any error happen
UIAlertView *alert =[[UIAlertView alloc] initWithTitle:@"Error"
message:@"Deleting Contact" delegate:self cancelButtonTitle:@"Cancel”
otherButtonTitles:@"0OK",nil];
[alert show];

}
ABAddressBookSave(self.addressBook, NULL);

FE T App AR FERP 14.1.2.2. KELFTEI
fFé* App A A FT X HRIAE T N/A
LB ERESY YD/T 2407-2013 5.5.4.2, NIST 800 SP-163 3.1.1

i0s :
Human Interface Guildlines,Request Permissions( %R :2016/10/1)
QuickContacts demonstrates Address Book UI from( & :§ PR -
2016/10/1)
developer.apple.com( A3 FF R : 2016/10/1)
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https://developer.apple.com/ios/human-interface-guidelines/interaction/requesting-permission/
https://developer.apple.com/library/ios/samplecode/QuickContacts/Introduction/Intro.html#//apple_ref/doc/uid/DTS40009475
https://developer.apple.com/library/ios/samplecode/QuickContacts/Introduction/Intro.html#//apple_ref/doc/uid/DTS40009475
https://developer.apple.com/library/ios/samplecode/QuickContacts/Introduction/Intro.html#//apple_ref/doc/uid/DTS40009475

CPE-04: M F17 178+ k7 App et LT » 3 WA H 58 DX T A g p o
¥ oo
P
TREART UG LA RLAAFEEY App A
GPS =% % fE1 P 38) ) » WA TP i 7§ &

2 SR PR FOR 2 AR B3 (4o 2 NFC >
s pr Azt FE e PP 2R

PRMEFERY Y RELTROF PR LFAAELR T FEFTH G

* o

BILEE FH(GPS R ) fREARTEE R BFL TH Y o RERIENE o A §

MRy vhwlzr@;»pif;fr.é —gw:gquo

ok R R AT F A & LA App R - BHE T xffb&ﬂ*m S

A A ARILAR l“jL PR 2 F A ﬁ‘uf@ﬂ G e T App i * iEART
-

T 5
wARE ﬁq’f"ﬁ ,&?5@@ AREZV i g TN BN -
SRR @ K App LE RGBT L H e NFC MAC fak ¥ 2 1 p sk E T
H o
F4 B %4 Android 2 10S 77 7| ed > A2 54 4 b o
X2EFL Y BT F TR
3% 2AE \/ﬁ%?"ff : N/A
X 2R/
Android :
& Android ¥ ¢ - Bl ¥ TFAHT A T AL F B XL
ixﬂ”“} Mo B - i K X7 %ﬂ?ééﬁ%t‘i’ﬁ L G
AR TR

R/ RNEE A

=

@Override
public void surfaceCreated(SurfaceHolder holder) {

mCamera = Camera.open();
Camera.Parameters p = mCamera.getParameters();
/%5 4R8P GPS Ap B TR

p.removeGpsData();

mCamera.setParameters(p);

ios :
& 1i0S g ¢ ifi?ﬁii? Bt pst pae feqpeny MinE FRE FARR T F L
LB PR IEA S AR E A R AR
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B P IR LA TG
- (void) saveImage:(UIImage *)imageToSave withInfo:(NSDictionary *)info
{

// Get the image metadata (EXIF & TIFF)

NSMutableDictionary * imageMetadata = [[info
objectForKey:UIImagePickerControllerMediaMetadata] mutableCopy];

if (!imageMetadata)

{

imageMetadata = [[NSMutableDictionary alloc] init];
}

// add (fake) GPS data

CLLocationCoordinate2D coordSF = CLLocationCoordinate2DMake(37.732711, -
122.45224);

// arbitrary altitude and accuracy

double altitudeSF = 15.0;

double accuracyHorizontal = 1.9;

double accuracyVertical = 1.0;

NSDate * nowDate = [NSDate date];

// create CLLocation for image

CLLocation * loc = [[CLLocation alloc] initWithCoordinate:coordSF
altitude:altitudeSF horizontalAccuracy:accuracyHorizontal
verticalAccuracy:accuracyVertical timestamp:nowDate];
// this is in case we try to acquire actual location instead of faking it with the
code right above

if ( loc ) {
[imageMetadata setObject:[self gpsDictionaryForlLocation:loc]

forKey: (NSString*)kCGImagePropertyGPSDictionary];
}

// Get the assets library
ALAssetsLibrary *library = [[ALAssetslLibrary alloc] init];

// create a completion block for when we process the image
ALAssetsLibraryWriteImageCompletionBlock imageWriteCompletionBlock =
A(NSURL *newURL, NSError *error) {
if (error) {
NSLog( @"Error writing image with metadata to Photo Library: %@", error );
} else {
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NSLog( @"Wrote image %@ with metadata %@ to Photo

Library",newURL, imageMetadata);

}
}s

// Save the new image to the Camera Roll, using the completion block defined just
above
[library writeImageToSavedPhotosAlbum:[imageToSave CGImage]
metadata:imageMetadata

completionBlock:imageWriteCompletionBlock];

B+ K12
-(void)imagePickerController: (UIImagePickerController *)picker
didFinishPickingMediaWithInfo:(NSDictionary *)info
{
NSString *mediaType = [info
objectForKey:UIImagePickerControllerMediaType];
[self dismissModalViewControllerAnimated:YES];
if ([mediaType isEqualToString:(NSString *)kUTTypeImage]) {
UIImage *image = [info
objectForKey:UIImagePickerControllerOriginalImage];
//got image, put image to imageView
imageView.image = image;
if (newMedia)
UIImageWriteToSavedPhotosAlbum(image,
self,

@selector(image:finishedSavingWithError:contextInfo:),

nil);
}
else if ([mediaType isEqualToString:(NSString *)kUTTypeMovie])
{
// Code here to support video if enabled
}

}

//write image(clean) to Album
- (void) savelImage

{
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UIImageWriteToSavedPhotosAlbum(imageView.image , nil, nil, nil);

2 App,ﬂiiﬁ*'aéiﬁ;- 4.1.2.2. ﬁ%@fkﬁ??ﬁif@w

&
&%?Awﬁi* wRIALE D N/A
w ENISA SSDG1.5, NIST 860 SP-163 3.1.4

@Q%}* CSA MAST 4.2.2,

ios :
eLocation and Maps Programming Guide( & PR : 2016/10/1)

e forensic-analysis-i0OS-devices - sans.org( &P/  2016/10/1)

e github 5teev MetaPhotoSaveApp( # P/ - 2016/10/1)

CWE /OWASP :
eM4 - Unintended Data Leakage (&R : 2016/10/1)

oCWE 200( 4R :2016/10/1)
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https://developer.apple.com/library/prerelease/content/documentation/UserExperience/Conceptual/LocationAwarenessPG/Introduction/Introduction.html
http://www.sans.org/reading-room/whitepapers/forensics/forensic-analysis-ios-devices-34092
https://github.com/5teev/MetaPhotoSave/blob/master/MetaPhotoSaveApp/MetaPhotoSaveApp/MPSAViewController.m
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/200.html
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O Lkt bR 0 FHEAFITFE L 2
AR R A RS o MR IR B30 /,,\;: o
B REE o TR EAPM B Y X5

2

;F;ﬁmﬁj‘mﬁ&ﬁﬁﬁ%
BN F i EN 2 - SRR =

® L RIEIE
() fEH b AEFES - 73 i BEFBY - 0 AEK '%%?iiﬁ%’ﬂ
z%%}@ﬁxf—{a?w ey fk f)qn,,'g_,uﬁglgg_;gﬁﬁ HE F Rz R

(D)FHesE A2 FRELAER- ZHE FTFYLE 2F0 - H*“ ﬁp X iR gk
ZIGET R ""7&_ ’in P2 ERRETR B Lff—ﬁ}fyﬁf"’ 518 R %mxil"’ﬁ‘;‘%
(O)FH e e L IMAFEAMBUTHEZLLREFT A - S E2dn
ERTEEE Y A AL 2 RBEERERNTHEE LT AR R F R
Todp e BEEFT R HB ?%'J«E‘-ﬁ:aﬁﬁfréa 5|
(d)dp e B enfe T LA S D2 #Ey - s E L TR EE L7237 24 45
TR EE il B EAT Bl S T Y FL B
CNS29191 ¥ % B RI% M (CNS) 4L PRF% 4 kLB 39 o
ok & ARPABIRREETR > e F L TR FRABE BT
FITL LR ST o
Z2RFLHIY BT TR
X 2ARNBFEC] D N/A
F 2R/
Android :
RREBTREL FREIRTAFART FAAP REHTH A IF FRE
TIRA R o B T B FAR A irﬁﬁ TEp . BEAR TR ?i‘ﬂ‘
A(B4e D APP ARV R i EF S DA WNEFELRKE) IV UPBET 2 -
Android: ¥ TR HEEXFFEF L FR o ERF 456 B 2T 5
TextView textViewl = (TextView) findViewByID(R.id.textViewl);

S
29

"'X \-\
=N

textViewl.setText(UserId.substring(@, 3) + "***" + UserId.substring(3+3);
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http://www.cnsonline.com.tw/

ios :
Moe  BeRATR T AL (Blde D PREL/ B F ) ZRNFTHEAL Y - B T 4T
Hash fei% B 7 0 # 2t — ol cfd B F il o Gd BtREied ¥ — B 5Lk ed® »
TR RASE LRI AL o A2 NELPE S Y ZULANELE AR Ti5iE % 5] B
AP BT R o R PR T A (B o
Gl4c P SHA-1> ¥ A 4 160 if_;uéﬂfﬁ%l 415 SHA-256 > ¥ & 4 256 if_;ué'ﬁﬁ%] a1 o
A IR R B
EFFA(EF LA F 52 456 45)
NSString *str = self.edit_input.text;
self.label Account.text =

[str stringByReplacingCharactersInRange :NSMakeRange(3,
3) Withstr‘ing:@"***u];

FR AT App AR TR 141,22 5 HF AR
fFé & App A FFT X HRIAE I N/A
*t REF EB%Y  NIST 800 SP-163 3.1.4
4 %k
ot Mz FHELPNE FTAZ CHMAETA T ERE/FET(HAFRE -
2016/10/1)
o AFTHEEZ-2PHZRTHE(LAAFE * 2016/10/1)
eHash function - From Wikipedia( &P/ : 2016/10/1)
eSHA-1 - From Wikipedia( &P R : 2016/10/1)
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https://www.fisc.com.tw/Upload/9678ffd1-2c9f-468f-b8cd-241fca1d5c8e/TC/12.%20%E8%B3%B4%E5%A8%81%E6%85%8E%E3%80%81%E8%A8%B1%E5%98%89%E5%AE%B6.pdf
https://www.fisc.com.tw/Upload/9678ffd1-2c9f-468f-b8cd-241fca1d5c8e/TC/12.%20%E8%B3%B4%E5%A8%81%E6%85%8E%E3%80%81%E8%A8%B1%E5%98%89%E5%AE%B6.pdf
http://law.moj.gov.tw/LawClass/LawContent.aspx?PCODE=I0050021
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/SHA-1

CPE-06:+c % Wi ATR . F ¢ £39 > £ * § XSRF token %3 POST 35 4 # ¥ » 3
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ESL
;s@;q;gmwwg Sl &Y GET 2 5% gl TALGURIE 0 FRF AL g AR
Wl T R AEFT R o blde D BT A, uérr H WR$ ANIEpEE) -

F—"‘w ’l“#\ﬁ%mﬁéazﬁﬂt’»% TARE R o ok st B ip e TR
FF AL R AR R R
i * % > ¢hPOST 45 £ ¥ XSRF token fﬁ—;ﬁ’f #eni K TAL - POST FAL7 § 77K
BELT UAAHRNENE S T RS - R76 LPOST GET - fb @ mq;%ﬂm
c00k1e° B H T A AT BT R RARIE T A By T e gk £ 2ok
%F(Replay Attack) o vk ZF Bz > A F B ;a”“‘ ALw i @& % % 2 Y2 b
! Diffie-Hellman 2 #82 {57 TRiF Lk RARE T4 B o 4o » BRI 85
ﬂtlﬁnl%%%;’p_ v a i Bk s e
d % XSRF token & i H.d 1 4838 > TR A BN BE S F 5T
SERVER-07 o
X2REL Y RFRITHE
X 2AENBFFEG)N/A
X 2N/ N/A
FE T App AR FRXRE 4.1 2.2 5B TR
FE T App A AT X HRBIAE I N/A
FREFLEST IN/A
>3 Fk
Pinto, Marcus (2007). The Web Application Hacker’s Handbook:
Discovering and Exploiting Security Flaws (Kindle Locations 2813-
2816). Wiley. Kindle Edition. (AP : 2016/10/1)
CWE/OWASP :
e M2 - Insecure Data Storage, M4 - Unintended Data Leakage( % i p¥
 :2016/10/1)
o CWE 598( AP+ : 2016/10/1)
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https://leaksource.files.wordpress.com/2014/08/the-web-application-hackers-handbook.pdf
https://leaksource.files.wordpress.com/2014/08/the-web-application-hackers-handbook.pdf
https://leaksource.files.wordpress.com/2014/08/the-web-application-hackers-handbook.pdf
https://leaksource.files.wordpress.com/2014/08/the-web-application-hackers-handbook.pdf
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/316.html
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RERITEET £3 2+ A %% 2% 4 PCI Security Standards Council
Z % 2_ PCI DSS Tokenization Guidelines(# iP5/ : 2016/10/1) %
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Reversible Tokens(# /R . 2016/10/1) -
R AR T U F B RRA B PR o S A 2 RN R R
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EFFOATM o E BB T F AR R R o 2 AR T
iRk oo
FrEhg A FEA L 8 B0 Token PRIR & 4> M- % F B A -
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https://en.wikipedia.org/wiki/Token_coin
https://en.wikipedia.org/wiki/Tokenization_(data_security)
https://www.pcisecuritystandards.org/documents/Tokenization_Guidelines_Info_Supplement.pdf
https://www.pcisecuritystandards.org/documents/Tokenization_Product_Security_Guidelines.pdf
https://www.pcisecuritystandards.org/documents/Tokenization_Product_Security_Guidelines.pdf
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https://www.pcisecuritystandards.org/documents/Tokenization_Guidelines_Info_Supplement.pdf
https://www.pcisecuritystandards.org/documents/Tokenization_Product_Security_Guidelines.pdf
https://www.pcisecuritystandards.org/documents/Tokenization_Product_Security_Guidelines.pdf
http://blog.sina.com.cn/s/blog_4a78b4ee0102v505.html
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https://source.android.com/security/selinux/index.html
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http://developer.android.com/reference/android/security/KeyChain.html
http://android-deve.blogspot.com/2012/11/file-access.html
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https://source.android.com/security/overview/kernel-security.html
http://android-deve.blogspot.com/2012/11/file-access.html
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
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https://zh.wikipedia.org/wiki/YAFFS
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https://my.oschina.net/oschenxiaomo/blog/543199
https://source.android.com/security/encryption/full-disk.html
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
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http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html
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http://cwe.mitre.org/data/definitions/215.html
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https://source.android.com/security/encryption/index.html#how_android_encryption_works
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://source.android.com/security/encryption/index.html#how_android_encryption_works
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
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e > % App AL BF ¢ - GRAL I openFileOutput()#3% < # e & fLfrdk (F
#-;% » MODE PRIVATE #-fliz < £ » 7 {8 H & % S E g % 4258 o H s 7 % enficyd
3 - MODE APPEND > MODE WORLD READABLE > f- MODE WORLD WRITEABLE -
1 & : %#cMODE WORLD READABLE f- MODE WORLD WRITEABLE g API % % 17 1218
© % * % Android N @& * U B e #-3 5k SecurityException 4 st LAk de
Mo 2L RF Android N{e{ B %A% it L% CHE2 % mf*ﬁ ko TEEE S

Bfile : //”URI #-HE 3k F11eUr‘1ExposedExcept10n BEEEe LA Pe ) o dok [§en

Br fe TR B AU R RN E S ehfF % 0 v F U * FileProvider &
FLAG GRANT READ URI PERMISSION ¥ ##'l- ¥ i %R : 3 #% -
10S mpF L 2 i) faend 3 FA o Android 5 i fa2 ¢t 2BV H B
B oo

XRAREL AP ’;“"'IFJ”&

# % 22555 &) ¢ Android :

# e App &% F BV
=+

- 2 API Level 17 Android 4.2 (JELLY BEAN_MR1) z #i s77sk 2 » ¥ 14 2 ZF 3% £ f s71APP #-5°
ﬁyy‘/f/APP 2GR T T E .@7;/’;{:‘/‘\7‘ FP oD HERIERE A o
String FILENAME = "hello_file";
String string = "hello world!";

FileOutputStream fos = openFileOutput(FILENAME, Context.MODE WORLD READABLE,

*)s
fos.write(string.getBytes());

fos.close();

% 2423 ) Android :

- THPH IR RIS P ERFEB AT RS ERABRIFF o & BT
F e
String FILENAME = "hello_file";
String string = "hello world!";
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https://developer.android.com/reference/android/content/Context.html#openFileOutput(java.lang.String, int)
https://developer.android.com/reference/android/content/Context.html#MODE_PRIVATE
https://developer.android.com/reference/android/content/Context.html#MODE_APPEND
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_WRITEABLE
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_WRITEABLE
https://developer.android.com/reference/java/lang/SecurityException.html
https://developer.android.com/reference/android/os/FileUriExposedException.html
https://developer.android.com/reference/android/support/v4/content/FileProvider.html
https://developer.android.com/reference/android/content/Intent.html#FLAG_GRANT_READ_URI_PERMISSION
https://developer.android.com/training/secure-file-sharing/index.html
https://developer.android.com/reference/android/content/Context.html#MODE_WORLD_READABLE

FileOutputStream fos = openFileOutput(FILENAME, Context.MODE_PRIVATE);
fos.write(string.getBytes());

fos.close();

FH T App A AT X RF 14123 L BLTHE
FH T App A2 FF ¥ HRIAE
4.1.2.3.6.%AFHR* BF L TR TREETHETE B FHRB* LN FFRAZ 75
Z_H B o
L RIRE&B%Y [ ENISA SSDG 1.4,1.7, NIST 800 SP-163 3.1.3, 3.1.5
2% %k : Android : Storage Options( &P’ : 2016/10/1)
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https://developer.android.com/guide/topics/data/data-storage.html

CPF-08: 31 L e RME SR LT H » wHAZ LRI RBAT 2 2 FRES
3

- LERIT ARG G- UPF"TM T BE LTS o
Hp
BTEET App P PF @ E AT AR & R TR Ay o o TR
?*—"Ff%ﬁ' NP2 T saEERY o i Androdd F FlE R AR Y T A
t*r

wRAY o ST K?%’?ﬁ%ﬁkof—‘%\i P EHEHATRE T dR >~ AR R R
*FP RS 0 * Byte Array s VAT 0 ML F FAMRF M o @ @ H 2 {8 4 2
R R o ARG AL RS RAE T LR T

R 6P F"”}F“" ke

*E 2ARNBFEC) O N/A

e

AR \/E%ir' B

Android :
%] = Java sirGarbage Collection(GC)eiF+ & _» B4 X R & 3 /2 ELF,’&?FEEP g
E rrﬂr}t;p Z » @ String &_immutable s X &+ &2 i %"3'; » R #ﬂra null » &

EZREFGC G v A7 &5 ey s 5 sl byte
array ki it 22 {8 EREE - Bbyte ERHB L 0 dopt - k> ;J,T}Lﬂb
RFAAGERMY G2 P B LGRS E o

- SecretKey key = KeyGenerator.getInstance("DES").generateKey();

byte[] data = key.getEncoded();///JE % 4B M (T % 2 {4 = T % > M@ 4 5 & RAM

for (byte oneByte:data){ oneByte=0;
}

i0s :
b4 extern unsigned char * CC_SHA256(const void *data, CC LONG
len, unsigned char *md); * mxﬁt data %R > ' 3 ARIF DF R~ 0 R
Fher £ B~ HEmSalt 4 %t o blde i d byte array @ kihash o g
&

ﬂ?}ﬁi;mXORo

- unsigned char obfuscatedSecretKey[] = { ©0x33, OxAD, OxBE, OxEF, OxDE, OxAD,
OxBE, OxEF, OxDE, OxAD, OxBE, OxEF, OxDE, ©OxAD, OxBE, OXEF };
int hash = [Server ComputeHash:obfuscatedSecretKey];
//One-at-a-Time Hash
+(int) ComputeHash: (unsigned char*) data;

{
const int p = 16777619;
int hash = (int)2166136261;
int len = (int)strlen((char*)data);
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. for (int i = @; i < len; i++)
hash = (hash »~ data[i]) * p;
hash += hash << 13;
hash ~= hash >> 7;
hash += hash << 3;
hash ~= hash >> 17;
hash += hash << 5;

return hash;

. // XOR the class name against the obfuscated key, to form the real key.
unsigned char actualSecretKey[sizeof(obfuscatedSecretKey)];
for (int i=@; i<sizeof(obfuscatedSecretKey); i++) {

actualSecretKey[i] = obfuscatedSecretKey[i] ~ obfuscatedSecretKey[i];

FER* App AFFTERF 1 4.1.2.3. FTRBEFTHEE
AT App R A FTEHRIAE I N/A
éﬂ@?i%}’ N/A
;j’
ios:
http://www.splinter.com.au/2014/09/16/storing-secret-keys/

(L3 PR 2016/10/1)
http://burtleburtle.net/bob/hash/doobs.html( &4 PR :
2016/10/1)

CWE /OWASP
M4 - Unintended Data Leakage( 4P :2016/10/1)
CWE 316, 200( %P/ : 2016/10/1)
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http://www.splinter.com.au/2014/09/16/storing-secret-keys/
http://www.splinter.com.au/2014/09/16/storing-secret-keys/
http://burtleburtle.net/bob/hash/doobs.html(查詢時間：2016/10/1)
http://burtleburtle.net/bob/hash/doobs.html(查詢時間：2016/10/1)
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/316.html
http://cwe.mitre.org/data/definitions/200.html

CPF-09: MK TAENHBMP TH AT App 23 42 | FIRERG 5 HTTPS it §
FH o dop /542 - Cookie~ P2 4% ~ A hash &~ R T L ~ * T ¥
R TR
e
R A Raw - L7 Al e pis//f4 > @ ~ Cookie~ TR »
PG4 B2 2288 2T FREREE BPERERES T %‘H?
o
ZrRELGRP CBRFF IR
% iiii“/ﬁ%ﬁi’ﬂl *N/A
% 2AENA D
Android :
ﬁ‘féﬁ/;; 2 T A7 B # HttpURLConnection s7cache -

i w}}

URL url = new URL(urlString); HttpURLConnection connection = (HttpURLConnection)
url.openConnection(); connection.setDefaultUseCaches(false);

connection.setUseCaches(false);

i0S :

+ i 1 75 E R cache
* [[NSURLCache sharedURLCache] removeAllCachedResponses];
. [ [NSURLCache sharedURLCache] setDiskCapacity:0];

. [[NSURLCache sharedURLCache] setMemoryCapacity:0];

R L IRl NET Ci
,/disable caching of Controller
[OutputCacheAttribute(VaryByParam = "*", Duration = @, NoStore = true)] // will be
applied to all actions in MyController, unless those actions override with their own
decoration
public class MyController : Controller
{
//
}
//disable caching for specific one
public class MyController : Controller
{
[OutputCacheAttribute(VaryByParam = "*", Duration = @, NoStore = true)] // will
disable caching for Index only

public ActionResult Index()
{
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return View();

}
Server
BT E(ET R % /htnl) ;
<meta http-equiv="Cache-Control"” content="no-cache, no-store, must-revalidate" />
<meta http-equiv="Pragma" content="no-cache" />
<meta http-equiv="Expires" content="0" />
Fﬁ%*MmEi?Q%ﬁmell%&ﬁéﬁﬁﬁ
i k® App A*FXRRIAE :
4.1.2.3.4.(1) 270 R* AN LF ARDERREETRE SR TGS 2
ERRFRBSY IN/A
>3 Rk
i0S : NSURLCache Class Reference - Apple developer (& qpEf :
2016/10/1)
148 : QutputCache - .NET(Z PR : 2016/10/1)
#F P % :Disable browser caching with meta HTML tags(&:ER :
2016/10/1)
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https://developer.apple.com/library/mac/documentation/Cocoa/Reference/Foundation/Classes/NSURLCache_Class/
https://developer.apple.com/library/mac/documentation/Cocoa/Reference/Foundation/Classes/NSURLCache_Class/
https://msdn.microsoft.com/zh-tw/library/hdxfb6cy(v=vs.100).aspx
http://cristian.sulea.net/blog.php?p=2014-01-14-disable-browser-caching-with-meta-html-tags
http://cristian.sulea.net/blog.php?p=2014-01-14-disable-browser-caching-with-meta-html-tags

CPF-10: 7 f* & App & X A SR A RM P & B 558 P38 @AM E R LT AN
b PR o
o
W%‘ﬁ%w}%ﬂ%%ﬂmrf¢ FA SRR EEF b o £ B R
FAL - A PERE P App I é%%$ﬂ¥¥°i¢%*m@¥ﬁﬁﬁJm%%
T3l Android kAL P R AT RY B KB ORRE TR o oy ¥ o AT
ﬁi”ﬂﬂWTRT%ﬁQFEﬁW% i
R A LR oo % 7R2_ % {Z 7 22 READ_LOGS ## 1< Android &% #2:8 % 1 4 34
P 38 e BB ATHANdOId R A P 3EY e Flms A3 k0 3 T RAG RIS
Ag*L e @& Android ¥ ¥ r2 4% fiProGuard i DexGuard ftA# 'y o e et B 5
* A &k A hlog Class =i » ji@ # b »¥ e #r3 Log.d > Log.i> Log.v - Log.e
ok o
X2EFL Y BT F TR
3% 2AENEF] I N/A
T RRNHP
Android :
4e@ o 4 B A * ProGuard £t DexGuard % %t- ¥4 Log «1{7 5 > EREIE Sy
F Ok St ﬁ € #747 ¢ K epandroid.util.Log > kiEF|4- F 4] Log 7 &
/) FT— B1 EA;V Log, #kF f7android.util.log #A7¢ #
public class Log{
J/ 8P K ETFLAG sk it > 4o i B RBERIK 5 true, » 2 B ;i false
private static boolean FLAG = false;
public static void d(String enable_tag, String message,Object...args){
if(FLAG)

android.util.Log.d(enable_tag, message+args);

}
public static void e(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.e(enable_tag, message+args);
}
public static void v(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.v(enable_tag, message+args);
}
public static void i(String enable_tag, String message,Object...args){
if(FLAG)
android.util.Log.i(enable_tag, message+args);
}

179



Tl Objective-C|

- **Release = p# » [§ B NSLog 0\ » 1/ iE 7|7 46 570 777 77

NSLog rewrite when publishing

//disable NSLog when Release
#ifndef DEBUG

#tdefine NSLog(...)
#endif

FEk App A2 FTERP 14123 R FTHEF
fFEE* App A AT X HRRIAE !
4.1.2.3.4.(2) ®AEGFH BT RN LT AR N BSR TR R L R p T
=+ 5
S

*t WEF & 8%Y  ENISA SSDG 2.9,ENISA SSDG 7.5
%% %k : psa disable nslog in your release builds(# P/ : 2016/10/1)
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https://www.reddit.com/r/iOSProgramming/comments/34yyi1/psa_disable_nslog_in_your_release_builds_my_banks/

CPF-11:{7# &* App R 552 FAL AL A BEP 2 Z b7 LW P R
wp
bk - BT 42N A HY L4 (Crash)pF o A2 Sl AR R AP v o TS
p%mﬂwpﬂw'{F#@“ﬁﬁJﬁﬂ?ﬂﬂé’”ﬁ%giiﬁ“hﬁﬁﬁ;a
4 m\i%’f‘g EEY 54 “f POERTAR S e fic o B4 D Assert iap e dic o
Z2RFELERP I BFFR R
3% 2AESNAEP ) N/A
F2RNBFE
Android :
j\%i’na‘%f#—— 337 ¢ chAssert ) kA Y L BY e aniE i
//B 3 - B354 Assert, #-R F ¢ juint.framework.Assert ¢ ¢ @& * 3|
o EATE %
public class Assert{
[/ 8P K T_FLAG ok ik » 4o i BB TRBRK 5 true, ~ 2 B 5 false
private static boolean FLAG = false;
public static void assertEquals(int expected, int actual){
if(FLAG) junit,framework.Assert.assertEquals (expected, actual);
}
public static void assertSame(Object expected, Object actual){

if(FLAG) junit,framework.Assert.assertSame (expected, actual);

io0s :
% 10S ¥ > NSAssert #73 & T%PI«F'”:é& R AN anu@ (T 3 I fx
XCode h¥mk 7_» » FE & % NSAssert &3\ i Release P » p # B FF H iF (¥ o

¥ Apple LLVM 7.0 - Preprocessing

<

¥ Enable Foundaticn Assertions
Debug Yes T
Release No
//+ F At try catch /A FEEAZ 4 B¢ 0 G i crash dump.
//using try catch exception block
@try {

//some danger block of codes

}
@catch (NSException *ex) {
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NSLog(@"Exception happened: %@", [ex description]);

¥
Fk® App AR FRRP 14123 B BTG E
fFH T App & & F ¥ HWRIZAE I N/A
= ﬂﬁ@%%a"»“’ N/A

? 1

ios :

Handling Exceptions - apple developer( &R : 2016/10/1)
http://www.w3.org/Protocols/rfc2616/rfc2616-secld.html( 4 4 & &

2016/10/1)

CWE /OWASP :
M2 - Insecure Data Storage, M4 - Unintended Data Leakage(# PR :

2016/10/1)

CWE 312, 313, 522, 200( 4/ :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Cocoa/Conceptual/Exceptions/Tasks/HandlingExceptions.html
http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html(查詢時間：2016/10/1)
http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html(查詢時間：2016/10/1)
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html
http://cwe.mitre.org/data/definitions/522.html
http://cwe.mitre.org/data/definitions/200.html

CPF-12:@ A {78 k® App 2 A2 78 ~ Z 2 MR H # HERN? - 3 RY > 748
LLABBTFASHFN S f2 A 22 Bék(Keys) ~ 441 » £ (Initial
Vector, IV) -

E

FEET App TS T A GARELARFF e IRBEFY R L ERR R
B~ VA RET AN AR RIAE 2 2 Rk (Keys) ~ A4 it e £ (Initial
Vector, IV)E 4 R F)F >t 5 g 24 BARALJE > G AR TR o
FrEhe g ERELET FE T T AP EE 2 F e R b APT > R E L
(Key Management) d iiep P12 7AJE » B2 ¥V 5 &40 BN H © 5 A fRes
%% R ) 224cAndroid s Hardware-backed Keystore(#:4 PR : 2016/10/1) %
i0S #1Secure Enclave( %R :2016/10/1) -
b BEBATEEL AR RET EHT 2R SRET TR (ARAY
LoHRAET SLET)
(=) RFH* TrE- Lk &4
1. 7= if—i&i » BRI G TR & A RRE 7R CNS 15408 EALS ~ =
#& Pl (Common Criteria)ISO/IEC15408 V2.3 EAL 5 & FIPS 140-1 LEVEL
2( )M F R X 25 RPRZE 2AE(SE)P > B FHED 6 L F L2t E B
3
M FE 4R a?cm s P EAE AR E A MR TR A N (TR LT
ookt  FrEEE>ARITERE -!zj?_i\-,i—fﬁ Gldo FE L ) HEp
LRI R b L B &R
3.5 foH B P (Aod 84 2 T fe AR N A IR B LT o
Pan (@4 W AR T R E4FL B* Halre 7 272 P RSA ZLHAESN 4 B
B2 o R RE R EL(F F R T RSA ZEHFN S RIF F 2 ) e E b
B2 YRR ERACT o
(DM ErRBFRFRAFHIEREP R EF Y 2 LF LAY -
(Q)F R E{PRHRHE I T PR FHERFFT R HE2 R REK/ITF
B- RAERZE 2P
() F®EMHL ALY g S ARET Y o % B pF
Mo HBEFBEMKLT AR -
B8t BiE PO E R AT
(1)Android & * 42;VP~* AES S:#c > AES Key i¢ * Device ID -~ Package
Name ~ Application Version £ URL Domain » & % $cig (7B 48:F 5 >
B 32 A3 iTh DAk
(2)i0S & * 4258 B~ % AES S > i0S Keychain ¢ * Device ID -~ Package
Name ~ Application Version £ URL Domain » & % $cig (7B 48:F & >
32 AeF R iTE R

ETI
(\

i

REE-ZFEET

Ny
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https://source.android.com/security/keystore/index.html
https://www.apple.com/tw/business/docs/iOS_Security_Guide.pdf

4.5 %= ﬁﬁ’]‘# Tind & 2B o
Blde D 4 RE TR AR ARS o B BRI o
(Z)B5iBA4FE (Ao OTP~TAC %) * » 229 24 » R 2 2 HE X B > RAEIL 44k
%,’;%@&“ H;}lﬁ T2 AP EE o
l. 7~ R ( ”ﬁ)@’*) ERN S IR E MR o -
2.5 5 Bk 4:#”“‘%1)?% SR ER -HEH- o
(L)zrp prip v U T80 8 T PRIFE & 2 5 T/l o
(2)%?$éﬁ\_i RLER LR - ’pf;a PR PE S F SRR RPRE S
R FoAR R S o
(Z)BMRAEEHA G IS A IR "W PREFR BT 25555 P L
HRERANFRIERBICELN GRS o
1.4 5K I?B"ﬁi? .
Pav (TH 4T E F AR 22 B A 5 RIPFER S KRR £2 1 o FER
TERRT ARG ERFREETN > KB - TRFLFERS 0 HERL
PR > PIREL G- TS FEAARLFRERE AR S e ¥ L2
WEARR ¢ Zhe B feh AR o
2 A3 bR (AR AE) ¢
()F s BHERY %*%%@ ?ﬁiw°
(QDF s+ R &tkkr SHAC RGN R E4
3% SO E TP (47 PKI ’B\.LE =¥ g f’r;‘éiz)
WA R OB NG EALA K o bl D AES 4 RIR R FHOKEFL 2P
EoRERFERF IR (- )22 (2 )B(Z)2BE> %o
2EFL XY I RFF A
F 2ARNAF ] D N/A
2AENBFON/A
FE kT App AR FTH RN 1 4.1.2.3. AR TR
kT App R A FTERRIAF ¢
4.1.2.3.7. BAFHRY B2 BNEAE B HEZHENF O AT AR RE
L T AN Nk oy Y BIFE R b4
t WE ¥ &EL4Y . ENISA SSDG]2.5,2.10,NIST 800 SP-163 3.1.4.
% kik I N/A

<

A SN &
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CPF-13: § R BR 7 Y ERMB T ¥ ID> k4l p 2L ARBAJIE > BR F4e

EMEEER ID A BV @ % FH 5 B E (Mask)s - 4% it (Tokenization)
2 %% (Hash) % -

w

%
y!
%

iz Android 3" ¥4 > # * Android ID Lé;ifﬁﬁ T Rp
#1:@LR*AWID

FIAY ID > G4 : SSAID(Android ¢7ID) » v IMET &+ % #ci® * R 2 @& * v
(AN T S N Ll

$2: ERPRLIDFERIR* FAFTLRLR?

Ait* B2 ID(AAFR 2@16/19/1) B LR F AR 2 BB AR
2016/10/1)3%K % > A& ifpt ID 7 s 42 3| B 4 £ 2 T (PII)F %F 4 #-¢ * ’ﬁi?}im
B2 ID}@FL’I‘JF&— ID a2 o

#3: 3T pIEHA G TR AL S BeniFA; c T L@ % F 6] (Instance)ID &
‘f‘—r E]T? GUID °
¥ X Sl 2 @ 2P > F 5 ID & GUID Bz E Y AR o

A4 BB AR k@ FR l'e"* LRePAPI NG RRCEFRYSE o
FALHEB G B RIEN F REPF 0 T 2 % DRM APT. (A 1 2016/10/1)
@& App ALET PET 6 * SafetyNet API(A PSR : 2016/10/1)

ZAPL# it /s (87 2 ATRA LT S ARRLSAREL > & A 3

A'—‘- uﬁ °

Frmid B g iE R F4c Best Practices for Unique Identifiers( & :gpFm -
2016/10/1) # ioS *+ » @é”*'g}g’* TR X Fl ID”# s » @ % X 7 zq
CredentialsManager ¥ % © #7344 o i (75 > (& # F‘ it BB iEe
Jn—J?!Jm_E/A,\ Bz w4 ’irﬁ“l._,\, ,E,ﬂ_ﬁrﬁ’i\ g .%z Zoo 57 IR %?n& )
7 & LOG i# % ¥ LA

% Android } - 3ig ¥ s # & @@ * Android ID £ Device ID ¥ g4t 4l %8 ID - & iz
MH W aE R ID KRR FERR G & l’e’q’f—?ngDo
ke HASH &2 UUID i 7 £ xh%E » T VR L3 48108 > RRELIY T S k' 38 o
#FK 7 % UserName, )7 Hash+UUID i& {7 Client profile z Zk#, ~ [# ik # 7%
BT 2R,
EFLGRYH RFF IR
X 2AFF/ES N/A
B b ¥ A
Android :

TSGR 4o A4~ B UUID B APPILE M KA A R KA

[/ % - X RS A4 - & UUID

String uniqueld = java.util.UUID.randomUUID().toString();

String hashId = encrypt(uniqueld);
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https://support.google.com/googleplay/android-developer/answer/6048248?hl=en
https://play.google.com/about/developer-content-policy.html#ADID
http://source.android.com/devices/drm.html
https://developer.android.com/training/safetynet/index.html
https://developer.android.com/training/articles/user-data-ids.html
https://developer.android.com/training/articles/user-data-ids.html

[/ e Brmfs o EFFAPRT - LRI KRG
sendToServerToSave (hashld);

[/ T REGFRRAE L > nin gy
saveHashedId(hashld);

[/ T e AR BT S hash B ID > feifdpr B IDEF v M E 2 i k- 2% &
if(! getHasedIdFromServer().equals(getSavedHashedId())){
/1% 3 A0 I iR o RBAR B RTEE o Dlde D R KR Y 0 F B A 0 RIS KA

public static String encrypt(String s){
MessageDigest sha = null;
try{
sha = MessageDigest.getInstance("SHA-256");
sha.update(s.getBytes());
}catch(Exception e){
e.printStackTrace();

return g

}
return byte2hex(sha.digest());

}
private static String byte2hex(byte[] bytes){

String hs="";

String stmp="";

for (byte myByte: bytes){
stmp=(java.lang.Integer.toHexString(myByte & OXFF));
if (stmp.length()==1) hs=hs+"@"+stmp;
else hs=hs+stmp;

}

return hs.toUpperCase();

i * Google Play FRix+#t ik SafetyNet API - &k 43K # 4 F 7 4% Root iF -
S S

- byte[] nonce = getRequestNonce(); // Should be at least 16 bytes in length.
SafetyNet.SafetyNetApi.attest(mGoogleApiClient, nonce)
.setResultCallback(new ResultCallback<SafetyNetApi.AttestationResult>()
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@Override
public void onResult(SafetyNetApi.AttestationResult result) {
Status status = result.getStatus();
if (status.isSuccess()) {
/] A

String data = result.getJwsResult();

. // ¥ data & i7Ap B 245 > B~ "ctsProfileMatch": true R 7&K & ¥ » & 2
Pl TR FE >

} else {
// An error occurred while communicating with the service
}
}
})s
ios : HiiH

A F R F = IEGLEEE 0 A OAUth2 go i) o X P8 3 = 3 rToRen » § T3
ID

OAuth 2 & * § 5/

1.7/ 3 7 2 JRTF

let googleConfig = GoogleConfig(

clientId: "YOUR_GOOGLE_CLIENT_ID", // [1] Define a Google
configuration

scopes:["https://www.googleapis.com/auth/drive"]) // [2] Specify scope
let gdModule = AccountManager.addGoogleAccount (googleConfig) // [3] Add it to
AccountManager

self.http.authzModule = gdModule // [4] Inject the
AuthzModule

// into the HTTP Llayer

object

let multipartData = MultiPartData(data: self.snapshot(), // [5] Define multi-
part

name: "image",
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filename: "incognito_ photo",
mimeType: "image/jpg")
let multipartArray = ["file": multipartData]

self.http.POST("https://www.googleapis.com/upload/drive/v2/files", // [6] Upload
image
parameters: multipartArray,
completionHandler: {(response, error) in
if (error != nil) {
self.presentAlert("Error", message: error!.localizedDescription)
} else {

self.presentAlert("Success", message: "Successfully uploaded!")

}
)
FLA App & * 2.5
<key>CFBundleURLTypes</key>
<array>
<dict>
<key>CFBundleURLSchemes</key>
<array>
<string>com.raywenderlich.Incognito</string>
</array>
</dict>
</array>
3./ App & * 2%
func application(application: UIApplication,
openURL url: NSURL,
sourceApplication: String?,
annotation: AnyObject?) -> Bool {
let notification = NSNotification(name: AGAppLaunchedWithURLNotification,
object:nil,
userInfo:[UIApplicationLaunchOptionsURLKey:url])
NSNotificationCenter.defaultCenter().postNotification(notification)

return true

FH AT App AR FTERHF 4123 R BT
6 &* App A* T HRIAE :N/A
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Lt FEE & 842  ENISA SSDG 2.1,2.2
¥ %k
Android : Best Practices for Unique Identifiers(#&:pFfF : 2016/10/1)

ios:
OAuth 2.0 with Swift Tutorial (#:3m R :2016/10/1)
http://resources.infosecinstitute.com/i0S-application-security-
part-20-local-data-storage( & PR : 2016/10/1)

CWE /OWASP :
M2 - Insecure Data Storage(#: PR :2016/10/1)
M4 - Unintended Data Leakage(# PR : 2016/10/1)
CWE 312, 313, 522( 4@ PR : 2016/10/1)
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https://developer.android.com/training/articles/user-data-ids.html
https://developer.android.com/training/articles/user-data-ids.html
https://www.raywenderlich.com/99431/oauth-2-with-swift-tutorial
http://resources.infosecinstitute.com/iOS-application-security-part-20-local-data-storage(查詢時間：2016/10/1)
http://resources.infosecinstitute.com/iOS-application-security-part-20-local-data-storage(查詢時間：2016/10/1)
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html
http://cwe.mitre.org/data/definitions/522.html

CPF-14:# * X T X % B 2 JHagg §F %*"ﬁj » Fllenp # { & (auto-correct)

Z
* %
Z

11_[.

ol TR

C

Fla %W4¢3ﬁ%ﬁﬁiﬁﬂﬂﬁ’ﬁﬁ%ﬁﬁﬂ’%%?ﬂﬁﬁ%’@%Wﬁﬁ

Wl R F AL

Android nig * —"Ffﬁaﬂ‘: i XV Ui i A iﬂis?l 2 Fp PR o PR

gEEREREY 0 b EF T E A iﬁ’ﬁujﬁﬁﬁéri%%f

(feEt e PIN AR ~ ) » 0 7 02 8% eBe s 330 84 & & 505 F 31 7 7 iR

% -

105 et ip ol * B> ¥ 0 2T R R PR e R A

ReEHFS VAT o BT E - B2 ﬁt—? 7&‘»@?]% SEBAEG TG ALT 5B R I A

mF\ *‘*;-L&»h 7 )‘%’}} 7&_;\ m*gl“”}ém y T r‘] a}ix Ny )‘%’}} ﬁ_}\%fr,;ﬁgé g;uf °

Br AR { T H o FERARE oM A 15-5'\ BFE d ’“ﬁﬂ’@%‘ﬁ?*&%“‘ BTN

T BT AR RAR 0 o ¥t e UITextField » #.4R autocorrectionType e HHx

% UITextAutocorrec-tionTypeNo # * # 5 4f o oK B ¥ i ¢ SEPFR A 22 en

wKi%’u@ﬁ%ﬂibﬁpio@ﬁﬁiﬁﬁﬁiﬁiﬁﬁﬁﬁioé?uﬁ&

B ﬁiiﬁﬂ?ﬁfiﬂi—if KRR AR ko W% >R R>E R L -

Android enig * Eﬂ: v i i‘ﬁiﬂ TEVIURGFIEL ARG BT BE o PR
jﬁi?ﬁﬁ@%?%\e%’mﬁ%% THRBT M T UT RS

B &4 (foB i PIN l,%% ) v W B »}LB’~ R R U R RESHER K

T R b enifsk o

2R G0Y CBFF TR

2AREF G D N/A

EY- 2071

Android :

FoIA BERP 4o b XML A& £ Java A2 AP R ik p B

i
N
>H'_.
T =k
A
o
!

ﬁ
=

?
N
%
e
o
T

In XML # * android:inputType="textNoSuggestions" &% btz 3

<EditText android:id="@+id/edtInput”

android:layout_width="edip"
android:layout_height="wrap_content"
android:layout_weight="1"
android:inputType="textNoSuggestions"
android:maxLines="4"

android:maxLength="2000"/>

In Java Code i¢ * InputType.TYPE_TEXT_FLAG_NO_ SUGGESTIONS i % pt 74 i

edtInput.setInputType(InputType.TYPE_TEXT FLAG_NO_SUGGESTIONS);
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i0s :
- EEMF T FE O fRap BRI AR LT
- myInput.autoCorrectionType = UITextAutocorrectionTypeNo;
- EFZRMBE 1‘7‘-@?[ MEGHE FREF R 0 LT RMIE
- myInput.spellCheckingType = UITextSpellCheckingTypeNo;
XV d LT i%‘“,lr?éis?l% Rk
General > Reset > Reset Keyboard Dictionary.

B EERRFMANRERETH - 2R
B S O L R TR A o

EEHA

FR T App R A FARS 4.1 2.3 R TR
FE T App AR TR HRIAE I N/A
LARFERESY CN/A

https://developer.android.com/reference/android/text/InputType.html

(A3 PR 2016/10/1)

CWE /OWASP
M4 - Unintended Data Leakage( &R : 2016/10/1)
CWE 200( A4 PFF R : 2016/10/1)
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https://developer.android.com/reference/android/text/InputType.html
https://developer.android.com/reference/android/text/InputType.html
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/200.html

CPF-15:# * XX A %R B AR TH BB HZ L A -
wp
i0S {r Android et 3248 /B (copy/paste)# iv o T RE{E 2 S F A R IR EA
A E B AR FHRTARRET R & F? U 2 R AL 2 o do g F i * —‘gf
FERTY R TSN IS N 1. U R TS
foif o W T o B AT/ R RILACE TR S AR AT WE T T
# oo tAndroid PR T U ER R ARNEFTEFE FILZREEFTREAN FHREF
* fngﬁ;saﬁm}g FA o & 10SF 4 g FAFFRAFE/REL B AR S R AP
FIp el > T EHE § ugdltemplate o
Z2RFELERP I BFFR R
3% 2AENAEE D N/A
%2 Mmﬁw :
Android:
R TERI R U TRE S B Sk AR/ S S
1.0k 2 2§ T /47 Wi
import android.app.Activity;
import android.os.Bundle;
import android.support.v4.app.NavUtils; import android.view.ActionMode;
import android.view.Menu;
import android.view.MenuItem;
import android.widget.EditText;
public class UncopyableActivity extends Activity { private EditText copyableEdit;
private EditText uncopyableEdit;
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState); setContentView(R.layout.uncopyable);
copyablekEdit = (EditText) findViewById(R.id.copyable edit); uncopyableEdit =
(EditText) findViewById(R.id.uncopyable edit);
// By setCustomSelectionActionMODECallback method,
// Possible to customize menu of character string selection.
uncopyableEdit.setCustomSelectionActionModeCallback(actionModeCallback);
}
private ActionMode.Callback actionModeCallback = new ActionMode.Callback() { public
boolean onPrepareActionMode(ActionMode mode, Menu menu) {
return false; }
public void onDestroyActionMode(ActionMode mode) { }
public boolean onCreateActionMode(ActionMode mode, Menu menu) {

/] *** st H#'% android.R.id. copy
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MenuItem itemCopy = menu.findItem(android.R.id.copy);
if (itemCopy != null) {
menu.removeItem(android.R.id.copy); }

/] ¥EE K 4 ?E%EM‘,% android.R.id.cut

MenuItem itemCut = menu.findItem(android.R.id.cut); if (itemCut != null) {
menu.removeItem(android.R.id.cut); }
return true; }
public boolean onActionItemClicked(ActionMode mode, MenuItem item) { return false;
¥
@Override
public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.uncopyable, menu);
return true; }
@Override
public boolean onOptionsItemSelected(MenuItem item) {
switch (item.getItemId()) { case android.R.id.home:
NavUtils.navigateUpFromSameTask(this); return true;
}
return super.onOptionsItemSelected(item); }
}
2. 080k B AR T
#-android:longClickable % % false

<LinearlLayout xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools" android:layout_width="match_parent”

android:layout_height="match_parent”
android:orientation="vertical">
<TextView

android:layout_width="match_parent” android:layout_height="wrap_content”

android:text="@string/unlongclickable_description" />
<!-- EditText to prohibit copy/cut EditText -->
<!-- *** 4 android:longClickableik % False % # .\t . --> <EditText

android:layout_width="match_parent"
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android:layout_height="wrap_content" android:longClickable="false"

android:hint="@string/unlongclickable_hint" />

</LinearlLayout>

i0s :
- T H TextField/TextView % #
» @interface ViewControllerPaste : UIViewController <UITextFieldDelegate,
UITextViewDelegate>
. g‘;"é’(@”ﬁﬁf/\ ~ %3 F #(Copy ¥)m# » % i zF Copy/Paste

- (BOOL)canPerformAction: (SEL)action withSender: (id)sender {

. //identy those who not allow copy/paste

. [myInput resignFirstResponder];
. return NO;
-}

Fo? App AR FERP 4. 1.2. 3. B TS

o™ App A& & F X HRIAE - N/A

L WREFEB%Y  IJSSEC AASDSCG Risk of Information Leakage from
Clipboard

%4 %k N/A
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CPF-16:% (78 &* App # * FHFELIJBUSFHBIRR LT  wlr @ - MB
E TR R AR R RS BT R -

EYA

3%

=

R A BAIATIRGE o AR Y AR EL 2 EH DR R ARSI o
AREAET AR R F R i%,ﬁmihﬂbﬁﬂ dpELE o F #ﬂ v BEL LR
f#’ MiESREL LG ARSI S TR F AR ﬁ}\r § Bis s v
TR X IOE KL S NAND Ry o
AR
ZRFEY A 2 AL AN GO GREY §T AL LB Y o & Android F ¥ 2
* - & SurfaceView » ¥ :f i & IR - B4p 3 T (preview) - E\ﬁ‘,fﬁw'g I e pF
?E%? c RS RERTE LIETEG EHY - BHRELA DT R @ o
- i*u? R 4 = Bitmap, £ & 1]5&» JPG Bl4% > £ * basebd Wb~ ~ F {5+ @
ZHAW B BIARY B HIM** ArEE BT RAM ¥ > 1L G B (e ® A AT AR T
PR A MR R A (PN Bz flash efitd) o
% Android Camera #f%| P - takePicture()™ * *tdp - Callback.#7ri i¢ *
Camera.PictureCallback Interface # J) JPEG El??ﬁé’»-g wfed b — Callback & /£ -
TR ARER G
public void onPictureTaken(byte[] bytes, Camera camera) -
BHEBESNT LR i@;f:}i@%,’},;}g ERE o A W v g F A3 RAM ¥ o
X2EFL Y BT FFRR
X 2ARNBFEC)N/A
X 2ARABE L] IN/A
FE kT App AAFTERE (4. 1.2. 3. g T F
FEk* App A AT X RRIALE I N/A
LRRFRRESY IN/A
%% %k N/A
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CPF-17:f’?iF')%’* App 7 #& 1% oK T AEA S Bd WREELERHLIE L
&ﬂu@iééﬁﬁm$&ﬁ *{éﬁ BE2E s BT RIFRES
ﬂt BRITRX 2N » blde D SR AR ’i\-ﬁ AR o
o
ios B ¥ i3 B 4250 m?/‘i BV M AEREERT € X IR LS plist 2 2 o Bk
¥ Android e 3 B LA ;ié% F enE 47 XML 2 % & SQLite FALE K % 0 RN
%Tlgﬁq’j?uﬁﬁéﬁirmtﬁ BFB Lo
FOTORT GV A iR RDARNAE o F - BRAF A0 A E A 10S plist <
»m{@;? A2 Fla %‘i & /E#ﬂ‘éﬂ ) _n # mm—ayz—% INE L XTI T A25N o AP BT
?—‘ﬁ%’i SR SR fodin 0 MBI R ARNARNBY fel o 7B FRARE
Pert B 2 2P ¢ 7 3@ Rk T “,fét%;gp%c?ﬁ o MBI IRT > @ F d i@
?ﬁﬁ%ﬁ%ﬁ%ﬂ@%’éﬁawﬁﬁaiéﬁ’ d i - A -
X2RELHBH CRFRITHFE
P ¥
i0s :
Application Setting Read Example
Hze T E A plist  Thf 0 FERBGEE P 2T
//3~18 plist ;% BT
NSString *filePath = [[NSBundle mainBundle] pathForResource:@"secrets”

ofType:@"plist"];
. NSFileManager *fileManager = [NSFileManager defaultManager];
. [self AppendLog:[NSString stringWithFormat:@"filePath=%@", filePath]];
. //E % plist fh% 5 o B
. if ([fileManager fileExistsAtPath: filePath]) {
. NSMutableDictionary *data = [[NSMutableDictionary alloc]
initWithContentsOfFile:filePath];

. NSString *hash_password = [data objectForKey:@"hash_password"]; //i¥_data
P OB g

. NSString *setting lifes = [data objectForKey:@"setting lifes"]; //i¥_data
¢ B i@

. } else{

[self AppendLog:@"file not exists"];

FARABP
Android :
LU DI P 4r i Bt B g i3 2 property file fBigg X frig # jﬁ;y » ETB B R
DTNt

public class MainActivity extends ActionBarActivity {
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String flag = "com.ereach.helloworld";

@0verride

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.activity main);

String encryptPassword = loadPassword();
J/FI Ar B3 38 2 3 F 0 4o f ROV RBAGE > - *ﬁ%*ﬁj%%ﬁ RRERE S
// if(encrypt(userInputPassword).equals(encryptPassword))
}
public static String encrypt(String s){
MessageDigest sha = null;
try{
sha = MessageDigest.getInstance("SHA-256");
sha.update(s.getBytes());
}catch(Exception e){
e.printStackTrace();

return B
}
return byte2hex(sha.digest());
}
private static String byte2hex(byte[] bytes){

String hs="";
String stmp="";
for (byte myByte: bytes){
stmp=(java.lang.Integer.toHexString(myByte & OXFF));
if (stmp.length()==1) hs=hs+"0"+stmp;
else hs=hs+stmp;
}
return hs.toUpperCase();
}
/B
private String loadPassword(){
//# 1§ properties # *
Properties properties = new Properties();

try{

FileInputStream stream = this.openFileInput("music.cfg");
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[/H B3 B RN B
properties.load(stream);

properties.load(streaml);

}catch(FileNotFoundException e)
{

return;

}catch(IOException e){

return;

}

return String.valueOf(properties.get("password"));
}
}

T IJODb ective-C|
protect application parameter : example code
- BT RHE VAL - Sl R
//Stored as String in program, still not so safe to cracker
NSString *APIKey = @"abcdef123456";

// Stored as binary array to prevent strings attack

unsigned char obfuscatedSecretKey[] = { ©x3e, @xcc, 0x9d, Oxca, Ox2f, Ox8a, Oxf2,
Oxcl, Ox57, 0x01, Oxc2, Ox2e, Ox44, Oxea, Ox0d, Oxf5, Ox60, Ox09, Ox99, Oxe7, Oxbl,
0x13, ©x2a, 0x6f, Ox2c, Oxa2, Oxfe, Ox12, Oxbb, ©x58, Ox90, Ox85 };
FE T App AR FTERE 1 4.1.2.3. AR BT
FE R App A FFERRIAR © N/A
LRRFREST I N/A
%4 %k : CWE/OWASP
M2 - Insecure Data Storage, M4 - Unintended Data Leakage(#: PR :

2016/10/1)
CWE 312, 313( A PR : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/313.html

CPF-18:i# * {=# i * App Cookies er& 23K F_o
wp o
Hesp ¥ @ % Cookie k& (T AR » ¥ Cookie Aihsed > %> Vil U7 %
2B E E T B o O T T L L HTTP @48 Y i@ % o 23K & Cookie
‘v } Secure %%k > i {7 Cookie ¥ it & * - HTTPS 2+ » ¢ E F|mFE T Alehp cho
Z2REL Y BT FIFEK
*E 2ARNBFEC) O N/A
F 2R/
Android :
F1L 48 ¢ #f Cookie i 7% 23K %> w3k & # F fie & #ip] Cookie &L F &
httpOnly/requireSSL, %i&- # fxzust Cookie £ 7 FFPFE § sk % 0 L & ¢ JiL
Android API22 4 HttpClient = (&3 * » 7eriHttpCookie # /% # &
isSecure

I

CookieStore cookieStore = java.net.CookieManager.getCookieStore();
if (cookieStore != null) {
List<HttpCookie> cookies = cookieJar.getCookies();

for (HttpCookie httpCookie : cookies) {

Log.i("HttpOnly", httpCookie.isHttpOnly());

i0s :
¥ 7/ Cookie £ Z 5 httpOnly/requireSSL
£ FNSURLConnect ¥ i*
- (void)connection: (NSURLConnection *)connection didReceiveResponse:(NSURLResponse

*)response

{

NSLog(@"-------------- didReceiveResponse dump NSHTTPCookieStorage------------
\n");

for (NSHTTPCookie *cookie in [[NSHTTPCookieStorage sharedHTTPCookieStorage]
cookies])

{
NSLog(@"name: '%@'\n", [cookie name]);

NSLog(@"value: '%@'\n", [cookie value]);
NSLog(@"domain: '%@'\n", [cookie domain]);
NSLog(@"path: '%@'\n", [cookie path]);
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NSLog(@"HttpOnly,Secure: '%d,%d'\n", [cookie isHTTPOnly], [cookie

isSecure]);

}
}
EIE T
B e P FpFE s 2 & Cookie Http-Only £ Secure AEfE » 10 RfFZ 2 o
<httpCookies httpOnlyCookies="true" ..>
<httpCookies requireSSL="true" />
FE kT App A AT ERF 14123 N LFHHEE
FE T App A AT X HBIAE D N/A
ERRFRBSY IN/A
%34 %k : CWE/OWASP :

M9 - Improper Session Handling( #::gpF R : 2016/10/1)

CWE 614( 4P : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M9
http://cwe.mitre.org/data/definitions/614.html

3.1.7. SR T A @8 (6)

CPG-01: & & * App @i?]a“zé'ri*%lﬂ)%%%' TRIEBI2AEZFRT TLS 1.1 8001
oo MENEBFTHEBRIEE T FR-

wp
3 T AT B AR P R SR @R AR TR > 36 1 SSL/TLS
HRIELBAYR T A LSSL/TLS LR S F g 5
FERE 24 U PR FDERBEUEARE 0 NE R N/ F RN T o Ra

G ¥Ry P B o 1R AT Web it +5 T HTTP/2 fo SPDY # % & 3%
SSLe ¥ i % £ 3 TLS -

Google #TF = & JRAFeh4c YRR * TLS © 4ok & B & Google ¢h— &+ it > ﬁ*u)%@
% Google i¢ * e _TLS @ 2L SSL - F] 5 iz 'g*”" ‘gfrj LR AL HFAETHE >
{54 (PCI DSS)#L$# ™ » SSL % 2016/6/30 2 MR o PR PERYRES 15 M
PrE® fgx* TLS »

FHFTHERERINLS S T UM AR BRREELE S N k- R FEEHRE
ioS v EpF S 3E L 43}}%@%7]%& > M2 2 (TLS v1.0 >~ TLS v1.1~TLS v1. 2)1r
DTLS « % F& API (4 CFNetwork):R® % + B ¥ 4z £t 4 B App ¢ 45 * TLS » @ K[
API(SecureTransport) B3 &4 meg 4] & BB 3E % CFNetwork # /o3¥ SSLv3 > @
& * WebKit e App(4r Safari)s 4 # ik i {7 SSLv3 i 4 -

" App @ﬁﬁjﬁé M B EIERARSE R I App fi2 * NSURLConnection -
CFURL £ NSURLSession API ¥ » i jf-% il SUefid i (2 -

PR E & 2E L 42 TLS 1.2 i "R (Forward Secrecy) » ® B# & 5 »cx i@ #
SHA-256 4t 12 & % (& 4+ i * 2048 = RSA % 4&: 256 li’bﬁ"ﬁ}ﬂﬁb AR A e 17T
R) e

Apple #-% 2017 # 1 * 3 4]*73 10S App B 4~ * ATS(App Transport
Security, & # TLS v1.2) » %% 10S-04 -
Android £ EHEETLSF it AP *HF A Bt 2 ENMAZ FITALE 3¢ 3
B o)z F LR
*.-?:E?”f’?‘ FEY CBREF TR
X 2ARBEF O] D N/A
X 2ARBE L] IN/A
Fo k™ App R A FTRXRF 1 4.1.2. 4. 5L EFTH @ﬁis?]
Fé k™ App AFFT X RIAE
4.1.2.4.1.(1) & A6 7 A28 LFHRY TLS 1.1(F )11 iR &b 3 @G
BAEFH o
t RBEF &A%Y 1 JSSEC AASDSCG .5.4
> kik
Android : Security with HTTPS and SSL( &3 FF /¥ : 2016/10/1)
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https://developer.android.com/training/articles/security-ssl.html

ios :
i0S Security Guide P.28,May 2016( 4 PR : 2016/10/1)
% HTTPS sl st — %2 2 HF a7 i * chE TLS @ # 2 SSL( LR  2016/10/1)
]

Transport Layer Security,Wiki(# g pFf @ 2016/10/1)
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https://www.apple.com/business/docs/iOS_Security_Guide.pdf
http://news.networkmagazine.com.tw/classification/security/2016/01/15/66225/
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security

CPG-02:{7# * App B¢ * iT¥ AT SRV T RhFEBFTR TLS API 2 % > §F
TR Fie2F2BI 20K EE -
we
Wp R AT A TR R T GRS S R RS B2 2
a‘rt Wi-Fi epepf- 27 g3 4 o
W AT BEASE FRE TR RAR T - BRI (end to end) e H & 2L
¢°%f%i@%?ﬁﬁﬁﬁﬁwﬁﬁﬂi°?ﬁ£%£ﬁ%%ﬁ#2§ﬁﬁ@ﬁ%
% o
i0S A EERLEFNWI-Fidd LT > ¢35 TWPA2 %% | » Vo af L e
i SMILEIRTE o TWPA2 £ ¥, @ % 128 =~ AES v > ¥ 4 ¢ # HRERS F 5
% > R L S iE WI-F1 Rl S fodi il pF > FEiR i * —"FfmF. Fel 4o % 5% 5
W irz B EE - § 1 802.1X it 32 > i0S K ¥ VALK £ T] & 48 RADIUS :u
B ¢ o iPhone fr iPad F % #:7802.1X & M3217 > ;% ¢ 35 EAP-TLS ~ EAP-TTLS ~
EAP-FAST ~ EAP-SIM ~ PEAPVO ~ PEAPV1 %2 LEAP -
X2EFL Y BT F TR
X 2ENFEC
Android :
Bk et getInputStream()pFv #20i - BR ¥ L > @ 2 Ejeden
getInputStream() s p %

=

o

i

F_*

FevE

—=\

javax.net.ssl.SSLHandshakeException:
java.security.cert.CertPathValidatorException: Trust anchor for certification

path not found.

O at
org.apache.harmony.xnet.provider.jsse.OpenSSLSocketImpl.startHandshake(OpenSSLS
ocketImpl.java:374)

. at
libcore.net.http.HttpConnection.setupSecureSocket(HttpConnection.java:209)

. at
libcore.net.http.HttpsURLConnectionImpl$HttpsEngine.makeSs1Connection(HttpsURLC

onnectionImpl.java:478)

. at libcore.net.http.HttpsURLConnectionImpl$HttpsEngine.connect
(HttpsURLConnectionImpl.java:433)

. at libcore.net.http.HttpEngine.sendSocketRequest(HttpEngine.java:290)
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. at libcore.net.http.HttpEngine.sendRequest(HttpEngine.java:240)

. at
libcore.net.http.HttpURLConnectionImpl.getResponse(HttpURLConnectionImpl.java:2
82)

. at
libcore.net.http.HttpURLConnectionImpl.getInputStream(HttpURLConnectionImpl.jav
a:177)

. at
libcore.net.http.HttpsURLConnectionImpl.getInputStream(HttpsURLConnectionImpl. j
ava:271)

F A MR TS 0 P &35 5 (7 Server B SICA S £d B4 A4 CAE
Lofep § x@ﬂﬁ?ﬁ %_ﬁ% PRCA BT AL 2 BdFa VR T E
Eef 0 B RMEF 7 5y CPM-05 ¢

FrRNEF

Android:
Bk in g o 7 E CASE#® e g8 3 chlWeb HPRE > iR ¥ 12 * URLConnection kit 7%
E 1

URL url = new URL("https://wikipedia.org");
URLConnection urlConnection = url.openConnection();
InputStream in = urlConnection.getInputStream();

copyInputStreamToOutputStream(in, System.out);

FH kT App A TR RS 1 4.1.2.4 58 LT B
f R App A AT ERBIAE IN/A

FE% 224 : ENISA SSDG 3.1,ENISA SSDG 3.2
%+ %k : Android : Security with HTTPS and SSL( % @ PR : 2016/10/1)
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https://developer.android.com/training/articles/security-ssl.html

CPG-03:{7d % App § T CPG-02 TLS 4r R R * A3t 4 R e %+ 3
(CRYPTOGRAPHIC MODULE VALIDATION PROGRAM,CMVP)ig #* ‘fi‘)f—ﬁ ¢4 R
L RFEEIRYEHRER T A%

(a)F™ £4kF %%k A% 2048 =~ (F )M P2 RSA4c i E 2 » 8 * £4f7F %k
R 224 =~ (F )12 #Rl¢ M4 RF 8 7+ (Elliptic Curve
Cryptography) -
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Android : Java Cryptography Architecture Standard Algorithm Name
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https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html
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https://developer.android.com/reference/android/os/Binder.html
https://developer.apple.com/library/ios/featuredarticles/iPhoneURLScheme_Reference/Introduction/Introduction.html
https://developer.apple.com/library/ios/documentation/System/Conceptual/ManPages_iPhoneOS/man2/shmget.2.html#//apple_ref/doc/man/2/shmget
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LR & 84%Y | ENISA SSDG 6.3
> Lk
Android : Interprocess Communication (& FFRF : 2016/10/1)
ioS : Interprocess Communication and Networking (A PR : 2016/10/1)

209


https://source.android.com/security/overview/app-security.html#interprocess-communication
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/ValidatingInput.html#//apple_ref/doc/uid/TP40007246-SW10
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http://gadgets.ndtv.com/mobiles/features/how-to-securely-delete-all-data-from-your-android-phone-603731
http://gadgets.ndtv.com/mobiles/features/how-to-securely-delete-all-data-from-your-android-phone-603731
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
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https://accounts.google.com/ServiceLogin?service=androidconsole&passive=3600&continue=https%3A%2F%2Fwww.google.com%2Fandroid%2Fdevicemanager%3Fhl%3Dzh_HK&followup=https%3A%2F%2Fwww.google.com%2Fandroid%2Fdevicemanager%3Fhl%3Dzh_HK&hl=zh_HK&authuse
https://www.icloud.com/#find
http://now.avg.com/how-to-set-up-your-smartphone-killswitch/
http://now.avg.com/how-to-set-up-your-smartphone-killswitch/
http://www.pcworld.com/article/2685332/the-kill-switch-is-here-ios-8-enables-it-by-default.html
http://www.pcworld.com/article/2685332/the-kill-switch-is-here-ios-8-enables-it-by-default.html
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https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html
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Android : Google Play Developer Console( % PFfF : 2016/10/1)
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https://developer.android.com/google/play/billing/billing_overview.html
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html
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http://www.3gpp.org/ftp/Information/WORK_PLAN/Description_Releases/
http://www.3gpp.org/ftp/Information/WORK_PLAN/Description_Releases/
https://developer.apple.com/library/prerelease/content/documentation/Performance/Conceptual/EnergyGuide-iOS/index.html#//apple_ref/doc/uid/TP40015243-CH3-SW1
https://developer.apple.com/library/prerelease/content/documentation/Performance/Conceptual/EnergyGuide-iOS/index.html#//apple_ref/doc/uid/TP40015243-CH3-SW1
https://developer.apple.com/library/prerelease/content/documentation/Performance/Conceptual/EnergyGuide-iOS/EnergyandNetworking.html#//apple_ref/doc/uid/TP40015243-CH16-SW1
ttps://sites.google.com/site/amitsciscozone/home/lte-notes/pcc-architecture
http://www.3gpp.org/ftp/Information/WORK_PLAN/Description_Releases/3GPP%20Green%20activities_Energy%20Saving_20120924.zip
http://www.3gpp.org/ftp/Information/WORK_PLAN/Description_Releases/3GPP%20Green%20activities_Energy%20Saving_20120924.zip
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https://developers.google.com/android/guides/client-auth
https://developers.google.com/android/guides/client-auth
https://developer.android.com/google/play/billing/billing_integrate.html
https://developer.apple.com/library/mac/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Introduction.html#//apple_ref/doc/uid/TP40008267-CH1-SW1
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https://play.google.com/store/account(查詢時間：2016/10/1)
https://play.google.com/store/account(查詢時間：2016/10/1)
https://phobos.apple.com/WebObjects/MZFinance.woa/wa/purchaseHistory
https://phobos.apple.com/WebObjects/MZFinance.woa/wa/purchaseHistory
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https://developer.apple.com/library/mac/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Chapters/RequestPayment.html
https://developer.apple.com/library/mac/documentation/NetworkingInternet/Conceptual/StoreKitGuide/Chapters/RequestPayment.html
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3.1.12. @& % ¥ B AR 4 (L)
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SO TR A | 55 -
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App & (7 {8 A b ou TLommli % H B s T2 R % F LR (& ¥ 5 Pt
K)o 2 T3, o s Y F LA LR kY App B AR BT R
B A o
% ® NIST SP 800-63 #4332 d 7 X 2 Fli% 2 A 2w B % & !
e B 1 AAWFE LI VRRBBE Y PG N B DR
¢ B2 BIAREINE R - LS SRS P s o TR LR £ U
Gy Rapiza
e ¥ 3 - &AL TS (Two-Factor) minE
Z {58 - F]+ &g ehF 3 (What you know?) ~ #F 73 ¢ Token % & (What you
have?) 2 # # # iz (Who you are?)
e X% 4: “f TR AEAR3 - &Y P L FIPS 140-2 H 8P (Token) o
2016 # B 375 NIST SP 800-63-3 ¥ % » d NIST SP 800-63-2 < tg= izl » d
NIST SP 800-63-3 DRAFT NIST Special Publication 800-63-3
Digital Authentication Guideline(™® & <~ i#) - NIST SP 800-63-
3A(Enrollment and Identity Proofing Requirements) ~ NIST SP 800-63-
3B(Authentication and Lifecycle Management)%* NIST SP 800-63-
3C(Federation and Assertions) % 4 i» < i2 2= > Pﬁﬁé»ﬁ:::;&éé’fs—;‘
(Digital Authentication Model)r™ B :
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—Success—»
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N
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|
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Enrollment and

Identity Proofing Authenticated

Assertion

Authenticator
Enrollment/Issuance
")

3
~+

<

Attributes

csp Digital
Authentication

Verifier

FH %R : NIST SP 800-63-3 (44 PFR : 2016/10/1)

FREFHRET App & A RS N
FEArE gy 24 PIN S -
FREEy pEd HE (},ﬁar‘g U ANE L INE DK
Z ‘:#FR:}&;,’:,;&?_ Apple ID -~ Google ID -~ Microsoft Live ID-
\;,1;%_ OAuth 2.0 -
pp B EF G AR o
o & £ E LU I Microsoft AD -~ Novell LDAP o
LR (e

[ ] [ ] [ ] [ ]
> aa

/

RAT R fe- i F ¥ Y anuE 4l S OAuth 2.0 @ * F ¥ Ui * Google
Facebook %2 Windows Live °
PRI App KR B AR RALERE R R RP I F rEE LA
AR

SELEEX T T AL S RS

* % ffia'ﬁ#mj I N/A
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https://pages.nist.gov/800-63-3/sp800-63-3.html
http://oauth.net/2/

T 2N/
Android :

e // % % & * ACCOUNT_MANAGER #7 INTERNET #*2
<manifest ... >
<uses-permission android:name="android.permission.ACCOUNT_MANAGER" />

<uses-permission android:name="android.permission.INTERNET" />

</manifest>

//% i¥ CallBack

AccountManager am = AccountManager.get(this);
Bundle options = new Bundle();

am.getAuthToken(

myAccount_, // Account retrieved using getAccountsByType()

"Manage your tasks", // Auth scope

options, // Authenticator-specific options

this, // Your activity

new OnTokenAcquired(), // Callback called when a token is successfully
acquired

new Handler(new OnError())); // Callback called if an error occurs

= private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override

public void run(AccountManagerFuture<Bundle> result) {

Intent launch = (Intent) result.getResult().get(AccountManager.KEY_INTENT);
if (launch != null) {
startActivityForResult(launch, 0);

return;

}
//E B~ token

private class OnTokenAcquired implements AccountManagerCallback<Bundle> {
@Override

public void run(AccountManagerFuture<Bundle> result) {
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// Get the result of the operation from the AccountManagerFuture.

Bundle bundle = result.getResult();

// The token is a named value in the bundle. The name of the value
// 1is stored in the constant AccountManager.KEY_AUTHTOKEN.

token = bundle.getString(AccountManager.KEY_AUTHTOKEN);

}

/ /¥ 7% OAuth2 PR 7%

URL url = new URL("https://www.googleapis.com/tasks/vl/users/@me/lists?key=" +
your_api_key);

URLConnection conn = (HttpURLConnection) url.openConnection();
conn.addRequestProperty(“"client_id", your client id);
conn.addRequestProperty("client_secret", your client secret);

conn.setRequestProperty("Authorization", "OAuth " + token);

i0S : %+ CPF-13 % 24| : & * OAuth2 -
Fd kT App AFFTRERHF 14.1.4.1. % % L S uEF R R
FER* App R AT X RRIAL
4.1.4.1. 1. 4cfFd ot 25 B2 B A TRAAMZAE BT  wa FH Y 2504
4.1.4.1.2. wrmdi* 28 30 B A FTHRAAMZTEETR A FH T 25
SR A S S I
*t FEH&E2%¥  JSSEC AASDSCG .5.1
% %k
Android :
Android Authentication(#: PR : 2016/10/1)
https://developer.android.com/training/id-auth/authenticate.html
(3P 7 :2016/10/1)
ios :
Designing Secure User Interfaces(# PR : 2016/10/1)
NIST SP 800-63( 4 PFRF : 2016/10/1)
https://github.com/nxtbgthng/OAuth2Client( & FFF : 2016/10/1)
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https://source.android.com/security/authentication/index.html
https://developer.android.com/training/id-auth/authenticate.html
https://developer.android.com/training/id-auth/authenticate.html
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/AppInterfaces.html#//apple_ref/doc/uid/TP40002862-SW4
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-63ver1.0.2.pdff
https://github.com/nxtbgthng/OAuth2Client(查詢時間：2016/10/1)
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o HcF o
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FEET App AFFTERP 14.1.4.1. 8 % F LA uEL IR
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L RBEFEE%Y 0 ENISA SSDG 2.6,2.8,4.1
%% %k . 10S
Apple Secure Coding Guide: Use reasonable pasword policies. (% 34
B :2016/10/1)
OWASP Authentication General Guidelines(&: PR :2016/10/1)
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https://support.google.com/accounts/answer/32040
https://developer.apple.com/library/prerelease/content/documentation/Security/Conceptual/SecureCodingGuide/SecurityDevelopmentChecklists/SecurityDevelopmentChecklists.html
https://developer.apple.com/library/prerelease/content/documentation/Security/Conceptual/SecureCodingGuide/SecurityDevelopmentChecklists/SecurityDevelopmentChecklists.html
https://www.owasp.org/index.php/Authentication_Cheat_Sheet#Authentication_General_Guidelines
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https://support.google.com/accounts/answer/41078?hl=zh-Hant
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Android :
FAR o Android B ? PR R E PR ER/REDID LR FRE K T2 T
i * iz ® MAC Address, IMSI, IMEI, UUID, android id, device id: J,L_’ﬁ
WA A K ID RS AR R
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Device.UUID # »/#
[NSString stringWithFormat:@"UUID=%@", [[[UIDevice currentDevice]
identifierForVendor] UUIDString]];
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M5
https://www.owasp.org/index.php/Mobile_Top_10_2014-M5
http://cwe.mitre.org/data/definitions/200.html
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M5
https://www.owasp.org/index.php/Mobile_Top_10_2014-M5
http://cwe.mitre.org/data/definitions/308.html
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Android : Location Strategies( % PFRF : 2016/10/1)
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https://developer.android.com/guide/topics/location/strategies.html
https://developer.android.com/guide/topics/location/strategies.html
https://developer.apple.com/library/ios/documentation/UserExperience/Conceptual/LocationAwarenessPG/CoreLocation/CoreLocation.html
https://developer.apple.com/library/ios/documentation/UserExperience/Conceptual/LocationAwarenessPG/CoreLocation/CoreLocation.html
https://developer.android.com/guide/topics/location/strategies.html
https://developer.apple.com/library/ios/documentation/UserExperience/Conceptual/LocationAwarenessPG/CoreLocation/CoreLocation.html
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*% Rk

Smudge Attacks on Smartphone Touch Screens, Adam J. Aviv, Katherine

Gibson, Evan Mossop, Matt Blaze, and Jonathan M. Smith (Z PR :

2016/10/1)
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http://www.perfectclean.com/pdf/SMUDGE_ATTACKS.pdf
http://www.perfectclean.com/pdf/SMUDGE_ATTACKS.pdf
http://www.perfectclean.com/pdf/SMUDGE_ATTACKS.pdf
http://www.perfectclean.com/pdf/SMUDGE_ATTACKS.pdf
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https://source.android.com/devices/index.html#System services
https://source.android.com/devices/index.html#System services
https://developer.apple.com/library/ios/navigation/#section=Frameworks&topic=Media%20Layer
https://developer.apple.com/library/ios/navigation/#section=Frameworks&topic=Media%20Layer
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Jﬁi 292 E A A G sneh L FsAE T;L;‘)’Eisc?—*ﬁ w7 EiEE 10,000 R
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% 2A2NBEH I N/A
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CPM-@3: {78 &% App il s it * L3 ulsg » /R TE & ¥4 »x(Session time-out)
B -

PP
IR EEFERREN T ASPE > D0 FHT Y - B AR R AR T
#,%ﬁz%épiaﬁwﬁﬁwméoﬁg{ﬁ AR B EORY RN o KA
Je* App > tE rfse EEAPRERIE 0 A EE 2

Z2REL Y BEFF TR
F % 2ARNAF ) D N/A
% 2AR7 m#li

Android :
7o g Activity p e b T o B3 #E LA Local-session-timeout
@Override public boolean dispatchTouchEvent(MotionEvent ev) {
lastActivity = new Date().getTime(); //P~#F & {88 (FepF i
return super.dispatchTouchEvent(ev);
}
@Override public void onResume() {
long now = new Date().getTime();
if (now - lastActivity > 300000) { J/ARET SR p B
// startActivity and force logon } 3

ToIJWODb ective-C
- 10S: local-session-timeout code # /'t
< 1. i pEF Y
. [myApp setLoginDate:[NSDate date]];
e - (void) setlLoginDate: (NSDate *)indate
- {
. loginDate = indate;
-}
2.BEAZE ¥ 2FEEN

[NSString stringWithFormat:@"isValidDate=%d", [myApp islLoginDateValid],

- (BOOL) isLoginDateValid

. if (!loginDate)

. return FALSE;

. //valid for 60 seconds

. NSDate *max_date = [loginDate dateByAddingTimeInterval:60];

. return
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. (([loginDate compare:[NSDate date]] == NSOrderedAscending) &&
. ([max_date compare:[NSDate date]] == NSOrderedDescending));
-}
k™ App R A TR R 1 4.1.4. 2.8 5 F L4
e ™ App A F T X HRRIAE
4.1.4.2.1. 3B A FH " BN % 2 LB u BT EF AL s o
LRRFERSY CN/A
%% %Xk : CWE/OWASP :
M9 - Improper Session Handling( & PR : 2016/10/1)

CWE 613( 4R : 2016/10/1)

240


https://www.owasp.org/index.php/Mobile_Top_10_2014-M9
http://cwe.mitre.org/data/definitions/613.html

CPM-04: {78 % App it * FIRBIEHE T 305 s IR ~ A4kl (Revoke) » * B#
LAMEFAIMY L FRAL PIRFRF LFETFF oo

wp o
it B E TR o THTTPS chid SUEHT » kA5 ki B FE G %l
B~ A Rnsl s RIGEA T 2] -
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FH BT App R FT X HRBIAE ¢
4.1.42.2. ()R EFEHEY AN LT % PIRRGHEM N 5 B R~ Ajis
(Revoke) » ¥ G2 A WM AL AMB Lo 7N PFIRFRE LH -

LRBRFEEEY IN/A

$4 %R
Android : Security with HTTPS and SSL (%P : 2016/10/1)
ios:
NSURLSession server trust evaluation - apple develper (&P -

2016/10/1)

Appendix A: Common Server Trust Evaluation Errors - apple
developer (£ PR : 2016/10/1)
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CPM-05: 7# B * f238 B it * G M T (Certificate Pinning)* N HRE X /E iR 02

FIRBEFERT RNPF AR T

wp o

b 2TRiRF R ibdhE - B CVE(Common Vulnerabilities and Exposures)if

i (%Lt CVE-2014-6693) ° CVE RF 3R+ 4pth » Fls F# ™" App iX 7 % X.509
#1CA(Certificate Authority)i&i » @ £ 7 fF s do ¢ B 4 5o o I gBeit
R AR R e (Certificate Pinning)sh= 5% o = F &\ $Henfs 48 7 4

%75 % b App AL+ 4 T L Domain Je £ i i ¥ R EE 0 £ 3

272 7T -

%§f5%3i11ﬁ

SSL Handshake iz » £ 27 GIR B G 7H 2 (714 ¥ o
Z2RELARY BT FIFEK

3% 2ALNA 61 1 N/A

z

2R
Android :
- BRIEGd Al CAEFaEd chleb WIRE - R T 0t [ 5 AN L 2 & R

< URL url = new URL ( "https://wikipedia.org" );
- URLConnection urlConnection = url . openConnection ();

. getInputStream ();

- InputStream in = urlConnection
. out );

- copyInputStreamToOutputStream ( in , System

- 4% in 8 R WK T HTTP 3% > ¥ 12 * HttpsURLConnection # &5 414 7] %

HttpURLConnection

public class KeyPinStore {

private static KeyPinStore instance = null;
SSLContext.getInstance("TLS");

private SSLContext sslContext
public static synchronized KeyPinStore getInstance() throws CertificateException,
IOException, KeyStoreException, NoSuchAlgorithmException, KeyManagementException{

== null){

if (instance
new KeyPinStore();

instance =

}

return instance;

}
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private KeyPinStore() throws CertificateException, IOException,
KeyStoreException, NoSuchAlgorithmException, KeyManagementException{
// Load CAs from an InputStream
// (could be from a resource or ByteArrayInputStream or ...)
CertificateFactory cf = CertificateFactory.getInstance("X.509");
// randomCA.crt should be in the Assets directory
InputStream calnput = new
BufferedInputStream(MainActivity.context.getAssets().open("randomCA.crt"));
Certificate ca;
try {
ca = cf.generateCertificate(calnput);
System.out.println("ca=" + ((X509Certificate) ca).getSubjectDN());
} finally {

calnput.close();

// Create a KeyStore containing our trusted CAs

String keyStoreType = KeyStore.getDefaultType();
KeyStore keyStore = KeyStore.getInstance(keyStoreType);
keyStore.load(null, null);

keyStore.setCertificateEntry("ca", ca);

// Create a TrustManager that trusts the CAs in our KeyStore

String tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm();
TrustManagerFactory tmf = TrustManagerFactory.getInstance(tmfAlgorithm);
tmf.init(keyStore);

// Create an SSLContext that uses our TrustManager

// SSLContext context = SSLContext.getInstance("TLS");
sslContext.init(null, tmf.getTrustManagers(), null);

public SSLContext getContext(){

return sslContext;
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i0s :
Z Je77SSL Pinning 45 5/( 14 https://www.owasp.org £
https://gca.nat.gov.tw)
g o B A SSL AL T2 4
1.0 st P45 - 147 https ssl ceriticate 3zt $##

ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl s _client -showcerts -
connect www.owasp.org:443) -scq > file.crt

ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl s _client -showcerts -
connect gca.nat.gov.tw:443) -scq > gca.crt
2. K g der

openssl x509 -outform der -in owasp.crt -out owasp2.der

openssl x509 -outform der -in gca.crt -out gca2.der
3. ’/”7"”@55 FEPF o E AL
#55/- o = 2 NSURLConnectionDelegate
1. # /£ NSURLConnectionDelegate
2.2 NSURLConnection

urlconnection = [[NSURLConnection alloc] initWithRequest:theRequest
delegate:self];
3.5 ~ ##SSL Pinning
- (BOOL)connection: (NSURLConnection *)connection
canAuthenticateAgainstProtectionSpace: (NSURLProtectionSpace *)protectionSpace {
return [protectionSpace.authenticationMethod
isEqualToString:NSURLAuthenticationMethodServerTrust];
}

//¥ # didReceiveAuthenticationChallenge :& 7§ &% %

-

Y

e
// ‘ﬁ? i* willSendRequestForAuthenticationChallenge p (7 { & A%~ # /4 fr/%#ES
//* willSendRequestForAuthenticationChallenge ¥ w i 7 &4 3 5\
// 1l.useCredential:forAuthenticationChallenge:
// 2.continueWithoutCredentialForAuthenticationChallenge:
// 3.cancelAuthenticationChallenge:
// 4.performDefaultHandlingForAuthenticationChallenge:
// 5.rejectProtectionSpaceAndContinueWithChallenge:
- (void)connection: (NSURLConnection *)connection
didReceiveAuthenticationChallenge: (NSURLAuthenticationChallenge *)challenge {
//Enable Pinning
if ([[[challenge protectionSpace] authenticationMethod] isEqualToString:
NSURLAuthenticationMethodServerTrust]){
do
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SecTrustRef serverTrust = [[challenge protectionSpace] serverTrust];
if(nil == serverTrust)
{

[self AppendLog:@"serverTrust is nil"];

break; /* failed */

}

0SStatus status = SecTrustEvaluate(serverTrust, NULL);
if(!(errSecSuccess == status))

{

[self AppendLog:@"SecTrustEvaluate status is errSecSuccess"];
break; /* failed */
}
SecCertificateRef serverCertificate =
SecTrustGetCertificateAtIndex(serverTrust, 0);
if(nil == serverCertificate)
{
[self AppendLog:@"serverCertificate is nil"];
break; /* failed */
}
CFDataRef serverCertificateData =
SecCertificateCopyData(serverCertificate);
if(nil == serverCertificateData)
{
[self AppendLog:@"serverCertificateData is nil"];
break; /* failed */
}
const UInt8* const data = CFDataGetBytePtr(serverCertificateData);
const CFIndex size = CFDataGetLength(serverCertificateData);
NSData* certl = [NSData dataWithBytes:data length:(NSUInteger)size];
if(nil == certl)
{
[self AppendLog:@"server cert is nil"];
break; /* failed */
}
NSString *file = [[NSBundle mainBundle] pathForResource:@"domain"
ofType:@"der"];
NSData* cert2 = [NSData dataWithContentsOfFile:file];
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if(nil == certl || nil == cert2)
{
[self AppendLog:@"local pinning cert is nil"];
break; /* failed */
}
const BOOL equal = [certl isEqualToData:cert2];
if(lequal){
[self AppendLog:@"certs not equal”];
break; /* failed */
}
[self AppendLog:@"certs are GOOD"];
// The only good exit point
return [[challenge sender] useCredential: [NSURLCredential
credentialForTrust: serverTrust]

forAuthenticationChallenge: challenge];

} while(@);

ok

. // Bad dog

. return [[challenge sender] cancelAuthenticationChallenge: challenge];
o

P

. ;;éz;y: ;. < 2 NSURLSession
1.# = NSURLSession > 7 fx#Z by NSURLSessionDataTask

NSURLSessionConfiguration *sessionConfig = [NSURLSessionConfiguration
defaultSessionConfiguration];
. urlsession = [NSURLSession sessionWithConfiguration:sessionConfig
delegate:self delegateQueue:nil];
. [[urlsession dataTaskWithURL:url completionHandler:~(NSData * _Nullable

data, NSURLResponse * _Nullable response, NSError * _Nullable error) {

. // response management code

. if (error)

0 {

. [self AppendLog:[NSString stringWithFormat:@">> dataTask Error:%@"

error.description]];

e ¥
. else
e {
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[self AppendLog:[NSString stringWithFormat:@">> dataTask got data
%lu", data.length]];
}
}] resume];
2. %3 SSL Pinning
-(void)URLSession: (NSURLSession *)session
didReceiveChallenge: (NSURLAuthenticationChallenge *)challenge
completionHandler: (void (”)(NSURLSessionAuthChallengeDisposition,
NSURLCredential * Nullable))completionHandler {
// Get remote certificate
SecTrustRef serverTrust = challenge.protectionSpace.serverTrust;
SecCertificateRef certificate = SecTrustGetCertificateAtIndex(serverTrust,
0);
// Set SSL policies for domain name check
NSMutableArray *policies = [NSMutableArray array];
[policies addObject:(_bridge transfer id)SecPolicyCreateSSL(true, (__bridge
CFStringRef)challenge.protectionSpace.host)];
SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);
// Evaluate server certificate
SecTrustResultType result;
SecTrustEvaluate(serverTrust, &result);
BOOL certificateIsValid = (result == kSecTrustResultUnspecified || result ==
kSecTrustResultProceed);
// Get local and remote cert data
NSData *remoteCertificateData =
CFBridgingRelease(SecCertificateCopyData(certificate));
NSString *pathToCert = [[NSBundle mainBundle]pathForResource:@"domain"
ofType:@"der"];
NSData *localCertificate = [NSData dataWithContentsOfFile:pathToCert];
// The pinnning check
if ([remoteCertificateData isEqualToData:localCertificate] &&
certificateIsValid) {
NSURLCredential *credential = [NSURLCredential
credentialForTrust:serverTrust];
[self AppendLog:@"URLSession pinning completionHandler
credential (GOOD)"];
completionHandler (NSURLSessionAuthChallengeUseCredential, credential);
} else {

247



. [self AppendLog:@"URLSession pinning completionHandler BAD(NULL)"];

. completionHandler (NSURLSessionAuthChallengeCancelAuthenticationChallenge
, NULL);

-}

<}

k™ App A2 TR 1 4.1.4.2. .8 5 F L4
FEk® App A FFXRRIAL
4.1.4.2.2.(Q)a R £V E T 8 ¥ GE N (Certificate Pinning) * ' &%
EIFREFRRZ PIRES FE Y 2B H LR ordg e
LREFRRSY IN/A
*% Kk
Android :
https://www.owasp.org/index.php/Certificate and Public Key Pinning
(AP 2016/10/1)
i0s:
NSURLSession server trust evaluation - apple develper(#: PR :
2016/10/1)
Enforcing Stricter Server Trust Evaluation / certificate authority
pinning - apple developer(# R : 2016/10/1)
Certificate and Public Key Pinning - owasp( &3P :2016/10/1)
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Provider # i0S = i 4 Container View # # Eﬁs FliEE 4] o o B App TR
RiEZ o GAFEBIIEY LSIBLFERIBEL AP P D -
3.3 ArE B * BN B RARN K I N BT AR e 1 AR~ BR AR
o WEEFERRE TN o G AMARNFET - BRI NP P o
4.5 * AR GAF PIBARZALRp MM A TR i{?%}fii’ci}%@?]% 75k % oo
5.Container View ¥ FiLf (Fd fb* #2580 25d @ % Fafdedr H s Jph fe 8 8 5 = 2 R
TR R Y o
2B Y BRIERER
X 2AESBFECCN/A
X 2RBE ] IN/A
AT ApDp RAAFTXRF (4.1 5.1 P FELASBEBLT AL 2EF
FE T App A AT X HBIAE I N/A
pﬁ]ﬁ?%:&s&%% : NIST 808 SP-163 3.1.5,CSA MAST 4.2.2
%% %k N/A

= ?1 s
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CPN-06: {78 &% App4-j ¢ 3 £ F B\ 4F E3 lxz\}{vﬁ'r"'%?,aﬂ‘s API > 3 #¥Ip AR
FEFP 43 FLEER L > SRR FHag THRER -

W
HEPFRFZLENB TR EF 2L ENEIL AL B G- AfEF5 %%}?ﬁ%@?}
%’M%iEé@ﬁﬁﬂﬁﬁﬁﬁ’W*ﬁ¥mﬂﬁiﬁ§°wﬁbw&ﬁ\”up
WERFAPP F ER/ BT PWH c @V NERI O AFIGFIFTHAAE TR T
33‘?3&%—%5’#}‘%*&&%‘*’(Dialler‘war‘e) o JRRA A HAEA b L fENBY T 7 - B
EEEE c BRALTEHALERY FH~ TR 5= 2 PAPL v 5 ki » ¥
iy » R ehiz et a0 blde @ JavaScript fERE
F 2RA
of ] IVE FPERE 0 DR BT TR OfRcEa 4 R MR $ T 7 R
T EZ 2w g IEE S F
HoRS I AR -
o) fafiEE

ZrREL Y I RFF ERFER

X 2AENFFEG)N/A

T RARNBE D N/A

FH T App ARFTX LR 1 4.1.5.1. P FELESBEFLT AL 2RF

TR App > FTXRAIAE 1 N/A

Lt REEFEE4Y  ENISA SSDG10.1, 10.2, 10.3,10.4

% Lk I N/A

o

257



CPN-07: {7# &% App @A * p HEFE~ # ir{ry L B MPE -

wp o

iFrame 2 fig* 7 14 - Web/WAP de sk cnfiift 4t » App £IE {7 FR T B - AR H T
VT Ak @ (Wrapper) e b3y (7 BLIE P s o SRS HE L ) AP e 2k R
B (TL BT KR FE e S F F i dlengetahy A2 P o izddh iFrame
24 JERE A A F R Jﬁg‘;}-?,ﬂ;ig&;‘ P H PRI R T R B et
23 #6 (XSS Scripting) ik » B8 X BT Moy dE o st F L ¥ F & 4
MARFAE  IEATAR T - R Y F RN TR E R AN T AR K3 A
e 3 L e T e P A S

EEL Y CBFFITREK

% 242N P N/A

i‘ﬁi\"ﬁf’f}d .

i0s :

BoAFen 2 A2 R P AT RS

A N &

- F#Jg ¢ * UIWebView : stringByEvaluatingJavaScriptFromString
- (NSString *)stringByEvaluatingJavaScriptFromString: (NSString

*)script
i BEEm
%% Server-06 o
A k? App A2 FEXRF 14.1.5.1. PHFEELASBEFELTAL DA

‘?" P

“B* App A *FT X RRIAE IN/A

FRARFRESY N/A

%+ % : i0S ' stringByEvaluatingJavaScriptFromString - apple developer
(L3 PFRF : 2016/10/1)
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https://developer.apple.com/library/ios/documentation/UIKit/Reference/UIWebView_Class/#//apple_ref/occ/instm/UIWebView/stringByEvaluatingJavaScriptFromString:
https://developer.apple.com/library/ios/documentation/UIKit/Reference/UIWebView_Class/#//apple_ref/occ/instm/UIWebView/stringByEvaluatingJavaScriptFromString:

3.1.15. (7 * 4255 2 F . (0)

CPO-01: fT# ™ App X BRR T T o R RFRF L F LR ARFFRAERT -
wp ol
B FE Y App AR G B fSAtE » B R AR 0 42 F % 3 22 Android & i0S F & T L"r'é‘
I}.l——é’#—«‘z'ri\. , 1%’#—‘53&“\/’3\“"{: —J'Ffj;—’é’j}Appa FE Rt Appﬁi;\lﬁ;f@%?’l
T &

BRPHELFLABARFFBREETET -
Android :
REFFRY FrenBREATAR FF A © SAPKs -
R A

- BENPRPE AR FERAADINT G RGP FRERE R - Google &
®“I VR 2048 KA o Keystore p et NG - TRAGE T DEAKS
£ A F T B~ o
TR AT AL - KR G 2048 A ihf
$ keytool -genkey -v -keystore my-release-key.keystore -alias
alias_name -keyalg RSA -keysize 2048
ios:
10S #& i 5 £ Rk KL iR App B & ¥ foskE 0 ¥ 40 48 (Sandbox) I
A A ?"}» 5 1FEWATE App Bk p P kiR AAL B 10S ¢
T Forrd PHF IR BIER Y Apple i B FIE TR F o KR AT D
App(4- T#rit | fo Safari)P|d Apple % - %= App‘»:»,ﬁxéﬂ+ Apple %
G e e B F o B B R R S UE S s
App > ¥ F =2 App f*r R EFPRIB TR SR F P FIR RN o
F& 2 10S A¥ P B XEHF App o B F & v Apple i ¥4~ Apple
Developer Program(Apple B % ¥ b +E) e Apple ¢ LE%HEE B %;z?‘—‘ﬁ (iR
AR EE)DEF I L RUEEPFERE - T I App £ 1T B ¥ o
T #-H BT App Store i (FFEF o
*.£F¥f§‘4t$iiﬁﬂ BgR e
X 2AR B D N/A
2ARBEF] IN/A
FdE? App ARAFTERIF 14.1.5.2. FF % 258 2 FI
FH T App R A F X HRRIZAE I N/A
L RE P - BELY D JSSEC AASDSCG .5.3
> Rk
Android : Sign Your App (&R :2016/10/1)
i0S : i0S Security Guide (& PFR @ 2016/10/1) i0SApp #2;°#% & % (code
sign)

259


https://developer.android.com/studio/publish/app-signing.html
https://www.apple.com/business/docs/iOS_Security_Guide.pdf

CP0O-02:{7# f* App tHE B E R 2 2 2HER » w1 c P piRMhI X R > 1
REANBABLITHAER -
W
TR IR g CROF RILEATY A5 2 AR B et A R R ] T B B O e
AR R e 3 B B R AT
RERSBRERA
o B aans PR AN R4 AN AE 0 R IFHAFEARY DR A AR A
ZEAE P el 1F o
eCall mapping B 38
Call Mapping Mn—;g},\ ! El,%‘fr;i e E - B F R AR U ] e
wo o T 'i'?““*ﬁ“‘*ﬂﬂ PP F T E 2N AL
cE2RA
Mg en @& B A28 R4 AR BTN S 2 EAT R RPRRE RN B 2 ¥
WA R TIAP M PR o B AR LR R T RSN hl pRR
ARRNBNGEE > aFh AR R AR
BHEF AR RAEes e F o A Plie MY 3N R o g R
To BRETANEY B AT P ORE T ARNH O o gl eI T R R AR R
PR E R B D7 4 o
Z2REL Y RFRITHHE
X 2ANFFEG)CN/A
*iﬁii\/ﬁ%#w N/A
FER* App AFTIRF 14.1.5.2.Fd % 258 = it
Tkt App R F*FTXRABIAEF I N/A
%ﬁ]ﬁ?’é!&#&%%’ : NIST 800 SP-163 3.1.5.,CSA MAST 4.2.5
%3 Rk :N/A
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CPO-03: 7 & * Appﬁi SAEET A 181 ER2ZHAARE > X f@é%:é
T~ KB = .wqg;%%%’a, RERALBT o1 LT E%i’ﬁ.)iig
de o

wp o

d 3 App % AT+ fh2 (8 fi‘ug;ﬁkg‘% hith HASTELLY o

%“ﬁfﬁ R* pige 1421 L St H T "H%r&ﬁ’ﬁ’“if%’* ﬁ_}\ FRAG o T HARAR R

B R fEAES R R RN T - B B App AELRL g R I

Server s FRFAH A PR BLE o 5T ok R %E AR G~ ekdy e o iR AR

BN %2 Server L% > o

l,&‘i% HnER T e G T

ARLF & B A

1.0 4 AR AR 47 Fe
#-Android App(.apk ~ )i 7w 1 424p % 2 2 E 2 R{E7T ¥k & App p
L o R A HHAR AR IR TR AL o 0 e & R PR BALAE S i~ B2
AR T PRI TR R o
i0S e # Agstd At v PRk 5 0 ’§ PARG e 1 ARTH o - B AR RE
(classes)frfwF&(protocols)’ﬂum 7 & object file® - x;z?—’“ P st
App 73K 3+
Objective-C ik £ 8 — 6 F steimE 2 » it R Fofoideap ¢ oy fi o & % &3 eh
1z m;«:?—ﬂz"’ YL AR e et SR Frfeid ot runtime 320 App gk e
omaxwecsg—wﬁgﬁmm&@ AR > ALY B O TP T ARG
g E & H 3 App e runtime PFE iz o A Objective-C runtime PF3y {7 ¥6iE 2
HlR AT I E s A P B BN OREL RN BERERF
ER*AEFBRFNEEE R

2.0 * A7 VR RGE B
%%@?ﬂﬁﬁmsgﬁxmﬁﬁ, BF O F RGBT EERTE T L

1ARF R RAR A R o - B AR Y C/C +H U F b

runtime pFid] o 5 L A hC frc +HAZNE A LY AR Y LN * hObjective-
CH &4c Android #% i 7 INI - & i0S ¥ & /A K % B /255 75 D4k A o
Objective-C i ¢ *" Run-time P J @& fritdk iy - ¥ 14 Objective-C ehif v 1 42
1 £ > 4o class-dump > class-dump-z §v Cycript :& {7 pl3# ©

3.4 F
WAEF G e f seeded s % fRUW g TR AT g eiF - B “fﬁh' B B L
2 A (Process) o Wil LR & HF o S F fehi I N AREAFTE LG R
o e L R FLFAEE AR D %ii““fﬁ‘é“lﬁf'l o ipil— I 4 II“?F
4F fe S o Android App % Bl AN FE o Pk B ANE (7 PR (PR &
% ¥ %8 android:debuggable =“false”&73k _-

538 » N PEARE A TOFIER 1A% 298 > Hep
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4.3 Btk &
Bt 42507

M FER

k& &t
1wb i

pe sk dRREEIEA
SR~ T LR

R S L

BRERB IS S ﬂfr;c_[ @ #F A edf je el > 1 B R R R IEE Y Besma

AR U TR R %}txzﬂﬁ"“irﬁﬁﬁﬁr v {8 Hogpord g iF u%t—** ESRRE = B L 1S
2 o & Android ® ¥ JlggziﬁfﬁgiiﬁNDK%#quii& SV S
ZrRELGRP CBRFF IR
% 2EIAFEFEGN/A
%2R
Android :
% * Google # E ¢ ProGuard » k¥4 fEE 7R Y -
# bulid.gradle #%% ® > 3 minifyEnabled <= true T ¥ fx#
buildTypes {
release {
minifyEnabled false
proguardFiles getDefaultProguardFile('proguard-
android.txt'), 'proguard-rules.pro’

}
}
T IJODb ective-C|
HE M pIEE EF &S jail-broken 55 B 4055
+(BOOL)isJailbroken{
#if | (TARGET _IPHONE_SIMULATOR)
if ([[NSFileManager defaultManager] fileExistsAtPath:@"/Applications/Cydia.app"]){
return YES;
}else if([[NSFileManager defaultManager]
fileExistsAtPath:@"/Library/MobileSubstrate/MobileSubstrate.dylib"]){
return YES;
}else if([[NSFileManager defaultManager] fileExistsAtPath:@"/bin/bash"]){
return YES;
}else if([[NSFileManager defaultManager] fileExistsAtPath:@"/usr/sbin/sshd"]){
return YES;
}else if([[NSFileManager defaultManager] fileExistsAtPath:@"/etc/apt"]){

return YES;
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if([[UIApplication sharedApplication] canOpenURL:[NSURL
URLWithString:@"cydia://package/com.example.package"]1]){
//Device is jailbroken
return YES;
}
//try write /private
NSError *error;
NSString *stringToBeWritten = @"This is a test.";
[stringToBeWritten writeToFile:@"/private/jailbreak.txt" atomically:YES
encoding:NSUTF8StringEncoding error:&error];
if(error==nil){
//Device is jailbroken
return YES;
} else {
[[NSFileManager defaultManager] removeItemAtPath:@"/private/jailbreak.txt" error:nil];
}
#endif
//A1l checks have failed. Most probably, the device is not jailbroken

return NO;

}
10S: # # /7% DEBUG #;' k 4:# (for release version)
//3E% DEBUG -5\ 13 {7
#import <dlfcn.h>
#import <sys/types.h>
typedef int (*ptrace_ptr_t)(int _request, pid t _pid, caddr_t _addr, int _data);
#if !defined(PT_DENY_ATTACH)
#define PT_DENY_ATTACH 31
#endif
void disable_gdb() {
void* handle = dlopen(@, RTLD_GLOBAL | RTLD_NOW);
ptrace ptr_t ptrace_ptr = dlsym(handle, “"ptrace");
ptrace_ptr(PT_DENY_ATTACH, @, 0, 0);
dlclose(handle);
}
int main(int argc, char * argv[]) {
#if ! (DEBUG) // Don't interfere with Xcode debugging sessions.
disable_gdb();

#tendif
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@autoreleasepool {

return UIApplicationMain(argc, argv, nil, NSStringFromClass([AppDelegate class]));

}
10S 2 g E(obfuscator) L/
10S G &) €% £ > ¢ 57 /57 Class rename ; @ F F ifkgEZ f FF 16, 7 FMFRE » 7 4 FRAERFFE
a7
»f4- . PreEmptive Protection for 1i0S # H+4-* it 7
T RE
int max(int x, int y) {
int switchvar = 1942843;
while (true) {
switch (switchvar) {
case 598232:
return y;

case 1942843:

if (x >=y) {

switchvar = 8289314;
} else {
switchvar = 598232;
}
break;

case 8289314:

return Xx;

}
FdE? App ARAFTERIF 14.1.5.2. FF % 258 2 Fi
AT App R AT X HRRIAE IN/A
FRRFRESLY IN/A
>4 Rk
Android :
http://developer.android.com/guide/publishing/licensing.html - app-
obfuscation(A R : 2016/10/1)
Android-ProGuard:http://proguard.sourceforge.net/ -( 4/  2016/10/1)
http://developer.android.com/tools/help/proguard.html( & 4 pF ¥ :
2016/10/1)
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http://developer.android.com/guide/publishing/licensing.html%20-%20app-obfuscation(查詢時間：2016/10/1)
http://developer.android.com/guide/publishing/licensing.html%20-%20app-obfuscation(查詢時間：2016/10/1)
http://proguard.sourceforge.net/%20-(查詢時間：2016/10/1)
http://developer.android.com/tools/help/proguard.html
http://developer.android.com/tools/help/proguard.html
http://developer.android.com/tools/help/proguard.html

Android-DexGuard:http://www.saikoa.com/dexguard( 4 3 & & :
2016/10/1)
ios:
Bugging Debuggers - disable debug(#: R : 2016/10/1)
i0S-application jailbreak-detection( %/’ © 2016/10/1)
CWE/OWASP :
M8 - Security Decisions via Untrusted Inputs(# P/ @ 2016/10/1)

M10 - Lack of Binary Protections(# R - 2016/10/1)
CWE 656( AP/ : 2016/10/1)
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http://www.saikoa.com/dexguard
https://www.theiphonewiki.com/wiki/Bugging_Debuggers
http://resources.infosecinstitute.com/ios-application-security-part-23-jailbreak-detection-evasion/
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/656.html

CPO-04: {78 &% App RAA;BEHALRE * HWHELX 2R BIE FH 4P R/ ¥ & ~
OTP ~ Z w3 (callback) ~ &3 %/ﬁ%?%ﬁ%%ﬁﬁﬁ&%bﬁi&;‘mﬁﬁ °

o

ARG H B EPREL 4o F S XTI o b if sessionIsTrusted == 1> i&
- BHEOBIERE - oS FF TGO B VT OS2 o 2l
EPREELF FREAF IR L oo Li@?%'; LR Ii?**ﬁ? IPRERERU RS Tﬁ‘$%$ EY
F]&iF 10S J& * #% 5\ st ¥ 8 > 2 CBZ(compare-and-branch-on-zero) &
CBNZ(compar‘e—and—br‘anch- on-nonzero)ip 4 & ﬁx’z? C TR FH e AR BT A

Eﬁxﬁﬁﬂ?ﬁhé"ﬁfmﬁ’tﬁ@mcf%v‘f%"%h_fmif@’*7? Eird e BEFHRE - &

Android } > it A2V T U E s SMALL ¥ T G &2 '_é“_% oW e X R gA o
B0 b iAo ZERARN A R BT R 0 TR W B LA RN o ¥ -
SIS FETNIN D A
SRR LR
BT B A dopt B/ w s~ OTP ~ 2w 3 (callback) ~ A 55 5% p_::i'aﬂéfﬁ‘i‘?;uﬁ
AT AR AL AR o
X2EFL Y BT F TR
X 2ARNBFFEC)CN/A

X 2N/ N/A
FER* App AFATERF 14.1.5.2. 76 % 258 2 i
AT App R A FTEHRIAE I N/A
LRRFLBEELY IN/A
%% %k : CWE/OWASP :

M8 - Security Decisions via Untrusted Inputs(A PR @ 2016/10/1)
M10 - Lack of Binary Protections(& PR :2016/10/1)
CWE 200( AP © 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/200.html

CPO-05: {78 &% App * FRA;BZ KRR LFTH2EL » BR ITF Lsedir ofest

BERXZ FTH 2 LK% (Checksum) e
WP

B AT RARAEF RS RESP R ERTR R > A RS FRRE Y R
ﬁm’uﬁww%mr;%ﬁw Bent it oo 2R R AH kg o
Cf0 JEU | i RN -

i
K

Fﬁ B 425015 1 F LRk
BILR -

B
S wU

%?ﬁiﬁﬁ%’»?g%%?
MV e B EL IR AR RS o WV 4E
Z2REL 6B CBRFF IR
3% 2EAMF ) 1 N/A
SRRSBE
Android :
A po b # %~ TamperCheck Class 7 /¢ # p 4750 & H/#F £ & p  APP 17 £ 0 i pF
BHFEAFEETE T

import android.content.Context;

pid
Eil - VIR /TR s A
Y
f
%D

import android.content.pm.PackageInfo;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class TamperCheck {

//we store the hash of the signture for a little more protection

private static final String APP_SIGNATURE = "1038COE34658923C4192E61B16846";

/**
* Query the signature for this application to detect whether it matches the
* signature of the real developer. If it doesn't theAppmust have been
* resigned, which indicates it may been tampered with.
*
* @param context
* @return true if the app's signature matches the expected signature.
* @throws NameNotFoundException
*/

public boolean validateAppSignature(Context context) throws NameNotFoundException

PackageInfo packageInfo = context.getPackageManager().getPackageInfo(
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getPackageName(), PackageManager.GET_SIGNATURES);
//note sample just checks the first signature
for (Signature signature : packageInfo.signatures) {
// SHA1l the signature
String shal = getSHAl(signature.toByteArray());
// check is matches hardcoded value

return APP_SIGNATURE.equals(shal);

return false;

//computed the shal hash of the signature
public static String getSHAl(byte[] sig) {

MessageDigest digest = MessageDigest.getInstance("SHA1", "BC");

digest.update(sig);
byte[] hashtext = digest.digest();
return bytesToHex(hashtext);

//util method to convert byte array to hex string
public static String bytesToHex(byte[] bytes) {
final char[] hexArray = { 'e*, '1', ‘'2', '3', '4', '5', '6',
‘9", 'A', 'B', 'C', 'D', 'E', 'F' };
char[] hexChars = new char[bytes.length * 2];
int v;
for (int j = @; j < bytes.length; j++) {
v = bytes[j] & OxFF;
hexChars[j * 2] = hexArray[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & OxOF];
}

return new String(hexChars);

i0S : %% CP0-03 % > 42;\ 7%
o k® App RAFTERF 14.1.5.2. 7" 252 FE
FE T App R *FERAIAE I N/A
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LR FEEREY IN/A

>3 ik
Android : https://gist.github.com/scottyab/b849701972d57cf9562e (A4 FF
2016/10/1)

i0S @ F B fZ 1 PIAR A5
http://stackoverflow.com/questions/6530364/how-to-detect-that-the-app-is-
running-on-a-jailbroken-device( 4@ 7 : 2016/10/1)
CWE/OWASP :
M10 - Lack of Binary Protections(# P/ :2016/10/1)
CWE 354( AP/ © 2016/10/1)
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https://gist.github.com/scottyab/b849701972d57cf9562e
http://stackoverflow.com/questions/6530364/how-to-detect-that-the-app-is-running-on-a-jailbroken-device
http://stackoverflow.com/questions/6530364/how-to-detect-that-the-app-is-running-on-a-jailbroken-device
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/354.html

3.1.16. &3V E3l* % > (P)

cpp-e1:’$im%4* App #* 5= S NEH > FARMBRIIAP VLA RR - 7 FFH{H
FERFRRIFRF B AEZ 2P BEP e o

wp
FE R App F 3 2 S NREPET O 2 KRV A 2%  FTF BRATIE A chT

AR PR FALAFEIRAIELETF AP PIRFHER > UEALE 2R

S RARAFESLTE > AT ERAENBR TR

% =\

oA

FAESFIER > 2 FARLRI
¥ ¢ XCodeGhost # # » & { % h5 % ’/F%’“* Ao o FREFOLAIEE o ¢ g

Android 2 i0S #% ¥ % &35 R Fmik & » Unix-like eni® % k4> 218
LD_PRELOAD thi¢ * » ¥ ¥ 5 set-x 1= N > (& e 8 7 7 B A it » o
*_?:FJ?’?’* FEY BREF TR
X 2A2NBEF D N/A
X 2N/ N/A
FER* App AFFTERF 1 4.1.5.3. 3 31 % % >
FE ™ App AR T X RRIAF
4.1.5.3.1. %RAFHR* AN F 2 INNELTE T e X 2EEF -
L REE & E%Y  ENISA SSDG6.1, NIST 800 SP-163 3.1.5.b, CSA MAST 4.2.
%% %k . CWE/OWASP :
M8 - Security Decisions via Untrusted Inputs (& zpFRF : 2016/10/1)

CWE 829 (&:@MER :2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
http://cwe.mitre.org/data/definitions/829.html

CPP-02: 77 f*J* App # % ¥ = * SDK/API > §Einfl Lk P A KR - § HF L3
FEBREAFRF BB ALZ 2P B P cfe o

wp
REARVAR* A CINERFPARFESRY AN NRELF 5 A4 - 0F
SREHET ABT Y A ﬁdé’%%AM@M1%ﬁpkm’%%@*ﬁﬁ§¥

i n:%?g%lﬂp 2 ,éa;?; cPH EREEFANETHRY App &R LEFEF L o
%3’wWMH%*”ﬁﬂ%%?iﬁ’ﬁ%i%ﬂﬁﬁiiﬁ

FEFRY PR FALEFERREE T AP PIRBBER L ALL DR

5\‘0
5 HEF R GE = SDK/APL T R IR K R Y BRI LT R 2 S
%1 E(SDK)$E M APT ¥ if # @ * o H i tnAPT A VAL L2F i@ * > @ $,42F 8 * API
YRR AR A @@‘J SR E B P e o

Z2REL Y BT F ITHE

X 2AENBFECCN/A

% 2A2NBEH I N/A

FH T App A FERS 14.1.5.3. 3N A5 % >

FER* App A*FTXRRIAE IN/A

: FEH 8 84Y  ENISA SSDG 6.2, NIST 800 SP-163 3.1.3.d, CSA MAST4.2.3
% Lk I N/A
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3.1.17. @& * F i » %E(Q)

CPQ-01:{7#: k™ App &R THER ¥ ¥ > F ¢ FHIAUUI LA /M > HLER
B ERBT RS EFERE S L RFFL

we
T AT AN AL T T AARR oA BT R FR R AN

P (A2 7 RGP R > ¥R E D 0 SQL INJECTION % s2# - 4 10S ¥ > i
VLR B AT UITextFleldDelegate % R E
FITiE HlWeb ¥ ﬁi;‘ﬁe?] F A FERIEE P ey @T”@'Ljf}?‘ﬁt#ﬁaé
PV ARG R s R o FR:}}'» F & @B R A2 ot * %
45;;_ N f'+lfml‘*’4$,u%$ﬁ7‘ 531,?])\ ¢ 3 BE R ot g ¥ ﬂﬁly]%a‘&‘ko
-?il’l?’}‘ié'fvﬁﬁﬂ B - A et
X 2AENBFFEG)CN/A
X 2R/

i0s:
%Eﬁ@?/\ £ & ~ #Email
S g
- (BOOL) validEmail:(NSString*) emailString {
if([emailString length]==0){
return NO;
}
NSString *regExPattern = @"[A-Z0-9a-z. %+-]+@[A-Za-z0-9.-]+\\.[A-Za-z]{2,4}";
NSRegularExpression *regEx = [[NSRegularExpression alloc]
initWithPattern:regExPattern options:NSRegularExpressionCaseInsensitive error:nil];
NSUInteger regExMatches = [regEx numberOfMatchesInString:emailString options:@
range:NSMakeRange (0, [emailString length])];
if (regExMatches == 0) {
return NO;
} else {
return YES;

-

PNl Server | NET C#

< Wil LR R
.NET # * RegularExpressionValidator i * I 44 7 ;% ki * rRU RS RN
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bldo G @ EFH~ 61 10 = -
ValidationExpression="[a-zA-Z]{6,10}"

FE kT App AAFTERP 1 4.1.5.4. 1% &R

FE Rk App A FF X HRRIAF
4.1.5.4. 1. (1)K & F&k* 425 LT ¥R Fi» 58 %RELY -
4.1.5.4.1. ()& FFE* A2 LT EHR? FI» TP RERA ©

L RRE &84 % I JSSEC AASDSCG 3.2

3 Lk
i0S : NSRegularExpression Class - i0S develpoer( A FF R : 2016/10/1)

ki ¥ User Input Validation in ASP.NET( A FFRF : 2016/10/1)
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https://developer.apple.com/library/mac/documentation/Foundation/Reference/NSRegularExpression_Class/index.html
https://msdn.microsoft.com/en-us/library/ms972961.aspx

CPQ-02: {7#: k™ App FRRER ™ FW» ~ PRERG» 2 AL XFH»2FTH - 1
1k 7] Buffer overflow/underflow g = % 24Kk °
wp o
Flafe ket AR F 28 3 A= & C-0bjective-C ¥ C++4258 55 ¢ eh
s dp (Stack)fr3tfi (heap) €4 2 iRk 0 & kiR « BEARIR S 2R 1P 4 % agmy
buffer overflow protection( ¥ # % & = %#E /B3 €378 v ) » ¥ J #fe
FETIE R ﬁﬁig?l ~ F# 1+ buffer overflow £ underflow > = §_C ~ Objective-C

e p
g1 fo C++P] & 4L 7 it o
BRT LRI RR] D R ST
g féwﬁ@ﬁaujw%%%%*ﬂﬂ%ﬂ@&;ﬁéﬁﬁ”ﬂﬁggégnwh
£

§ ERATR TR e

et tw BiEiod pew @ o

e g v¥rife ¥ (allocation) & 4~ 41 (initialization) s e ( 514
AuthorizationCopyRights) % pcpF» 72 &8 * H %% & > F|5 v ’ﬁ AR

7}-'— o
o in ¥ 1uig* Tread; % H 8 #f 1uehrk sied v (System call) » MAEILF %+ #7if
BT E oM A AR Y - BIEK D Be(constant) o dek 0Tk Aer et (S ahw

BE2 AFFY AT AT yjﬁ%ﬁ#&p 74 pr(fail) -
o AR AT B F A W SHT R S (data structure) BF 0 3R ST
%] »enF ol FBAoL AR o
o ¥ L #-2L C F B (CFStringRef # i# ~ NSString 4~ ¢ -~ CFDataRef # & - tafr+
B E)ERHRCEE ’%.'Eﬁ#&x%’*% T EY - i‘uiwowhr% SRR LR A K ]
FHEELHCFE LR AIKREHEY 7 2T F <~ (Null) -
o FFFLIR £ % firdf (v e F S Feito hehk By SRR > BUpAEHLEACFE D
EERAEY AT fu(Null)
. féﬁﬁt%%ﬂ?i@!‘! Hp A ER Rt P e o
o i . B ik (Integer) i overflow f- underflow °
X2REFL Y EET TR
R
LI Objective-C
- strcat, strcpy, strncat, strncpy, sprintf, vspr‘intf,gets
I EEHIFHGL  FTERIF 2NN S gF ARG BE
int len = (int)self.myInput.text.length;
char buf[len+1];
//strncpy
strncpy(buf, [self.myInput.text UTF8String] , len);
T 2RESBPS
i0s :
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https://developer.apple.com/library/mac/documentation/Security/Reference/authorization_ref/index.html#//apple_ref/c/func/AuthorizationCopyRights

- strlcat,strlcpy,strlcat,strlcpy, snprintf,asprintf,vsnprintf,vaspri
ntf, fgets
DN g iy - ‘57/? TERFDNN L EFRR .
int len = (int)self.myInput.text.length;
char buf[len+1];
//strlpy
strlcpy(buf, [self.myInput.text UTF8String] , len);

BT App R A TR 14.1.5.4.08 7 F 80 %

TH T App A FTERRIAE I N/A

LRIBE & B4%% ¢ JSSEC AASDSCG 3.2

%% %k

Fibrw g -, Wiki (AR  2016/10/1)

SecureCodingGuide - BufferOverflows - iOS developer (Z:PER :
2016/10/1)

f
f
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https://zh.wikipedia.org/wiki/%E7%BC%93%E5%86%B2%E5%8C%BA%E6%BA%A2%E5%87%BA
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1

CPQ-03:{7H & * App #& k& * —“*’ii.?% BEGET 7 48 (Query
parameterization) -

3 SQL A4 B SEEY FE el BIFRFTANELRE 0 7
o e R A2 P Rl S 5 e e T AR W%EP‘“}' a ’*”'mé*ﬁ"#’
LerfeNE s chg it A3 o Lell"ﬁ;\é%mﬂ TR T M5 Web B A L de e AL B
Web fio # 4255 ¥ 12 = FHL R & 34 chpd i3 i £ SQL Injectlon 28 i

ZIBEL NP BFE I TR

*E 2ARNBFEC) D N/A

F 2R/

3

Language -
Parameterized Query
Library

e String custname = request.getParameter("customerName");
e String query = "SELECT account_balance FROM user_data WHERE user_name

= "
. 3

Java -

* PreparedStatement pstmt = connection.prepareStatement( query );
Standard

e pstmt.setString( 1, custname);

e ResultSet results = pstmt.executeQuery( );

= //HQL
* Query safeHQLQuery = session.createQuery("from Inventory where
productID=:productid");
» safeHQLQuery.setParameter("productid", userSuppliedParameter);
= //Criteria API
Java - e String userSuppliedParameter = request.getParameter("Product-
Hibernate Description"); // This should REALLY be validated too
- // perform input validation to detect attacks
e Inventory inv = (Inventory) session.createCriteria(Inventory.class).add
» (Restrictions.eq("productDescription”,

userSuppliedParameter)).uniqueResult();
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Language -
Parameterized Query
Library

e String query = "SELECT account_balance FROM user_data WHERE user_name

— ",
=?";

- try {
. OleDbCommand command = new OleDbCommand(query, connection);
. command.Parameters.Add(new OleDbParameter("customerName",
CustomerName Name.Text));
.NET/C#
. OleDbDataReader reader = command.ExecuteReader();
O // ..
« } catch (OleDbException se) {

. // error handling

e string sql = "SELECT * FROM Customers WHERE CustomerId = @CustomerId";
« SqlCommand command = new SqlCommand(sql);
- command.Parameters.Add(new SqlParameter("@CustomerId",
ASP.NET
System.Data.SqlDbType.Int));

- command.Parameters["@CustomerId"].Value = 1;

* # Create

« Project.create!(:name => 'owasp')

- # Read

« Project.all(:conditions => "name = ?", name)
Ruby - « Project.all(:conditions => { :name => name })
ActiveRecord * Project.where("name = :name", :name => name)

* # Update

e project.update_attributes(:name => 'owasp')

- # Delete

* Project.delete(:name => 'name')
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Language -

Library
Ruby
PHP - PDO .
Cold Fusion .
Perl - DBI .
FH T App R R F X
FH T App R R F X

Parameterized Query

insert_new_user = db.prepare "INSERT INTO users (name, age, gender)
VALUES (?, ? ,?)"

insert_new_user.execute ‘'aizatto', '20', 'male’

$stmt = $dbh->prepare("INSERT INTO REGISTRY (name, value) VALUES
(:name, :value)");
$stmt->bindParam( ' :name', $name);

$stmt->bindParam( ' :value', $value);

<cfquery name = "getFirst" dataSource = "cfsnippets">
SELECT * FROM #strDatabasePrefix#_courses WHERE intCourselD =
<cfqueryparam value = #intCourseID# CFSQLType = "CF_SQL_INTEGER">

</cfquery>

my $sql = "INSERT INTO foo (bar, baz) VALUES ( ?, ? )";
my $sth = $dbh->prepare( $sql );

$sth->execute( $bar, $baz );

B 141,540 i RE
RRIAZE D N/A

LR FEERSY IN/A
%% %Rk : Query Parameterization Cheat Sheet - owasp.org (AR :

2016/10/1)
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https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet
https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet

CPQ-04:i7# R* App § & %@t # J"ﬁ] 2 BFIREHR @~ FTH o B2k F] Integer
overflow and underflow:f = % 2{+BiF °

wp
FRGE 2 KRl € BRAGFH LS > PR AL CPURY 32 =~ 64 A5
%%%ﬁﬁ&wa+¢w,$ﬁw@§éim%%k* DdoT B AT i~

(Overflow) #4443 » Adg iz Mtk s A dr 3 B9 o
Android & 5.1.1 %M admc G ik > 5. 1.1 iSRS BT R o
i0S r10bjective-c i7 7 g P#hyE o 3R UARNF TR o
ZERELEGRY BT F K
425078 0
i0s :
i0S Fi & £ #iciF = (Object C)
[NSString stringWithFormat:@"INT32_ MAX=%d", INT32_MAX];
[NSString stringWithFormat:@"INT32 MAX+1=%d", INT32_MAX+1];
[NSString stringWithFormat:@"INT32 MAX+1+INT32 MAX=%d", INT32_MAX+1+INT32_ MAX];
[NSString stringWithFormat:@"INT32_ MIN=%d", INT32 MIN];
[NSString stringWithFormat:@"INT32 MIN-1=%d", INT32_MIN-1],;
[NSString stringWithFormat:@"INT32_MIN-1-INT32 MIN=%d", INT32_ MIN-1-INT32_MIN];
= B ¥HoE = F Exception(Swift)
var potentialOverflow = Intl6.max
// potentialOverflow equals 32767, which is the maximum value an Intl6 can hold
potentialOverflow += 1
$ & E iy - (Swift)Overflow & 5 &
var unsignedOverflow = UInt8.max
// unsignedOverflow equals 255, which is the maximum value a UInt8 can hold
unsignedOverflow = unsignedOverflow &+ 1
// unsignedOverflow is now equal to ©
% 2 AN 6
i0s :
g EHE TR R bR E R P e F A o AR Kf TR R
2ATEE S AU o AP R R L Jfﬁw' wp%ﬁﬁi@ # ik e
#F <) 0 AT g AU SIZE_MAX -
//calculate n*m with overflow-safe ;-5 ;e g #45 /&7 ~+ -/
if (n > 0 & m > @ && SIZE_MAX/n >= m) {
size_t bytes = n * m;
. /* allocate “bytes” space */
}
FERE* App AFAFTERF 14.1.5.4. %% "Fffﬁia?]%%;’é
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Fé kT App A A FTXHBIAE I N/A
L RBEFEB%Y 1 JSSEC AASDSCG 3.2
%% %k : i0S
eSecureCodingGuide - BufferOverflows - iOS developer (H:FR :
2016/10/1)
U BWER A | (AR : 2016/10/1)
e Swift Programming Language/AdvancedOperators.html - i0S developer

(A:APFR :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW1
https://developer.apple.com/library/mac/documentation/Security/Conceptual/SecureCodingGuide/Articles/BufferOverflows.html#//apple_ref/doc/uid/TP40002577-SW9
https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AdvancedOperators.html
https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AdvancedOperators.html

CPQ-05: {7 & App &R Tiijgit * Fig» 2 FIRERE » FTH Y 5 #3x sQL
Injection 2 3 8 o
e
d3SQL &4 P SEEY TP 2l FIPFARFANELAF €7 X2
oo R e A g B2 fF 2 Sl 2 st o
*t CPQ-03 » P 4p B ;4= 5% ¢ & * Query parameterization -
%‘}_E?’%’* EcE I - Al
X 2423 E%JTFV' :
Android :
SQL 3/ B d 18 * +e7j2 ;N d-18 # —J'Ffmﬁa?]% Boadde %
tring commandString = "INSERT INTO mytable (idno, name) VALUES

""+userInputIdno+", '"+userInputName+
try {
mSampleDB.execSQL(commandString);
}catch (SQLException e) {
} finally {
sqlStmt.close();

i0s :
sqlite # £~
- (IBAction) insertUnsafe : (id) sender

{
BOOL rst = [self executeSQL:[NSString stringWithFormat:@"INSERT INTO

Setting(SKey,SValue) VALUES('%@','%@')", self.edit key.text, self.edit value.text]];
}

F2RIBE

Android : IEVE)

% Zfiv 3 ‘\ﬁ'ﬁ,ui‘*—*‘mﬁ ﬁ’%

String commandString = "INSERT INTO mytable (idno, name) VALUES (?, ?)";
//® % i enSQLiteStatement !/ f# oF SQL Injection
SQLiteStatement sqlStmt = mSampleDB.compileStatement(commandString);
sqlStmt.bindString(1, userInputIdno);
sqlStmt.bindString(2, userInputName);

try {
sqlStmt.executeInsert();
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}catch (SQLException e) {
} finally {
sqlStmt.close();

TR Objective-C]
FHA sqlite 277 7V - 77 CPQ-03 ‘ Query parameterization
- (IBAction) insertSafe : (id) sender
{
sqlite3 stmt *statement;
BOOL DONE = TRUE;
char *sql = "INSERT INTO Setting(SKey,SValue) VALUES(?,?)";

if (sqlite3 prepare_v2(database,sql,-1,&statement,NULL) == SQLITE OK) {
sqlite3 bind_text(statement,1,[self.edit key.text UTF8String], -1,
SQLITE_TRANSIENT);
sqlite3 bind_text(statement,2,[self.edit value.text UTF8String],-1,
SQLITE_TRANSIENT);
if (sqlite3 step(statement) != SQLITE DONE) {
DONE = FALSE;
NSLog(@"Error");

}

else
DONE = FALSE;

sqlite3_finalize(statement);
¥
Fﬁ%?Aw§$f$%$:AL&L%?ﬁﬁ%$ﬁ
FERE* App A FFTXRRIAE !

4.1.5.4.2.(1) A& & E* 258 L3 8 ER SQL Injection2 F ¢ -

L FBEEE4Y  CSA MAST 4.2.3, JSSEC AASDSCG 3.2
%% %k . 10S:SecureCodingGuide - injections - i0S developer(Z R :

2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1

CPQ-06:7# &% App BR it * J"ﬁ]% 2 PPREHG > FTHY S ER Command
injectionz ¥ 8 o
o
L - fhscH > AP HEEE- B L FR N FRAFITE
HER S L o R AR F R B &L T (4 > Cookie » HTTP 4 5
) @i 3k sshell & 401 > sc¥ o hpfarcE Y Ii&tjﬁ#ﬁ Ten kb L
LR L RR T AR ORIV AP o AL AR A RF A N R
AR
Bl4e D Linux BJE Escape » 55 i = 4 (7
ﬁiﬂ »~ Story.txt;more /etc/passwd i = F L85 o
Blde D Linux B S 87 sk ie % o @ @ FARdE S B W e SR e (A
char* home=getenv("APPHOME");
char* cmd=(char*)malloc(strlen(home)+strlen(INITCMD));
strcpy(cmd, home);
strcat(cmd, INITCMD);
execl(cmd, NULL);
—?il’lﬁ’ﬁfiﬁvﬁﬁﬂ BER TR
X 2ENEPE O] N/A
% _-?:ﬁi AP ¥ i J N/A
b gh
wEEE
var isValid = !string.IsNullOrEmpty(fileName) &&
fileName.IndexOfAny(Path.GetInvalidFileNameChars());
FER* App RAFFTERIF 14.1.5.4. %% —“ﬁﬁia?]/\‘ﬁ%;%_
A k® App A FFERRIAL -
4.1.5.4.2.(3) & FF " A2 £ F /g ¥ 3k Command Injectionz F ¢ -
L EEEEE4Y  CSA MAST 4.2.3 , JSSEC AASDSCG 3.2
>3 Fk
¢i0S : SecureCodingGuide - injections - i0S developer (% zgpEfF :

2016/10/1)
efexhi 4% : _path.getinvalidfilenamechars - .net developer (Z:PFRF :

2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://msdn.microsoft.com/zh-tw/library/system.io.path.getinvalidfilenamechars(v=vs.110).aspx
https://msdn.microsoft.com/zh-tw/library/system.io.path.getinvalidfilenamechars(v=vs.110).aspx

CPQ-07: {7#: s App @Ak * F @B > > W fhdk AN j2d API» i i
FoORIEERRY FW 2 FIRFRG ~ TAH Y 2 ¥ Local File Inclusion 2

F

Fe oo
E
TR FRE - B s FROER 0 R FF AN B FLEH- B
£ 4 iR APk e PR R i (7 SR o &%%?4d*~i@“%ﬁP S R
mﬁ%l)x o LT AL g‘%}i{ntﬁ ] ;%%J“"? ERRENER s e TR
o NI T E P mpintien JavaScript &V v § TR AH b st F R AR
(XSS)
oiF & PR 7% (DOS)
oficy A fiis [ iT
s e ;i;iﬁfiéﬁié * J“Lﬁ; >l o FE & AL R APT c Ao % L B LF R (T
SRIEEIRELTET S *JL 7 Local File Inclusionz F & » g {f¥ %%
https.//www.owasp.or‘g/lndex.php/Testlng for Local File Inclusion( % 33
PR 1 2016/10/1)
ZXrREL P CBRFF IR
PR ERINBEGCN/A
22580 D N/A
T T App R *FTERF 14.1.5.4. ¢ % Jﬁﬁ%lf\%;%.
FER* App R AT XRRIAE
4.1.5.4.2.(4) ¥ 7o % 258 2 F Bg ¥ 3% Local File Inclusionz 3 8 -
L FPF L 84%Y  JSSEC AASDSCG 3.2
>4 Kk
ehttps://www.owasp.org/index.php/Testing for Local File Inclusion (&3P
7 :2016/10/1)
ehttps://en.wikipedia.org/wiki/File inclusion vulnerability ( % :§F¥
1 2016/10/1)
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https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
https://www.owasp.org/index.php/Testing_for_Local_File_Inclusion
https://en.wikipedia.org/wiki/File_inclusion_vulnerability
https://en.wikipedia.org/wiki/File_inclusion_vulnerability

CPQ-08:i7# & * App BR TBigit * Jﬁ'ﬁ] 2 RPIREHRE . TR 5 ER XML
Injection 2 3 8 o
o
XML A~ 5B 5 ¢ B8 SOAP A L7 36 L 48T # » B R XML B4 » &8 XML
il oo ¥ - B XML~ ST B RO B T T o 195 L BN TR (T
moATd L EE 2 RAL o
B2 XML ) % > fig B XML TRl e g 0 & B 40 SQL inject IR > ;U@ i@
X Bk o 8 A XML T2 74 i 8RR B 7 P34 0 B4e 0 XML External Entity
(XXE) -
E2RFLRY BFFIERER
EFY - T3
SRS
B FF 4r ki ZE XML
xmlstr = "<username>" + "foo<" + "</username>";
F2RNBEO
Android ;

libxml disable_entity_loader(true);

S EEIE Wl Server | NET C#
B <2 igE XML
XmlNode node = doc.CreateNode("username");

node.Value = "foo<";
T App AR FTRRF 14.1.5.4. % % Fh R
Fek* App &> FEHRIAR
4.1.5.4.2.(5) A 7& " 258 2 7 B FR XML Injection 2 F ¢ o
LRRFERRSY IN/A
>3tk
i0S : SecureCodingGuide - injections - i0OS developer (#Z:gpFfF :
2016/10/1)
#F i system.xml.xmlnode.value (%R :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/OtherHardeningTechniques/OtherHardeningTechniques.html#//apple_ref/doc/uid/TP40002415-CH3-SW1
https://msdn.microsoft.com/en-us/library/system.xml.xmlnode.value(v=vs.110).aspx

CPQ-09: 7% &% App BR TiB/git * Jﬁi?] 2 PIRERE TR 5 E K Format
String Injectionz % 8 -
w
JEE —"H‘éﬁ LIS f{ﬁﬂéi&i@ﬁﬁ% rckEom Mk o B g3 Vg SR AEA F )
S ¥ o
E2REFLRY BFF TR
* % 2RSS 108
printf ("%08x %08x %08x %08x %08x\n");
//NSString *bug = @"%@%@";
NSLog(bug);
% 2N H) 0 10S
//NSString *bug = @"%@%@";
NSLog(“bug is %@”,bug);
R .
syslog(LOG_INFO, "%s", cmdBuf);
FER* App AFFTERF 1 4.1.5.4. % Jﬁﬁéf]/\%?;‘i
FE R App A AT X RRIAE
4.1.5.4.2.(6)& & 7 B * 425" 4 7 /g ¥ &k Format String Injection 2 %
g o
FREFLEST IN/A
%% %k : SecureCodingGuide - ValidatingInput - iOS developer (% :§pF
¥ :2016/10/1)
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https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/ValidatingInput.html#//apple_ref/doc/uid/TP40007246-SW3
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/Articles/ValidatingInput.html#//apple_ref/doc/uid/TP40007246-SW3

» PR AT ET AHETFL

CPQ-10:7rini"d* B, * App #2{EH i 8 * 7‘5 i &
VA NEREEY > HBETERET N T

P e Ew ’-br'fb;frﬁ])n )

%w:
EEAEALEY DAY F ok 3 M g%’i(@?—ﬂﬁﬂ)\ik”gﬁ};i;b TR
/PJF$‘|%)}" lzi;}ﬂ;}g_@ ,,«ﬁarﬁ%‘ﬁaimﬁﬁﬁﬁ z“'“ "h’@al)‘_l.f"ff"f'@; p{@

e
Z2RELEIH CBRFF T RIBERE
* % >4E3 E%JTFM N/A
% AL \‘E%jrzm N/A
FH T App AR FTERF 1 4.1.5.4. 0% " FH 0 %E
ok App A+ FTXHRRIAE IN/A
L REF&B%Y I NIST SP 800-163 3.1.1
%% %k :N/A
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3.2.Android % > B & 7>

Android-01:Android % # (78 & * App BFEIER F Intents > FLFT AR BE &
RiF? o
wp
LB~ (Intents)E @ * Ap At E @iz uTHy
1. Ry - B —"Ffﬁ"m v Frd ¥ - B Activity e
2.1 5 RAHTE B o i dr kBl AR H UK e g o
3.fcds ~ iR b A F AR 2 HHEW o
4.%d ContenetProviders % i#B~F 4L o
5. % + # (Callbacks) ié/%@ﬂl.ifﬁ [T Rk ARC I
PREFOF TG T A EE TG VIR P AR F R ERENRE AR
2 A i
$£%§4$ﬁﬂ RS BN
* % m#m 3 Javal
né * 7 4p Tixfz Class s Intent K BEPBEN > 72 F 200 F oA g ARFE
Mo R .
Intent intent = new Intent();
intent.putExtra("RESULT", "Sensitive Info");
startActivity(intent);
X 2AENBPE
% @ % Intent k LT Activity, = BFFTRE 2 R " P 2 4y TR
Class s & fi o
[/ % R Ao intent dFn o B L G RNFRREFR 0 S RN
Intent intent = new Intent(this, LoginActivity.class);
intent.putExtra("RESULT", "Not Sensitive Info");
startActivity(intent);
AT App AAFTARF (4.1 5.1 P FELASBEBLTAL 2EF
FE Mk App A FFXRRIAL S N/A
LRARFEESY IN/A
%% %%k . CWE/OWASP :
M8 - Security Decisions via Untrusted Inputs( % :§FF R :
2016/10/1)
M1© - Lack of Binary Protections( &z PR @ 2016/10/1)
CWE 927( AP+ : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/316.html

Android-02:Android »< {7 # & * App B litk 4 F# (Activities) i » £ F 4% 2
RETFPE e B o Lo BRPRLFH
oL
- 4@ % Android APP ® ehActivity £ %4 - BH & o 4o% Activity #3% T 3
exported=true > 78:& B & & f]fugwtf—' L 7 - IR g el e Y : A S s el | R
ENG SE
¥ 4ok Activity § % % Intent-filter sp¥ix » ib ik Activity jeg g A% 2
ERURE R I R i‘uﬂ% H_Activity TG R i aF > B AT gRE
A EEEe o dpth- R T R E T AR R F R R A AR
Plde D 3 VoA Ed AT NSRS B 4RRE o
Z2RFL P BFT THE
3% 2ANHPE G N/A
T RARNHPE
AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.appsec.privateactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >
<!-- Private activity --»>

<!-p < X %_ exported attribute to false. -->
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

<!-- Public activity launched by launcher -->
<activity
android:name=".MyActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />
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<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

PrivateActivity.java

package org.appsec.privateactivity;

import android.view.View;
import android.widget.Toast;
import android.app.Activity;
import android.content.Intent;

import android.os.Bundle;
public class PrivateActivity extends Activity {

@0override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.private_activity);

/] FIEASLE D] Intent shF - jﬂ% A - BT F20 @ ken
String data = getIntent().getStringExtra("Data");
Toast.makeText(this, String.format("Received Data: \"%s\"", data),
Toast.LENGTH_LONG) .show();
}
}

MyActivity.java

package org.appsec. privateactivity;

import android.view.View;
import android.widget.Toast;
import android.app.Activity;
import android.content.Intent;

import android.os.Bundle;
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public class MyActivity extends Activity {

@0override

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.my_activity);

public void onUserClick(View view) {

[/P TR - R A2 P Tt intent gE R o

Intent intent = new Intent(this, PrivateActivity.class);

/] P RFE FERAER AN G - B AR oV BRArR T
intent.putExtra("DATA", "Sensitive Data");
startActivity (intent);

-

FE BT App A A FXRP 14151V FELENBLEEFLTAL 2RF
FE* App A FFTXHRIAE IN/A
L REF R 844  JSSEC AASDSCG.4.1
>4 Kik:
how-to-export-an-activity-so-other-apps-can-call-it( &R :
2016/10/1)
CWE/OWASP

eM8 - Security Decisions via Untrusted Inputs( & R -

2016/10/1)

eM10 - Lack of Binary Protections( & PR : 2016/10/1)
eCWE 927 (A [{PFR :2016/10/1)
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http://stackoverflow.com/questions/8150003/how-to-export-an-activity-so-other-apps-can-call-it
http://stackoverflow.com/questions/8150003/how-to-export-an-activity-so-other-apps-can-call-it
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/927.html

Android-03:Android %< {7# & * App ¥ (TR # (Broadcast intent) &k T 2 - &
LAERFH R App iz~ it o
W
FERHAB(Intent) > 4o % 25 R T 7RAE T P2 EREY 250 % 7 R
LR(Intent) 40 § - B iraon o FF - BELOEEKHIEL T %A
L Lt BRABEELR - BEEAR s DREAFLIFYARY > L ELRE

j&_’ﬁlz&‘,ﬂ:} -

P B
AR
TRV 2N PL R (Intent) » AR BRI ERBFERRLEFTRLESZ D
‘ﬂxi’ﬂ*ﬁi“ Ve RER T A TR FTILR -

ZX2REL P BB IR

* % ﬁix“msffaﬁd P N/A

T RARNHP

Sender.java

/] #ER T 2 shAction LAL

public static final String BROADCAST_ACTION =
"org.appsec.broadcast.action.MYBROADCAST";

/] EEEFERIFE L Intent 2

Intent intent = new Intent(BROADCAST_ACTION);
[/ dr% F Bng o 4 F LK LF AT Intent 2
intent.putExtra("UserName", userName);
intent.putExtra("UserId", userld);

/1 FERHEE

sendBroadcast(intent);

Recevier.java
// ¥k p BroadcastReceiver e 34 jc ~ 2
public class MyBroadcastReceiver extends BroadcastReceiver {

/] BARHEBR TR 2

@Override

public void onReceive(Context context, Intent intent) {
// #B¢ 7 iIntent &P hE
String name = intent.getStringExtra("UserName");

String id = intent. getStringExtra ("UserId");

// FliigH E_ Activity ~ it » Z & # * Context # & ehpFiz »
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// A7 * Tthis | > & & * %4t i-e0 Context 4+
Toast.makeText(context, message, Toast.LENGTH_SHORT).show();

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest ... >
<application .. >
<l-- &% receiver Rt » LfR TR a2 agnl tH -->
<receiver android:name="MyBroadcastReceiver">
<intent-filter>
<!-- #& % Action % fLK TREPRFEE -->
<action android:name=
" org.appsec.broadcast.action.MYBROADCAST" />
</intent-filter>
</receiver>
</application>
</manifest>
FE T App A A FEX R 14.1.5.1. PHFRELANBEFLTAZ 2RF
FE T App R A FTXHRIAE I N/A
L FHE P -B%Y  JSSEC AASDSCG .4.2
23 kiR
Android :
e http://commonsware.com/blog/2013/09/11/beware-accidental-apis-avoid-
intents-extras( % PR : 2016/10/1)
e http://commonsware.com/blog/2014/04/30/if-your-activity-has-intent-
filter-export-it(#A @R : 2016/10/1)
e https://www.appvigil.co/blog/2015/04/intent-spoofing-vulnerability-
in-android-apps (A PR : 2016/10/1)
ehttp://shop.oreilly.com/product/0636920022596.do( & 34 FF ¥ : 2016/10/1)
CWE /OWASP :
eM8 - Security Decisions via Untrusted Inputs(Z iR : 2016/10/1)

eM10 - Lack of Binary Protections(Z P : 2016/10/1)
eCWE 925 (AP @ 2016/10/1)
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http://commonsware.com/blog/2013/09/11/beware-accidental-apis-avoid-intents-extras
http://commonsware.com/blog/2013/09/11/beware-accidental-apis-avoid-intents-extras
http://commonsware.com/blog/2014/04/30/if-your-activity-has-intent-filter-export-it
http://commonsware.com/blog/2014/04/30/if-your-activity-has-intent-filter-export-it
https://www.appvigil.co/blog/2015/04/intent-spoofing-vulnerability-in-android-apps
https://www.appvigil.co/blog/2015/04/intent-spoofing-vulnerability-in-android-apps
http://shop.oreilly.com/product/0636920022596.do
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/925.html

Android-04:Android % {7# & * App R % PendingIntents > &g T3 7
(Private) &3 ;}%:}%v]’z"g{ /#% > PFet base intent4p LA L4 - WAL E
Egﬁ #ﬁ»o
W
PendingIntents i 5 * A2 ¥ 7 (P E BUEF) ¥ - BB * A230 > R ¥ uedeidy
TR Bl (Intent) » B4 5 5 g i Rn e % 4250 3l (7 o o - L 3F oh IR * AR 5N et
IR AR P A ERIEY BTV R RARRE RS E TR F
Moo
AR
B2 tﬁm” P Afe LR (T4 e & Bl (PendingIntents) T 2 » #&4 4 callback # 7
f%%é#&”]{ &% (private Broadcast Receivers or Activities)® fp fReng,
?](Intent)ﬂg ﬁ#ﬂ CACRRECNER: ERAY s
ZERELEGRPY BT ITHE
(XY E-F IR
//implicit
Intent intent = new Intent("com.my.app.action") ;
PendingIntent pi = PendingIntent.getService(getApplicationContext(), @, intent,
PendingIntent.FLAG_UPDATE_CURRENT);
FRRABP
//explicit (to MyService)
Intent intent = new Intent(context, MyService.class);
PendingIntent pi = PendingIntent.getService(getApplicationContext(), @, intent,
PendingIntent.FLAG_UPDATE_CURRENT);
FE kT App AAFTHRF 14.1.5.1. PFRELESBEFLTAL 2AF
fFé & App A A FT X HRIAE I N/A
LR E % B%Y 1 JSSEC AASDSCG 4.7
3 Kk
Android :

e Sample code here

https://gist.github.com/scottyab/d5ab6a284622ebc46d5a (& P/ :
2016/10/1)
CWE /OWASP :

eM8 - Security Decisions via Untrusted Inputs( # 4/ :2016/10/1)
eM10 - Lack of Binary Protections( % pPFf : 2016/10/1)
o CWE 927( %M/ : 2016/10/1)
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https://gist.github.com/scottyab/d5ab6a284622ebc46d5a
https://gist.github.com/scottyab/d5ab6a284622ebc46d5a
https://gist.github.com/scottyab/d5ab6a284622ebc46d5a
https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/927.html

Android-05:Android "< {7 # i * App % # # P ¥FMenServices PR E LM MFH R
App *: ¢4 » ¥ 3+ AndroidManifests.xml 3% #_i% B~ FUi%3

wp o
PRF%(Service):d ¥ * 3% F mdT o 55 05 # (Activity) oA #4%4< B (Broadcast
Receiver) » ¢t 3R * 238 F B iq—“i PUPRGE 0w BK Ei@ * Y (Permission) e
export Btk Bif F hiRE o
AR
- BPRIET 1L - Bl et gk (Method) 48 B35 #F 384 0 et et o B W Y T PRIE
E B x s BB op e afEr(Permission) ¥ ¢ * checkPermission i & »¥ 8
AN B F AR H B R o gt ek g *—Jﬁ M SRR T NFL > B BIRIFD S B
P LY "5 BPRF* > G * AndroidManifest.xml % 4% &k T & F B PRIFcEL T
d iR EZ 2R o gt TR BEAR TR GIRAE > §ERES v TPRIE D
R A3 - B E LIRS o F B Y o i A S R LALRE 0 dp D AR
L3 %L B (Intent), £ @& % (T3 @IETIRIE - & FIRIAF R ¥
checkPer‘mlssmn()# KU BRTEF E A i'fﬂ%&”" (AR VRSP N I B

TATF R FTEVET L 250 -

% _?:Fl?’%’* FEY CBREF TR

LRI 3 % ﬁ%iﬁlﬂ N/A

X A2 \'E%# B -

[/ fo 0 R R T p T L& DR (Permission), i * v k473 B~ MyService

<permission android:name="com.example.mypermission" android:label="my_ permission"

android:protectionLevel="dangerous">

</permission>"

<service
android:name="org.appsec.MyService" android:permission="org.appsec.mypermission">

<intent-filter>

<action android:name="org.app.MY_ACTION" />

</intent-filter>

</service>

AT App AFAFTXRF (4.1 5.1 P FELASBEBLTAL 2EF
fFE T App R AT X RBIAE I N/A

LREREEB%Y  ISSEC AASDSCG 4.4

%% %k P N/A
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Android-@6:Android 5= {7# & * App (g TR &% F FHR* App F AP > FL
RN Intentr 2R ER App B -

W
¥ - BT AR * - B A %3 B (Broadcast Intent) kfx#— B Activity p& -
ELBIN BEOTHE > F TR R - BELORY AN AP ELRY A2 71U
B Rag iy CLgp: EaEL, :‘.m— SR o Blde t o - Bk 4258 feds Android T AT
BpF > eyt URL ShF k¢ — H B3iEd > & 5B RaanF R 87 12 plsk o
AR
FERAR T VR * B 45 Rl (Broadcast Intent) & 485% 2 FF @i o 3%
g% P3N Bl (Explicit Intent) kB# » mHFkx 24 o

E2REFLRY BFFITRER

X 2ARNBFFEC)CN/A

%2R N/A

& App %ﬂ‘*""'ﬁ‘f’ 4.1.5.1. ]‘ﬁ#’ff,&%i FRBBELT AL 2R

FH T App R 2 F X HRIZAE I N/A

:t WEE&E%3  JSSEC AASDSCG 4.7

%4 %k : CWE/OWASP :
e M8 - Security Decisions via Untrusted Inputs(&: PR :2016/10/1)
eM10 - Lack of Binary Protections(#:: PR : 2016/10/1)
o CWE 285( A PF/F : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M8
https://www.owasp.org/index.php/Mobile_Top_10_2014-M10
http://cwe.mitre.org/data/definitions/285.html

Android-07: Android i=<f{7# f&* App B# LR /f Content Providers > i & T2
WREARBEFTHAP AR A > BEI AL NF
R
nE R fif'——‘k (Content Providers)® - BiE# = NE R * f2;8 7 12 i@ % URI & 4 T
E A 4 *ﬁ for @ N FAR R R o X4 T U kg T URI b hk & R G Bph A
g 5N o
ER A
[ (Content Providers) ¥ 1 ¥ 4 1 (Permissions) » ¥ ® ¥ m L4 fr
B gt o Kf;ﬁ,j Hu 2 M # +p nFEE O~ o }\_:,rwuf;ik,,\, ;%—;Q*;gp\xf\xﬂflj ,
PR BT T IGR F R R 2
PEIEEF S R3F PR 8% 5 (Record Level)rn/\ T A EBERESZ @
ﬁ%ﬁ%ﬁkﬁmiﬁim&@m&%ﬁﬂ°W%I?Hmﬁﬁﬁ—i%ﬁﬂﬁﬁﬁ
PR R IR ML L L Emall o RS B AT 0 R 8
& oo
TR p%ﬁ@ﬁﬁg%gm;zkggﬁﬁ»’%?uaigiﬁﬂ@ﬁ’ﬁiﬁ
B SQL A7 o SQLAZFA T r BN F R g agh Y ALE T 32 ek gt SQL AR
FAAE - BAW ORI FREY GEFRBETESNEIEE F o P FREF SR
{&%%%@&ﬁ,tﬁﬁéﬁ;ﬁm&hbﬁp@@ﬁomw.w%ﬁ§i%%
S /il IT SRR LR UV R ERAARFEAETFR N E P L LT
':L:—Q%}tn?—f FF e ¥R o ek II?—*L** f+ 5 484 (Symbolic Link)~ #
A A S o
XRAREL AP ’;‘ﬁ’lﬂ”ﬁ»
RS RS- IR
SQL 3% i2 B e ié ¥ +o2 3N ¥ F ey ~ P aAe R
@Override
public Cursor query(Uri uri, String[] projection, String selection, String[]
selectionArgs, String sortOrder) {
String groupId = getFromUserInput();//BXF s> 27 F »Fam 12 ?<ﬁéﬁ

&
)a
[

SQLiteDatabase mDB = mHelper.getWritableDatabase();

Cursor out = mDB.rawQuery("SELECT * FROM product where group_id="+groupId,
null);

out.moveToFirst();

return out;
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TR B F T
g% ffcit 254 - SQL EXC Lt 'ﬁﬁﬂﬁ%l)\/}%ﬁ_
@0verride
public Cursor query(Uri uri, String[] projection, String selection, String[]
selectionArgs, String sortOrder) {

String groupId = getFromUserInput();//BXF s> 27 F »Fm +&* vfg =g

=
v
f=

SQLiteDatabase mDB = mHelper.getWritableDatabase();

Cursor out = mDB.rawQuery("SELECT * FROM product where group_id=?", new
String[]{groupId});

out.moveToFirst();

return out;

-

PR BT App A A FXRP 14151V FELENBLEEFLTAL 2RF
FE* App A FFTEHWRIAE IN/A
L PP g & 824 1 JSSEC AASDSCG .4.3
%% %k : CWE/OWASP :
M7 - Client Side Injection(#: PR :2016/10/1)
eCWE 926( AP+ : 2016/10/1)
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https://www.owasp.org/index.php/Mobile_Top_10_2014-M7
http://cwe.mitre.org/data/definitions/926.html

Android-08:Android =78 & * App BREIER THHEE L L2ty R @i g?
FREIFUELAPFSBR R BALRAB2ETH AR ET g’f’(afﬂ'*;{ L

k8 o
£
AERBUFBHET A € SaR TR o
EREUBAHETAEE IR AN LU ERTRE IRPR S
Blde @ kSR RFHEE A TR e
B
VE N

F ¥ B4 % i 'K €5 MODE_WORLD READABLE or MODE_WORLD WRITABLE,%‘J—%‘;

S ARG R B SRR R T RALE P APP B o
% ¥ ¢ * chmod or syscalls k%4 % 44 5 0666, 0777, 0664 -

ZXrREL P CBFF IR

PR ERINBEGCN/A

22580 D N/A

BRT App A2FTEXRF 415 1P FEARIBIEFLT AL 2RF

FE* App A FFTXHRIAE IN/A

L RREF & B%Y  ISSEC AASDSCG.4.5,4.6

% Kk N/A

\

— -
=
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Android-09: 7% & * App BR TiG/git * —‘ﬁii?] 2 PIRBHE A TR 5 K Intent
Injection 2 3 8 o
oL
RN S,
1.5 3
Android ' & 3 & ipd|~ i fH AR AR R LR AR 0 U
AR RFMECELEY M E ARFIRY ENIARAL L ST 2N
5@?§jﬁ]”.f:@\IJ@1” A * - {.Q‘1~B VR RRIE RES BRY AR fﬂﬁﬂ)‘ °
3.3% T &t Android s AndroidManifest & T_iE ¢ WA BT E R R B
AN S
Z2RELERP I BFFR R
T 0E
TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader(url.openConnection().getInputStream());
[/¥ R @k "files// 0" AN e BT o AR R EMB AL T RPN T A
TextView * » @ 2L Jﬁfp’;ﬁ-mxj:%]&?

while ((read=isr.read(text)) != -1) {
tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { ...
X 2RNEPH
TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
[/~ B rE¥e B £ F £ % * http & https protocol, 4% &R A& 2 )¢
String prot = url.getProtocol();
if (!"http".equals(prot) && !"https".equals(prot)) {
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throw new MalformedURLException("invalid protocol");

}
isr = new InputStreamReader(url.openConnection().getInputStream());
while ((read=isr.read(text)) != -1) {

tv.append(new String(text, 0, read));
}
} catch (MalformedURLException e) { ..
FE ™ App X FERH 1 4.1.5.4. @ % F iy~ %R
FH T App A FF ¥ HRIAE
4.1.5.4.2. (7)) & 7 " 258 £ F B E R Intent InjectionzZ 3 8 o
LB FEB%Y 1 JSSEC AASDSCG 3.2
%4 Xk 1 N/A
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Android-10:Android < & (& & * App vhWebview 73F 5 API © B F BIGF » 4r
addJavscriptInterface » § x& 3% > 72F /T WebView -
wp o

P ARR % (WebView) fefé * F ¥ it R- 2% 2R AP T RILAWALT R
R 3L o #F %87 3 % §1* addJavscriptInterface() API @ & 2 ¢ e F X iRk °
AR

Yo% 7 % & * JavaScript friE it > G- T ALR & 2 (WebView)k 2 5 £ %

JavaScript o # et 3F o ;‘}S{fﬁ{{fé? s e dF ey A PR :\é,{f o

WAL AP 2 B o Jopt ¥ G BR B* A2N hF R F A P 4-(Resource and
Asset Directory) » ## K | cFuz » FREFTHE L Ap P2 & Ajfi o

PAEF=Z A PBRE c B - BRY AP RS AT REF A
A ¥ 2 £ 8 shouldOoverrideUrlLoading v shouldInterceptRequest kiF# - &

ﬁﬂfﬁ%(ﬁjﬁf\‘% AL~ i (WebView) p #FAzehs J ficgirde o 0 ZHABH > 7 U
URT #7 %] %t & URT chie & 384 » ¥ A8t 7| b LF ks L8 p o
% _?:E?’Sf’* k2 IR S M o
X 2423 ﬁ%iﬁlﬂ N/A
T 2AENBE)
SaferWebViewClient.java
%k
* Implements whitelisting on host name
*/
public class SaferWebViewClient extends WebViewClient {

private String[] hostsWhitelist;

public SaferWebViewClient(String hostsWhitelsit){

super();

this.hostsWhitelist = hostsWhitelist;

@Override
public WebResourceResponse shouldInterceptRequest(final WebView view, String
url) {
if (isValidHost(url)) {
return super.shouldInterceptRequest(view, url);
} else {

return getWebResourceResponseFromString();
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}
private WebResourceResponse getWebResourceResponseFromString() {
return getUtf8EncodedWebResourceResponse(new

StringBufferInputStream("alert('INO!"')"));
}

private WebResourceResponse getUtf8EncodedWebResourceResponse(InputStream
data) {

return new WebResourceResponse("text/css", "UTF-8", data);

@0verride

public boolean shouldOverrideUrlLoading(WebView view, String url) {

return isValidHost(url);

private boolean isValidHost(String url){
if (!TextUtils.isEmpty(url)) {
final String host = Uri.parse(url).getHost();
for (String whitelistedHost: hostsWhitelist){
if (whitelistedHost.equalsIgnoreCase(host)){

return true;

}

return false;

}

WebviewUtil.java
public class Util {

public static void disableRiskySettings(WebView webView){

//javascript could be a vector to exploit your applications

webView.getSettings().setJavaScriptEnabled(false);

//default is off, but just in case. plugins could be a vector to exploit your

applications process
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webView.getSettings().setPluginState(WebSettings.PluginState.OFF);

//Should an attacker somehow find themselves in a position to inject script
into a WebView, then they could exploit the opportunity to access local resources.
This can be somewhat prevented by disabling local file system access. It is enabled
by default. The Android WebSettings class can be used to disable local file system
access via the public method setAllowFileAccess.

//This restricts the WebView to loading local resources from
file:///android_asset (assets) and file:///android_res (resources).

webView.getSettings().setAllowFileAccess(false);

//disable Geolocation API

webView.getSettings().setGeolocationEnabled(false);

}
FE T App A2 FTERP 4.1 5. 1. P FELASBEFLT AL 2AF
fFE A App A A F X HRRIAE
4.1.5.4.2. (2)% & "8 * f25% £_F Bk ¥ & JavaScript Injectionz Fx ¢ -
L RBEFEB%Y ¢ JSSEC AASDSCG 4.9
% kik I N/A
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3.3.10S % >R ¥EF 5>

i0S-01:# g ¢ * Keychain %13 %45 (Use the Keychain carefully) -
wm
« 5 EETAH % 2 10S FE L BK B0 KT8 (Keychain)# i o Ra &
- B RT > Keychain Vit § X P T L@ D3R -
- 10S TR AR FELFZ G E FEDF e B iTunes &
» » Keychain i}wﬁ F g AELfE o F1L F iTunes i i»Akkc* pF > 10S ¢ £ ATH
Keychain :£74r B > Tk ER % 2 2V Aavsg ff et R 48 > 78R
Keychaln T‘ VoA TR ARfER o
o Keychaln e TARRR(Jailbreak) Sk & F o B 3B s Tl 6 4
P B ARRRenE B o E e et A58 30F A i3 BT W & 4250 hKeychain
RE o @ FAITTIRE A F/)J-* Zz 7 Bootrom /A (Bootrom exploit) ek # ()
4 : iPhone4) > IJ:%U““ Y ,fﬁé 3 P-m B f% Keychain -
- %7 % Keychain @5 TP > BE A B RR* S Bthah Eiw (7 24

kSecAttrAccessible fi2) » @ ¥ i¢ * Zfasgw (class)x > 72 ¢ B 55 App
EEng (T e R oo bilde 1 F R et A2 T 3 £k 304 B (background) # (7

¥ ¢ * kSecAttrAccessibleWhenUnlocked &t
kSecAttrAccessiblelWhenUnlockedThisDeviceOnly o
- F & 4 T iTunes % i» % Keychain ®k » # 2 # * [ThisDeviceOnly | &z
Bl e
c FNFRFROTH T YRR Keychain #rig Ben¥ - A { % 2 ehikE s
Bl T AR s S o bl4e 2@@%@?ﬂ§%’%?£§@%i5?
75 (passphrase) 11 iE 7303 » © B F 4575 3] Keychain o » % phid (7 BB HF
L T4 o
Z2EFLGRY BB ITHREK
3E2RABPE
@aﬁw@wmx& m4pumﬁﬁ’w SRR E B ERR o
% iﬁi‘/ﬁ%# o -
RN 3 TS TRy
- // Protect the keychain entry so it's only valid when the device is unlocked.
. [dictionary setObject:( bridge
id)kSecAttrAccessibleWhenUnlockedThisDeviceOnly forKey:(_bridge

id)kSecAttrAccessible];
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FE kT App A2 FTERP 1 4.1.2.3. FEEFTHEEF
fFé ™ App A FFT X HRIAE I N/A
ERARFRRST IN/A
>3 %k

iOS : Keychain Services Programming Guide (# PR : 2016/10/1)

CWE/OWASP :
eM2 - Insecure Data Storage(# PR :2016/10/1)

eM5 - Poor Authorization and Authentication( & PFRF : 2016/10/1)

eCWE 312, 522( 4P/ :2016/10/1)
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https://developer.apple.com/library/iOS/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/ManagingYourApplicationsFlow/ManagingYourApplicationsFlow.html%23/apple_ref/doc/uid/TP40007072-CH4-SW47
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
https://www.owasp.org/index.php/Mobile_Top_10_2014-M5
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/522.html

10S-02: 3 FHEMRE FTH A M UB W A E AR AR FHRET App & * API % 2
BB AN R TR B L (Snapshots) & i F 2 5% ';f—',ﬁ% o
wp
THREER G P APP > 10S KR REP & ’Ebﬁfﬂ’?gféﬁu ¥EER D
TREREM G A BEML > RT AL L IFE - 50 FERETH O NEE
HPFEFER FE NERT >R BRI ERNT > 0F o
ZX2REL P BB IR
*E 2ARNBFEC) O N/A
F2ANmE
- REFH ST PG He R e
A %/ It ;% K [B] #* secure-image.png (320x568 for iPhone)
e - (void)applicationDidEnterBackground: (UIApplication *)application {

. // Use this method to release shared resources, save user data,
invalidate timers, and store enough application state information to
restore your application to its current state in case it is terminated
later.

. // If your application supports background execution, this method
is called instead of applicationWillTerminate: when the user quits.

. if (!self.backgroundImage){

. UIImageView *myBanner = [[UIImageView alloc]

initWithImage:[UIImage imageNamed:@"secure-image.png"]];

. self.backgroundImage = myBanner;

. }

. [self.window addSubview:self.backgroundImage];
. // you can hide security field here

/] ERAF
. // [viewControl.secure_field setHidden:TRUE];
-}
e - (void)applicationWillEnterForeground: (UIApplication *)application {
. // Called as part of the transition from the background to the
inactive state; here you can undo many of the changes made on entering
the background.
. if (self.backgroundImage)
. [self.backgroundImage removeFromSuperview];
. // you should visi security field here
- /)RR R
// [viewControl.secure_field setHidden:FALSE];
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FE kT App A2 FTERP 1 4.1.2.3. FEEFTHEEF
AT App R A F X HRIAE I N/A
REFERLY I N/A

.?
)’é'
>3 Kk
Managing Your Applications Flow (#:apFf : 2016/10/1)

CWE/OWASP :
eM4 - Unintended Data Leakage (# PR : 2016/10/1)

eM2 - Insecure Data Storage (ZIPFRF :2016/10/1)

eCWE 200 (A:PFR :2016/10/1)
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https://developer.apple.com/library/iOS/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/ManagingYourApplicationsFlow/ManagingYourApplicationsFlow.html%23/apple_ref/doc/uid/TP40007072-CH4-SW47
https://developer.apple.com/library/iOS/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/ManagingYourApplicationsFlow/ManagingYourApplicationsFlow.html%23/apple_ref/doc/uid/TP40007072-CH4-SW47
https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
https://www.owasp.org/index.php/Mobile_Top_10_2014-M2
http://cwe.mitre.org/data/definitions/200.html

i0S-03:fc* p #351 * ¥ ( Automatic Reference Counting ,ARC) » & iz
“3Egd o
W

p#e5l % i (ARC)E - BB F IR hi A/ REAPFEp b > @ 3 2.3
F»'#’sf—ﬁ_’rﬁ%l h i o S B 10S5 PEAR A 0 e uF R R —*Ff pi7E Rl q
w-H oA SWitFEZ R FEE L Aldad s 2 $ 2 Z R OARCHP o

[# gc* ARC) : 4 % kc* ARC tht % » e fgi g A A8 % -

[£c* ARC] : B %fc* ARCPF » ¥ &R %58 L35 4% -7 Fc* ARC-
w4k PR Class /2 ! &% %->Build Phases>Compile Sources % %
Compiler Flags #i+c[-fno-obj-arc]

M¢ General Capabilties Resource Tags Info Build Settings Bulld Phases Build Ru

b Target Dependencies (0 items)

¥ Compile Sources {63 items) x

-fno-objc-arc

¢| prng.c ...in Core

| pwd2key.c ... -fno-objc-arc

n G
| aeskey.c ...in CoreT -fno-obje-arc

FRAREELEIY I EFF IR

7% 2N Objective-C

7 fx* ARC pF > * EA IR Sty X I
@interface myInputStream : NSObject {

NSInputStream *stream;

}
+ (void)initialize
{
stream = NSInputStream inputStreamWithFileAtPath:somepath]];
}
- (void)dealloc
{

//% &+ #release
//[stream release];
[super dealloc];

}
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Swift
Swift if%k 5 3485 K AL
iz
class Person {
let name: String
init(name: String) { self.name = name }
var apartment: Apartment?
deinit { print("\(name) is being deinitialized") }
}
class Apartment {
let unit: String
init(unit: String) { self.unit = unit }
var tenant: Person?

deinit { print("Apartment \(unit) is being deinitialized") }

-

var john: Person?

var unit4A: Apartment?

be bl i |

john = Person(name: "John Appleseed")
unit4A = Apartment(unit: "4A")
B dp i

john!.apartment = unit4A
unit4A!.tenant = john

et

john = nil

unit4A = nil

5 J)4aiE s E e ARC A 2 7 Faid 1 5 oG #Y a2 g < o

var john var unit4A
<Apartment_instance>

| name: "John Appleseed" ‘ unit: "4A"

| apartment: <Apartment instance> tenant: <Person instance>
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TR B F T
CEE S CL R g ok
class Apartment {
let unit: String
init(unit: String) { self.unit = unit }
weak var tenant: Person?

deinit { print("Apartment \(unit) is being deinitialized") }

TH T AP R FFIRF 14151 P PEARSBEBLTAL 2EF

TH T App R X F X HRIAE I N/A

ERARFRRST IN/A

%3 %k . Swift Programming Language - AutomaticReferenceCounting - iOS
developer(#:PF R : 2016/10/1)

—\ —\
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https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AutomaticReferenceCounting.html
https://developer.apple.com/library/ios/documentation/Swift/Conceptual/Swift_Programming_Language/AutomaticReferenceCounting.html

10S-04:Ekc* App Transport Security(ATS)& Z_

o
TR App He B 0 JE10S 9.0 B A o 4 i * AR50 @@?Jﬁs > (ATS) eRT% 27w
TIERELT o F 34T App fjag TR K E 0 FR €N EE R L HTTPS chieds
TR e
Apple ® % 2017 & B 45 > #7F App chE il & Jffx* HTTPS A iv *F % o
FEL R RS 0 HRT A HTTP g f 4o gRvh ind 2 B8 0 T RGER Y 4250 o
B JRAR2 B chill $2 eniE % o TR % A o ATS 353 HTTP il 4% 7f & * HTTPS(RFC
2818)  HTTPS 3w ff ¢ * & }_iif;:‘; e 9 %> W TLS 1.2(RFC 5246) -
ATS H_d4 NSURLSession #f{ri¢ * v ch#75 API §4{7 o ¥ NSURLConnection th~ %

» % ATS Sgé‘%ﬂ o
%ﬁﬁt’é‘uﬂ © A P & L NSAppTransportSecurity » 53] @ Dictionary -
FoK Py - AT R R
i G o it
NSExceptionDomains Dictionary | ¥ i s 58
FHE BRE TRZEF TR TE
#4- : google.com £ ¥
edition.cnn.com
NSAllowsArbitrarylLoads | Boolean LTF T ek gl o
Hois e ATS 2% 2o
FER EENO> 4ok x5 YES R ¢ M B
H o et ATS 484 (T 35 HTTP) o

% - & & B NSExceptionDomains » 7 p & » #3:\4r

L 472 # it
NSIncludesSubdomains Boolea A ARE > TR NO
n FRIYES ! A PR T/ I
B3 8B o blde D YES & B
*.google.com
NSExceptionAllowsInsecureHTT | Boolea | ¥ i # {kiE » 8K YES ©

PLoads n T_YES D & vF T
2t }_-;V- r o
NSExceptionRequiresForwardSe | Boolea EFARE 0 FER YES o
crecy n F X TYES ¢ X & HTTPS &2
M@y ik F # & forward
secrecy (FS)ehk - 78 ; E &
T NO» P &2 4P (s ~
TR

‘ﬁ%‘

F 3
it
-
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fa it

TLS_RSA_WITH_AES_256_GCM _
SHA384
TLS_RSA_WITH_AES_128 GCM_
SHA256
TLS_RSA_WITH_AES_256_CBC_
SHA256
TLS_RSA_WITH_AES_256_CBC_
SHA
TLS_RSA_WITH_AES_128 CBC_
SHA256
TLS_RSA_WITH_AES_128 CBC_

NSExceptionMinimumTLSVersion

String

8 ®E 0 fEE TLSv1.2 -
TETHEE BRMIE AT
Transport Layer Security
(TLS) ks o
FEXDEAT

TLSv1.0

TLSv1.1

TLSv1.2

NSThirdPartyExceptionAllowsI
nsecureHTTPLoads

Boolea

BE
NSExceptionAllowsInsecure
HTTPLoads 7 P - ¥t % §_App
YR e R VN E s sk g
B A1TLS e R A o

NSThirdPartyExceptionRequire
sForwardSecrecy

Boolea

B
NSExceptionRequiresForwar
dSecrecy 7 P » ¥ % £_App &
LN =eE R IEPRE N sk F AR e 4
FITLS ehd (K3 & o

NSThirdPartyExceptionMinimum
TLSVersion

String

VAR
NSExceptionMinimumTLSVers
ions B > %% & App & *
5= A dagEEierE & TLS
Hig MR N o

EATS 418 (FT > PR ben® Lo f R AU THE - 5 p

1.k @B B E T HEY - i
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a.d FBEEF A certificate authority(CA)#7# & » %IVGHE T P 73 F% ki
b.d % iEiroot CA> T2 d kA HFILE fi% » o

2.3 sken® > Rk FETLS 1.2

3.2 TLS %8 E 222 23 forward secrecy (FS) » ¥ ¢ §H ¥ ™ — 18 @
eTLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
eTLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
eTLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
eTLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
eTLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
oTLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
eTLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
eTLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
*TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
*TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
eTLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

4.3 FIRBEHES Fd N T hhkER -
eRivest-Shamir-Adleman (RSA) key with a length of at least 2048 bits
eElliptic-Curve Cryptography (ECC) key with a size of at least 256 bits

TP 3 RPIRBRTEIEIFE 2R L SHA-2/SHA-256 1+ o

B OATS #8412 Fiv2 T » PRG S D AR ED DR EIA] o § ATS B41E i

T nafet Ei2 B E ATS ST T2 R .

X2RFLGRH BB L
X RRNEFEC
%w—:ia&ﬁ'ms

NSAppTransportSecurity

NSAllowsArbitraryLoads = YES
%c bl- R R TLS

NSAppTransportSecurity
NSExceptionDomains
"less-secure.example.com"
NSExceptionRequiresForwardSecrecy = NO

NSExceptionMinimumTLSVersion = "TLSv1.0"
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%Miiiﬁﬁ%ﬁAﬁ
NSAppTransportSecurity
NSAllowsArbitraryLoads = NO // Shown for clarity; this is the default
NSExceptionDomains
"secure-server-i-control.example.com”
NSExceptionAllowsInsecureHTTPLoads = YES
NSExceptionRequiresForwardSecrecy = NO

NSExceptionMinimumTLSVersion = "TLSv1.0"

X 2ARSBPE I N/A

A k? App A2 FERF 1 4.1.2. 4. R HEFTHE
FE T App A& FERIAE D N/A
ERRFRBSEY CN/A

%4 Kk N/A

=
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PIREE 2R3

Server-01 £ { ‘WE* App@éﬁ%vn fg,;«f,;mﬁwﬂg(é SRT CTHRZ? AR
kT oo EFX2RYRE ) IRHFEFT 2RENBH -
wy

-4 Server 384 > FIR L AT X A RE IR H AT
[F’Fp/@%]
tWeb PPRE F R R 7 UE B X 2 F Web RIRE F AR LAL GBS LT AR
PG rFARBTi § ERPELNN FIZ B F 7RI YL Y e {3
5 ITHE PIRE o
FUFABRGAMEIX X 2R BFALBB R FRAY AL ¥ ho LAl
B AT blhe s T AR A PR R o AT R
AFe & AR B B~ 3k Bt i 2 sT B P o
iE R 4o o " M Apache gk A T E“j’iw‘dnm']“% ROEFER RS T 0 Feh® R
A5 e
V-2 FREHRLE ’f B FRARBFEESERE GBS0 Z 20G]) 0
[ 3 4] HTTPS ﬁ&%}l]
HTTP Strict Transport Security (HSTS) (&: PR : 2016/10/1)
e A b gt 4] (& header #r F "Strict-Transport-Security”) » Rl * ¥
CEL R Tmb Fe £ 55414 R HTTPS » 14 (R34

X2EFL pixd o NF ‘amvl‘bﬁ;\

RT3
b4 iE P OpenSSL 5% A& OpenssL/i.0.1e 2 = 5 T 85 o

Escape character is '~]'.
HEAD / HTTP/1.9

enSSL/1.0.1e-fips DAV/2 PHP/S.3.20
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https://tools.ietf.org/html/rfc6797
https://tools.ietf.org/html/rfc6797

FRrRABPE)
Perha 4
B F B
telnet www.----- .com.tw 80

HTTP/1.0 200 OK

Date: Sat, 30 Jul 2016 ©05:52:56 GMT

P3P: policyref="http://info. .com/w3c/p3p.xml", ... Cache-Control: max-age=3600, public

Vary: Accept-Encoding]
Content-Type: text/html; charset=UTF-8

Server: ATS

ek
£C* HSTS ##/
<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="HTTP to HTTPS redirect" stopProcessing="true">
<match url="(.*)" />
<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}"
redirectType="Permanent" />
</rule>
</rules>
<outboundRules>
<rule name="Add Strict-Transport-Security when HTTPS" enabled="true">
<match serverVariable="RESPONSE_Strict_Transport_Security"
pattern=".*" />
<conditions>
<add input="{HTTPS}" pattern="on" ignoreCase="true" />
</conditions>
<action type="Rewrite" value="max-age=31536000" />
</rule>

</outboundRules>
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</rewrite>
</system.webServer>
</configuration>
FER* App A A FTXRHF I N/A
o App A T HORAE CN/A
LR F & 84%Y | ENISA SSDG 5.3
*% Kk
Herbi 48
e making-http-requests-via-telnet/(4:: @/ : 2016/10/1)
e enable-http-strict-transport-security-hsts-in-iis-7(& @R :

2016/10/1)
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http://www.blog.tonycode.com/tech-stuff/http-notes/making-http-requests-via-telnet/
http://serverfault.com/questions/417173/enable-http-strict-transport-security-hsts-in-iis-7

Server-02: ik CPD-01 F KFF P A% 2¥ 3 J @AREFFAF Rl mz T
TRRARFFEF P KT BRLTH

.
2% 4

FEWTF A9 0P s i

HE R )
Z2REFL Y
& 242N N/A
% 2420 D N/A

FE T App AR FEARHE I N/A
Ao App R A FTXHBIAE I N/A
LFPF L 84T  ENISA SSDG5.4
%% %k P N/A

wp
SRR HRE IR o 5 7 (4

R R

i\4
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Server-03:® *% code review’' B & A ITHFELErRE ®

Pz RiEELRE TR -

P
TORCH R R B AR TR AR 5 A rmfi TH A
His ’P%Kﬁﬁf\ﬁ“@ﬁf‘ﬁ’ﬁ &/ xR ]‘a(}&]“}
metadata ¥ 7H & F) o

X2REL 6P PIERER
3% 2AESNAEP ) N/A

% 2420 D N/A

FE kT App AR FTERE

AT App A>T X RRIAE I N/A
L FBFRE4Y - ENISA SSDG 5.1
% Lk I N/A
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Server-04:# {78 i App il 32 47§ 15 IR (Web PRF3/REST) B P # RIGF » 4
R*PFEANBAPTELERBITHFLERBFFROT2RF L2343
BRI

E

78 A5 TG 18 PR TS (Web PRAR/REST) s TP R RIAF - blde @ @& % #4250 78
AT B ERIRIoE L LR R en® 2 EF -

FrREL Y FAERFER

7% 2ARNBEP ]I N/A

X 2AENB/EN/A

FERk* App A FFTXRHF I N/A

AT App R AT X HRIAE I N/A

tFP Y RB%Y | ENISA SSDG 5.2

% Rk N/A
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Server-05: % {7# & * App il &2 #7F 5 3 RT3+ (Web FR73/REST) & T3P R %% 4 iR
WOBRLI2IRF O XEIPFBRIRGHEF

2
% Web Service ¥ jid % - =t I Mt W& (7% 5 Rl5# (Protect and Pen Test
Web services) ™ # MALN B A RFF M2 IFF > T A ERDFR RR ‘G 3 KER

gt o
EEY- PR TN
3% 2AERBH O N/A
% 2AERAF O 1 N/A
8T App R A FTELH D N/A
FE T App A AT X WARIAE I N/A
LREFERSY CN/A
24 %3k N/A

RE @i P iR

i\4
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Server-06: % }F PR EBEZIRHF T HE 2 BFEHIFF o

wp o
#F #5 (Framing) @ * iFrame kiLi% -  Web/WAP e :bift 0 o iofdsc v o * “2
% (wrapper)” e sk k3 {7 2L 2 3 (clickjacking) sc ¥ o gL 3F ) F S ol
#hPRF%(b]4e ¢ Facebook ~ Google ~ Twitter %) » i i 3% 4o 4 2 47 7% £5 (XSS
Scripting)ifik 48X ¥ 452 B 34 > 20 & b 4t~ iFrame 25088 o 4
-7 ?%‘Zm‘fl &R Ahe K BF GG iFrame KGR R Y FE H e 5
SO ] e b 0L g B A - 'Mé ‘%”‘* ° @ i F enp %ﬂ{m%ﬁﬁ%ﬁﬂ ° ipfh
K’?i‘# R ARNE > AT - R —"Ffrﬂﬂ“p FRIN S F YA )50 7o
LIS IR S S EERERNEFEC YRS ER
% Bk Framing @2 e 10S 45y §.74 18 * e F ALB (Web View) o 2351

Framing #4112 - 41 * client #§ JavaScript - + % #icWeb b7 L K £ 04
JavaScript i& {7 > #7124 & JavaScript % 245 (i ¥ YE - BEIE o BEIRE Py

BT R L DIRE o A RT A0 I{§ﬂ/lﬂ o TH R - BH|F R ik
JavaScript code i Frame Bk M & 2 3L {7
%R v e 3 I’J‘»?ﬁ? L e Ilis Penf 2R 2 122 & it 425555 o 1';7|J
dot B ﬁi Few AR A o L AF JavaScript T v I RHE AN - T
A KT A A7 5 58 (Frame busting code)e4e » % 7§ H Framing § % ¥Tigeh
AR o
X FRAME-OPTIONS #5F % — B #7¢h ~ { 4F e Framing 78 i fo- BT B ¢ i
*W%@J’?%%ﬁﬁmﬁpﬁﬁ°ﬁﬁﬁﬁﬂMbﬁﬁ¥§&$@ﬂﬁaﬁﬁ¥
Adp T 7 %ﬁ-‘r» - BIEZE & iframe v BN F o & Apache efie B » gtk et + 7
T8 i aiE A ] o
i :&?mWemew g API ¥ M ALE* keLfZchWebView ¥ :,‘F] T eilWeb p B % >
Moo B P b ipfE BT iR e AR 2 B R F g i UL
ofe b P B Eep o H s B L rnf‘,r]‘\}l\ % th X-Frame-Option HTTP response
header o #Am » 222 L x Zi B ApF > SAEPE 2T 287 o
o * VP EHS] > N l""—“rp Ul ~2 ERU R i ; .\E"F%,T}Séjgu T dR Mk
BoR IS EER BT AT AR B RARN F o

X2EFA Y I NFAaERR

X 2AEBFFECCN/A

LS T FIOE
P4 Server

Hi 4 X-Frame-Options

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM https://example.com/
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DENY
The page cannot be displayed in a frame, regardless of the site
attempting to do so.

SAMEORIGIN
The page can only be displayed in a frame on the same origin as
the page itself.

ALLOW-FROM uri
The page can only be displayed in a frame on the specified
origin.

FER* App A FFTXRF: N/A

FE* App A FFTXHWRIAE I N/A

FRRFRBSEY N/A

2+ Rk ®F i X-Frame-Options - mozilla developer( &R :
2016/10/1)
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

Server-07: %} IR E i * Token I B3R (Cross-site Request Forgery,
CSRF) s ¥ -
wp o

Berbi- R 28 (CSRF) & - 2rid i@ B#hi # F PR kB Web ¥ A2 7
%% & {7 ds crc B o CSRF sz & P &b T soenp cho @ 2 g%fg * jﬁﬁﬁ
Mo FIL e FH R F R TR AR N O LT (W E T S e A
*nd ) o K?f—;fv CAF LR FHEAFLFERNES Aok LT H LG AR
Pk - B CSRE AT IR FRE GRS T L R PR I g

s A e ded £ T P SR IUR S 0 CSRF S5 2 B R 2
ii‘lﬂ?’%’i s L & B LE R
*E 2ARNBFEC) O N/A
F AN ek g

# * CSRF Token

1.7 278 g2 Hp o 54 TOKEN -

@using (Html.BeginForm("Manage", "Account")) {

o

@Html.AntiForgeryToken()

}
2.Ajax = 7V prfeday s 44 TOKEN o
<script>
@functions{
public string TokenHeaderValue()
{
string cookieToken, formToken;
AntiForgery.GetTokens(null, out cookieToken, out formToken);
return cookieToken + ":" + formToken;
}
}
$.ajax("api/values", {
type: "post",
contentType: "application/json",
data: { }, // JSON data goes here
dataType: "json",
headers: {
'RequestVerificationToken': '@TokenHeaderValue()'
}
1
</script>
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3. 4 pARicl D BN = TOKEN o

void ValidateRequestHeader (HttpRequestMessage request)

{
string cookieToken = "";
string formToken = "";
IEnumerable<string> tokenHeaders;
if (request.Headers.TryGetValues("RequestVerificationToken", out tokenHeaders))
{
string[] tokens = tokenHeaders.First().Split(':");
if (tokens.lLength == 2)
{
cookieToken = tokens[@].Trim();
formToken = tokens[1].Trim();
¥
¥
AntiForgery.Validate(cookieToken, formToken);
¥

—\ e

TEET App A * FTERF D N/A

BT App A X T X RRIAR S N/A

LRRFRESY IN/A

% Fk

Ferbis
e XSRF/CSRF Prevention in ASP.NET MVC and Web Pages - .NET
microsoft (APFR : 2016/10/1)
ePreventing Cross-Site Request Forgery (CSRF) Attacks in ASP.NET

Web API (%3P :2016/10/1)

326


http://www.asp.net/mvc/overview/security/xsrfcsrf-prevention-in-aspnet-mvc-and-web-pages
http://www.asp.net/mvc/overview/security/xsrfcsrf-prevention-in-aspnet-mvc-and-web-pages
http://www.asp.net/web-api/overview/security/preventing-cross-site-request-forgery-csrf-attacks
http://www.asp.net/web-api/overview/security/preventing-cross-site-request-forgery-csrf-attacks

Server-08: % t 3 F WIRERBZT 2 - B F RA -
W
1. 40 GWLFTHMAE - »EALF T BRESGASE > BT Tk
BLE BB a‘.’gj‘ﬁ‘#‘r’v)‘!g °
2. /840~ Ao B A s 4] 0 B4 @ google reCAPTCHA -
3LRABEERT V8T 12BN EAE A IR KA S FAF A KT EY

£ o

4, HRE AN IP S BRI RP IFEEEEREEET > > NP ERE > o
S5.{- 1 FEFHHEDH & RFEPFF 2B W(T?F%W BT EA -~ ES
6. F 7 B GG A5 0 sers HASH R85 » T3 4 FAF e enSalt o

X2EFEL G T RFFE

% 2A2NHmE S N/A

% 2A2NBEH I N/A

FER* App AR FTXRHF S N/A

AR App AR FTXHRRIAE IN/A

LREFEESY IN/A

%% %k P N/A

Tq,‘
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Server-09: BiFGIRBF E 2 LB > WF (B w2 —-!r/Ip B 1% KA A FTN PR ¥
# (DDoS) h *

wp
B AR BEERPHEFEARD NEFRFORIRER N4 > T E BRY R
Jﬁmé‘vl‘fzf‘;& 2 ATV A THE I PR B dTae 0 1 F M A 4 EC 5N FE BTIT

(DDOS) I *&
F2RGLATY I FREMRK
& 242N N/A

% AL \‘E%jrzm N/A
FER* App R FFT X RHF 2 N/A
AT App A>T X RRIAE I N/A
LFPFLB4%Y  ENISA SSDG 5.5
%% %k P N/A
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Server-10: % CPG-01~CPG-03 ¥ ¥ TLS R B=H3k Z_
o
SSL & TLS /i &
- SSL(Secure Sockets Layer hf§ & )% > s 2 A2k F o 7 (Netscape)
w1994 #p g Rk P AT E o e R AFHR PF oo da ) HTTPS 12 % 14 SSL & 7 4e
%o AEXE SSL 1.0/SSL 2.0/SSL 3.0 - >t 2006 & IETF #-SSL #&#& it » < RFC

2246 > x-H AL TLS @@@?]/éﬁ—’é’ >3 (Transport Layer Security) > I fig

PTHR ) B A O3 ravk A L TLS 1.2 11 o

€ & | SSL SSL SSL TLS TLS TLS TLS
1.0 2.0 3.0 1.0 1.1 1.2 1.3
£ i»| NA 1995 | 1996 | 1999 | 2006 | 2008 | {F Z_

- TSSL/TLS { #7f#2,
- Tiz® 1024 =~ b4k, o
- 3 R B R4 R T 0T NIST 22343 2013 2

2048 = o 71024 =~ £ 4k T

o B4R RY 1024 =R o kS
i EARELIE > @ 2048 A AR XA §
fF UnpEF (B P O)RBLE 0 T G

Fiz#* SSL 3.0, o

- P /%2014 SSL 3.0 i CVE- 2014-3566 /AiF > € * T2 % > > & X e

% SSL3.@ :x* TLS sc @b 7o
FOpenSSL heartbleed bug,

- OpenSSL « B4 * 07 A48 > 30 2@14/4/@8 ”}\‘1’-'*‘ 1.0.1g B i pL R 48 o P B
WEH T BSSLETLS ¢ FRAPBEAES M LB THRE 7R T#
g o

- Bl A F L ATH R AL 0penSSL ARV AR A~ [ HATR IR HE o

- ;D E S T LATH KA 0penSSL AR5V ik & o

- defri AR A D7 & 4 openssl version

=1 ﬁsa]»] OpenSSL 1.0.2 22 Jan 2015

- % 12048 A SSHA2 £ % 4o o

#:4 SSLBRA SR KA

o e £ %% 5 5]
5 ~3 & Hexk 1w K iR
% standard ssL (ov) RebpRy RFRGE
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https://zh.wikipedia.org/wiki/%E7%B6%B2%E6%99%AF
https://zh.wikipedia.org/wiki/%E7%B6%B2%E9%A0%81%E7%80%8F%E8%A6%BD%E5%99%A8
https://zh.wikipedia.org/wiki/%E7%B6%B2%E6%99%AF%E9%A0%98%E8%88%AA%E5%93%A1
https://zh.wikipedia.org/wiki/HTTPS
https://tools.ietf.org/html/rfc2246
https://tools.ietf.org/html/rfc2246

3 e &1 % 4 i)
e R 1~3 # REE ST (| EEIRD
Deluxe SSL (OV) i % F
7 %% |Extended Validation |1~3 # |[Miff&ro Pd PMnily $d fiie o Rapsha
(EV) —ﬁ—ﬁg‘é“-:ﬁ?;‘i :’;i‘?’# ‘%ﬂ}s—ﬁglé;}'](ﬁ:c

EV *<# ] : https://developer.apple.com( &34 P #/:2016/10/1)

~ Safari i #£{¥ FINEiEL %1E % developer.apple.com = ‘

I ] {EFSNERNE - THER https $834 Tdeveloper.apple.com | Wi FER R
l;@ R AR - |

TSymantec Corporation| E# 5] Mdeveloper.apple.com| £ TCupertino
California US| 2% TApple Inc.) FifH -

k! VeriSign Class 3 Public Primary Certification Authority - G5
+ [E] Symantec Class 3 EV SSL CA - G3

L [ developerapple.com

developer.apple.com

F#BA : Symantec Class 3 EV S5L CA - G3

BHEH : 20174F3F26H BHEF &JtMREE Y FETa5500 508
O ARRANY

Cortiferat

RSA fI# (1.2.840.113548.1.1.1)

i

256 byte : BB 98 5C FE BE D4 0A AB ...
[ 65537

2048 bit

e ~ A > 5% RA

. 256 byte : 76 32 CF 1A 30 D3 26 54 ..,

e

¥

= Go Daddy Root Certificate Authority - G2
~| Go Daddy Secure Certificate Authority - G2
(8

R E G D https://www.owasp.org/ (A FF R © 2016/10/1)

. Www.owasp.org

www.owasp.org

il ##5 A 1 Go Daddy Secure Certificate Authority - G2
R : 2017F4A19H BES SIcaRAR M E 54831 5308
@ HAER AR
» fEfE
v BERN

Domain Control Validated

i www.owasp.org

RSA fLEE {1.2.840.113549.1.1.1)

Eid

256 byte : AD 35 20 10 EB 1B 06 EA ...
65537

2048 bit

e - Bl - 6% - EA

256 byte : 8A 58 01 D5 F7 6B 58 07 ...

P

H 9o @ https://ep.land.nat.gov.tw/ (&9 PF R ° 2016/10/1)
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https://developer.apple.com/
https://www.owasp.org/(查詢時間：2016/10/1)
https://ep.land.nat.gov.tw/(查詢時間：2016/10/1)

Chriiontc ep.land._nat.gov.tw

clvdont | BN ITRGR

C L) EIEEH 201852A16H BIEE AviRARN LFORS4H408
G SRR AN

b {&E
v BERA
£ B
mx W
2E fTEdR
EEE ARE
EM e
—#i &%  epland.nat.gov.tw
4 0000000010023770

- 4 GCA % iPhone 1 & 1 2 4% 3 iz

LB RARSZHA G5
[Safari) f&%E%#% epaper.hinet.net)
R Z 5 - ﬁ&g%&ﬁﬂ@#éﬁi:ﬂ*ﬁ

BUH

SFAEA
]
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HUH i i f=E £ E# EF =

4 ep.land.nat.gov.tw

FEEE

4 2018/2/16 L49:54:40 iﬁ*’é‘fﬁﬁﬁz

EEHAER

—R & ep.land.nat.gov.tw

sk 0000000010023770

Z2REFL XY I BFFEHE
LR Y ¥ N IE
OpenSSL 1.01f(z M )i+
2048 AN W~ A0 RUBEA B RER
SET AT T IR
OpenSSL 1.01g(z 2 1) w4
2048 = (F )M 0 i G ok
o T App &> FX R4 1 N/A
P8 * App A% TR HRIAE I N/A
LRARFELRBSLY I N/A
%% %k D N/A
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Server-11: %% CPM-01~CPM-08 ¥ i¥ § 3% ¥ L (Session Management) &' JR § 34 &
T _o
w
PP PR FSession T AR LI REY o REPE G T AR o REFR
JROB BB RO B ATehE > {37 o 1% Session cookie (hE B F_R 43 EERE B
Session ¥ > ¥ & o
PRz I CPM-01: 7% & * App 7 T CPG-02 TLS:# 4 » Z @ * %L R 5 128 =
R (F)IE 2 A
ZRARFELEIY TR IR
R R ¥ O LR
.NET 5 & : SessionID 7% % 120 =~
ASP.NET 7SessionID &.d 24 B F if#ﬂ%‘ ARz AEd ] Bafzo 4 0350
32fE s ) FEF N ARE 205 X o B EF 24%5=120 =~
DR ¥ SO TR
# /T SessionIDManager ‘@128 i~ ~2 SessionID
//
// ISessionIDManager.CreateSessionID
//
public string CreateSessionID(HttpContext context)
{
//Guid #iE §_128 =~
return Guid.NewGuid().ToString();
}
8 7 App &R T RH D N/A
AT App R AT EHWRBIAE I N/A
LREFERSY IN/A
%4 %k P N/A
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Server-12:i¢ * RR % [§2 PR G PHFIH S FEF BRI IOFBAp INT R -
E
PERF R AL 2R B e T ek o
2ORAR G BXEORIS AT K2 (S ﬁmﬁtw%z‘%ﬁ%ﬂﬁ @ P4
ZX2REFL XY I NFREFL
LRI 3 A ¥ R
Gk 48 1 d-admin B 0B kg
#|4c : Open Cartg ¢ P & \admin
#]4c . osCommerce ¢ P 4 catalog\admin
erbifs AL XD EHL
b4 @ Open Cart % % P 4+ \install
b4 © osCommerce % % P 4+ catalog\install
X 2ARSBPE I N/A
F# ik App A *FE AP I N/A
FERE? App R A FTXHRIAE IN/A
LRAPFREEY IN/A
%+ %k . post installation - osCommerce (%R :2016/10/1)
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https://library.oscommerce.com/Online&en&oscom_2_3&getting_started&post_installation

4, e i * App % 2 B #F 2 &1k (SSDLC)

7 —

i

2l >

"% AR A3 LRKRA(R) Nk o Lo BUFRRE L 7
¥ena e Hs s s R ABRE 2y B AR App &3
=

BIL L GR3E BHE O RRESRMACE AR -

¢ . Google ~ facebook 4t R E B > 27 R F R e~ Aok
4 A 0 & At B g (Agile software development) - p#t>t 2t
R B o UHIHES R PRI EL R B nf g
BOH G R (LA F S Y AR k) MR L R AT R A R

Aop AR B PR s RS R R R ORNBRB IR 4«
R i‘«liﬁﬁ%ﬁ’f’%@ﬁﬂ LT o

E

e BB S TE R App & 2 WARE G T N
Ad oo dvip App 2 >0 B AT X4 &1rY (Software
Development Lifecycle, SDLC)t % 2@ ch¥d 2B H 2 kY
(Secure Software Development Lifecycle, SSDLC) > % % SSDLC
32w Cigital = @ éh Touchpoint ~ Microsoft 2 & i1 Security
Development Lifecycle(SDL)Z% B hirdd< >3+ 2% (OWASP)
Security Assurance Maturity Model(SAMM) - gt = 78 & & @ Vb 3§
WsE At 1> 245510 Cigital 2 @ Touchpoint h% 22 23 &

(E0|
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RISK-BASED CODE REVIEW
SECURITY REQUIREMENTS
© BECOR Ty wEaw PENETRATION TESTING
ABUSE /CASKS RISK ANALYSIS
RISK ANALYSIS SECURITY OPERATION

REQUIREMENT ARCHITECTURE TEST AND FEEDBACK FROM
AND USE CASES AND DESIGN KEAT ELARS TEST RESULTS THE FIELD

ZA B C www.cigital.com

Bl22 Cigital Touchpoint = ;2%

%——lz _i/'cﬁ?&\; F%T\Pb-F)sJ N r;{ -F = rFYB)’?-'Eﬁ,FPb_F)\J N r/?']
Wi &2 TR RE R o PR RFEEGELE 23 477 & P A

L

REHIE © EREREFKR
EHEE « RIS

PHEE RBLHERE SREER - CRERRERERRA

ammp B BE . mermmust
mrnnt  BEEY B - RemsiE

B B {FREEY

N YRS i
BERLEXEEX

Bk RIR © At H BIZ > %3 Software Security Building Security
In > Gary McGraw,Cigital CTO (&P : 2016/10/1)

Rl23 % 208482 431
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http://searchsecurity.techtarget.com/opinion/Gary-McGraw-on-software-security-assurance-Build-it-in-build-it-right
http://searchsecurity.techtarget.com/opinion/Gary-McGraw-on-software-security-assurance-Build-it-in-build-it-right

ﬁ* P B % IR SSDLC 2@ 5L SDLC & FFf > H4r 3 > T X 25 d é_ifu
SPEELRKFSSDLC T HE RS AL IFHE > Ldok 1 Fh %
EERMFIF O GMAEF ERE 2IRUETFTRBA RS ARG o F A
g < tgrE BB 4F§ & A (Total cost ownership, TCO) o iZ3% 7 114
# SSDLC A @SB infeen® 2dd > L e B F kB FH/ L > FiF
FoEEEH R 2T Ko

LTHE - ERETHTK

FUEE mEgiERRs ERREEER - BROW

FHMEE . - « ERTROEREG
-

ERBEET

G | sl
ﬁ%;ﬂjnitn-l-i

sy PERR

Sprint#1

Sprint#2 Sprint#3

Agile methodology * ﬁﬂﬁ%gﬁ%}ﬂ“%ﬁ Waterfall methodology
BEMEENBEZ

FHARR A
%% Software Security Building Security In > Gary McGraw,Cigital CTO
& http://www.screenmedia.co.uk/blog/2014/08/what-is-agile-

development-a-brief-introduction/

Bl24 5T R 21 & B
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http://www.screenmedia.co.uk/blog/2014/08/what-is-agile-development-a-brief-introduction/
http://www.screenmedia.co.uk/blog/2014/08/what-is-agile-development-a-brief-introduction/

REFEF T = BED(Sprint) g N f 27 p # i R4 KRBT LR
RO EFTAAALIKHEFEL > 1 EZ A BE AT ETERE wEEG RN
o B PR RS E S

=)

4.1. % F FFE

b App B AT FABA2 0 Ak L BF B LA TE B
R AR BAREREA (S A3 5212223 8) FRER
v AT IR

E2x 2R IAR o
PERBERT IR
OPEY = 3 API/ SV E
o = RAnEE X 2 E

4.1.1. =

| 4

% >R AL

P BEREA ) HRERPERF 2% E 2 BF AL T g
AR B FEY BASDLCT R g R TR KARFF R
Rfe ) 0 & 7R RE S AT/ R AN T S RIREL 2
REEY FEHE B R SHESEFTLEY Trello~ Jira ¥ % %
AR HS L 22 BRABG AL 2 AR AL onfEh o B AR
A B BT %4 4o Android 223k AL A inAe 0 SR B 25 1o o
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Setup your
environment

Setup
Create a
Project

Write Add assets

Connect to a
Device or emulator

Build & Run

Customize your build

Iterate

II

Z# 4R Android Developer

B]25 Android Developer Workflow Basics



4.1.2. >R HF R IR

LEFHEAFLZ IR IEBFRT VR EEF
@%Awﬁiﬁﬁﬂﬁmﬁﬁié%%%%f’iﬁ
Rk B Ee T AppEHEAM X B (¢4 PM-IS~SA-~SD~ PG %
QA) » B E 3 SHEL 1 3 NEE S IR I RS AT
BRAEEEe g LT R

gk 0 ¢ ZAciP Rt st ¥ e (Attack Surface) ~ %iER

2BE(%Y 24515 2.3 8 FH " App

ok PefRNEF > & MR E =~ SQL FALEM ITHF
?ﬁiﬁfﬁu%ﬁﬁ”’%ﬁ%?%* ° (%% 243l % 3
TR EF )

s B YR A 1T
EA®RY App % 2 B

e

o% > it AR

-

F0f ZXDPREHNMERRFDLE b GITESX
RRREDE (2 A E SR EFET App TE RBIT IT)

o Tt T L BATE 2AI( 5T A5 F 2.1 8) o

—

ONBIBATIEF B App AR TR (53 Apilh 2.58) AR
Bt App A AT X R 4
26 #i o

% R 27 SSDLC $H M % » 320

¥
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RiEX

4.2. B iR R
EillRZER
(E:DEI

41 THRAEAENZERNEKRER

ALLABERA |412 Gt 413 (18R [414 5A [415 FOE | sAseasy
BARARE | BRRE | ERER: |3 spoE | Aedterg | TEPELE
BEAELIR
R &
— s SR 5 BN %%*'gﬁﬁ
A TR I A e
4122 SR | 4132 HEER N
B.ig: o 8 TTiLemas [1lsipwEE | Sks. a8
wa wmE | BEmEit 0 S
B BT NA | 23 BRER SpRnsk | BAEEEeR | REGRBEE
P 41428588 | A22RA | ZANZ2NE
s 51 4152 FHER | REE 8%
CRESMFREE N/A 4125 QEHE BzEp =hgNEER
WA= . 4154 fEREH | -
4126 HEME N
—— K
D AP ER N/A
mMEgommey | 4111 AR 4153 B3|
E.DB%I\E@BEEX Eftﬁé?ﬁ_ ﬁaﬁ%
maE | A A A
4113 7
EAL2 U
EEi

SRR R h A
Bl26 A F 76kt App E_‘ij?-e *FL%M % 4 F PR 27 SSDLC ¥R M %

4.1.3. 3% =3 API/ SV E

BHEARSH S THRY AppPa B g e¢s* 5= (RASF ¥
FAE)APT/ S5V I » 31% - F & LG 2RI R 4
ﬂg’Eﬁ%{@ﬁi&Jﬁé c BEBEY RIS =3 API/ S0V EE 2RI
s‘;:ap\» 51 % i:ﬁr?\,&z D WR S TRREEE R 3 2% 28 = 2 API/ &N
X Bk 0 1§ 2014 & 4 R OpenSSL heart breed i&BF > ¥
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PR H T F ;a‘s 2PN S APT ¥ L E4F 5 5 E (T
B App iEFE 2 % 2 RACAR B R A U
%”gﬂﬁﬁﬂﬁiﬁgo?U£§%$K§1< $ 1 LR
X ARG o

A

Y

g
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2.3 k&
APEB Y PM 2 SARBW B L FHRY App T 2T ko AR RT App

FF RE A ELALRF AP AT RER NP AR T T K e
#

BN
BERIEP AR R App g K P ¢ EF S8 AFHFEESR

FPHERSCETREAS B IR S EFNELET R %
PHEFRTFALTERFZRE REA LTI mERIAINTE 2T KR
PM/SA/IS A B0 #actheng Lu et > &4 ZREFT X 2EH (X 2

R

e KX T Fo

LY LA

O _H It R H LR K o
2.1 waxE r»F R
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fﬁ%ﬁﬁ TEREERT M

= skl
P

oiFd T App LT G AP AFOTHE 2R It HF A
& (PCI DSS) ~ {72 ¢ &

rr\\

o7kt App £ F G EFH RFFAEFAME R Low R
Mg £ 2 p AR AR R R

o T B * App J’a”zfg\; PEEHL ey Cud ~ 1" > B~ 32

oTH it App LT HE HF & £ HI?

- FoWEREsaggREFi o
— FZR R IR (FRRES N EREFTL)

oiTf bt App & T ¥R E- PG AR ER L

2/‘1’\|1 I mIZ‘ Fdmo ’g‘l@'ﬁt *E] Fﬁg FF %\'i 5]%‘3}- ‘f\_%f T:?é‘g‘ﬁj :”_,é, ::[:‘l‘i
EAR S cx st NP 87 o

2.2 b e A dT
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#} o AR ER T App BE R K% 2 F R2F TR L
BRI P o

4.2.3. TED K& * HEER T 25|

BT RGP RN HEL A G RE RANP U AL AT R
Wi S H AR R RRH R AR ST H ) 2T 5 & SDLC

7 *(Requirements) : & * % | (Use cases) i E g &ii7:h%

BT ERY AU B AL RPRfoE 2 A AT -

o/~ 7232k 2+ (Analysis and Design) @ @ * % ¥ i & A 4588
A P R T K bldeR AA T R PR R T AF R

R bl A SRR

7

o# it (Implementation) : ¥4 it * ?%- PIREA] AR A A A F

nfmﬁi}\ﬁ;)}*{ 7 & T i R EBRRENBRTE - Bl
b"f;’faf priE R GIE R IEHGE o

o p:E (Testing) @ ¥ M jEi¢ * & G A& = BRI X G|oRIFLAE > 0
B AR TUEDRGEFE - B ZHREFRE 5@@5?‘]%)}%%’ 7T
P RGENBRBERE 2R X0 RBFELE 27 Arow o
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4.3. KR

ZrEEFPEFRRE S AR ADR > UFLNEBFREDEF
BPorArEL Iz & A X MFH 4 0 K 3L (SD) A B T EA T R4 M
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1.k # ;% SSDLC g2 sz s\ B %

FEEF AR 2 A B ¢ * B3k % ;8 (Waterfall)SDLC B §_i * 3§ it
RSB N A B (Sprint) BARS S 2 PlREL > 2 ¥R R AR
(iteration) o STEFF A - A1 A L1 ~ L ~ AR BREDRE 3

e RATHBEY B RS AL S BIAD 0 LB R KD
F % TR L %ﬁffmr Tl o T L 0 k- B R

AE BRI bl VR EAS ] R R T ANRY > AR
HA- B AT R PR -

dFFd 21 Fiey g 2E %% (MIT Sloan Management Review)*t
TP RARF2EHSHGMBEFEFOF L FL L0 KR
FLEEEFIA DL R FF > P oy i F RRERBE S 2
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4.2, 78K App 2. DevOps F¥ & /4%

DevOps # - A€ A T H % « B (Dev) ; fr TIT & a4 B (Ops) |
2 BHM L TEehe SRR E) c BB F T THMAH | o TR
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(o AR RS IR F RS L e B R T
3 o B> DevOps 4B M T 7 %% ithome shd ¥ (AR ¢
2016/10/1)

DevOps 5 T # B4t | AB#F BT RBENBEF 22— » 7 %4
&£ ¥ > 4vYahoo ~ IBM ~ Red Hat % jigdic ¥ L3 ¥ 41 f—ﬂ—p—% W R
4 1% 4iede DevOps » DevOps R sivpk B3 B2 § WIS B 45 - 0

BSDLC A 2 0 AN E 2R B A L BFBGFE AEBE > BF B
AR N YERAS TR EABEE RN (5 GRS E R

(System Integration Testing, SIT)Z% i % i#@%iﬁdéﬁ(User‘
Acceptance Testing, UAT) » ¥ SR adFfh 825 RF £ d AEFH
FREHRA A A AL ATHERGEE ) LR AT wF AT &
Ww - mh > AL PEXIT R T BT RLERT FT 0
it ERFHEFZ PREIPIPFLE > RIGEFEFRT App B H &
1P EedF L o

MiEEEt App B A T 0 FIAL A 2 w S IT AH AR R R AL
¥ 11 i iF DevOps iE (745§ & & (Continuous Integration, CI)1 £+
VAR M) E - BB R TIRIE P& o F chDev AR R Bt 0 AT
PFHAdeFging .

%+ Suzie Prince on, 2016/2/11 % % The Product Managers’
Guide to Continuous Delivery and DevOps > < ® ¥ T3 4§ & &
(Continuous Integration) ; -~ T# 4 2 & (Continuous
Delivery) ; fv "3 § %% (Continuous Deployment) ; - #-i& 3 B %

&P 4T
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interface
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Mvar/mobile/Applications/OF FO1000-CECA-451B-ATS3- . = " |
i 0 g BO3616220E1 2MethodSwizzlingDemo.applen.|projMainStoryboard.storybearde/ LVenConmleeieueLliin NSEleEroiacbione L
Mvar/mobile/Applications/OF FO1000-CEC1-451B-ATS3- - .
* 0 § BD3618220E1 2Method SwizzlingDemo.app/en.lprojMainStoryboard storyboarde! Zview-3nib NEFieProteationNone 1707
* 0 §  Mvar/mobile/Applications/OF FO1000- CECA-451B-AT53-BD3616220E12/MethodSwizz ingDemo.applen. Iproj! InfoPlist strings NSFileProtectionNone 17.07.
* 0 10 Nvar/mebile/Applications/OF FO1000-CECA-451B-AT93-BD3816220E1 2Method Swizz ingDeme.app! MethodSwizzlingDeme NSFileProtectionNone 17.07.
* O 11 Nar/mobile/Applications/OF FO1000-CECA-451B-ATS93-BD 3616220E1 2/Method Swizz ingDemo.app! MethodSwizzlingDema NSFileProtectionNong 17.07.
* 0 12 Nvar/mobile/Applications/OF FO1000- CECA-451B-A753-BD3616220E1 2/MethodSwizz ingDemo.app! MethodSwizzlingDemo NSFileProtectionNone 17.07.
* O 13 Nar/mebile/Applications/OF FO1000-CECA-451B-AT93-BD3616220E1 2Method Swizz ingDemo.app! MethodSwizzlingDema NSFileProtectionNone 17.07.

Z R IR Snoop-it
B39 Snoop-it 44+ App T AL B & (7 HEE-4 17

5.2.3. MobSF

Mobile Security Framework(MobSF)# - i (7 App 4 7% > {122 >
ER S BHATEHFHRT App(Android K/10S KT A YT 0 T B
BRI ZE L SR FH i fods & (54 32 Android %R & ) s 49 o

¥ % 3 Android fr 10S ¥ & 3 i sifefeid Shd 2ot # - e
(APK & IPA) & %5 e/ 44% ° MObSF B ¥ 1244 17 Web API eh& 2 {ipjid e
APT HOR RIGE L & > ¥ MRAFT AR E > FU AT 2 TR A6 0 85 dide
XXE ~ SSRF ~ IDOR » ™2 % % Bf session fr API *U4| % BiBR 4T 1L 2 (76
AppAPI i+ T il o

BB E ARV P TR % o MObSF 3 7 & o 1L B 40 ¥

j\#ﬁ%l}éﬁéiﬁ’ﬁ%ﬁ‘ A ﬁ'ﬁ’;}g{?’r d ajj_nabr\aham El’i‘)%féﬁ”MObSF 1E 75 w4

7T °

382



951PM |
i )
PR e

% #+ 4B © MobSF
140 MobSF #4 7 %
HE (> ®F5 70 m

T

¥ @ * MobSF it
41 977 ) o B A B X & B APK & §_IPA } & 3 g MObSF 4 474 xk1s »
TR R A NAPMFEL > BREBRF AR RFE 2 RRZ AT o

T App A7 PE o 4k (F 2L

e Security Framew

:M®RSF

Drag files here or click Upload & Analyze

#» Upload & Analyze

Recent Scans | About

© 2016 Mobile Security Framework - MobSF v0.8.2 Beta. All Rights Reserved

& &R © MobSF
Bl41 MobSF + @ =& * App 2 & &

AdpsliE i @ Yahoo! * § App & {7Ap M & 47 > ¥ A d14p M A 47 4F

4 0§ 42 P o
383



R L Sci About Search MDS
File Information D App Information (o]
09 veather_v3.9.L.apk [ Packape Nome Tt To)
[ size LRPIVI:] org.cwb.cwbTabActivity
[T 3c1362¢87a87d65cb46bT164738cdT9a POY 1in 5o PRV s sx |
[0 d11260ca724143b79cb16aeeSbc258ecae074adT I 3.0.1
o 106210 sazat e OISy 112

ACTIVITIES SERVICES { PROVIDERS
FXPORTED FXPORTED FXPORTED
ACTVITIES [k’\ CES =2 RECEIVERS PRO\ \[E
u 2 o 1

BARRIR D AR EE

5&1

R App ~ 173FE F B

5.3.R BEK*

iR & e f A Adp sl ohlgRl1 & 0 & %] 5 Santoku ~ Snoop-
it & MObSF » 433! 11 MObSF f # i 1 & fhiploh st % 7 itthbl e ® » 1Y
ST F A App S HRBIFE G 2 App B L i I“’?%?I"""‘”fﬁfﬁéﬁ
He s % b AR MU R F X E SR A5l 5T apk
BipakhR o BEF I TLAT c AP AT HIME B R Ao T ]

g\s’i

384
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® https://github.com/ajinabraham/Mobile-Security-Framework-MobSF( &

PR :2016/10/1)
® https://www.python.org/downloads (%44 P @ : 2016/10/1)
® http://www.oracle.com/technetwork/java/javase/downloads (% :d P&/ .

2016/10/1)
® https://www.virtualbox.org/wiki/Downloads (#: 4P @ : 2016/10/1)

(Ap b 55 et ]:

® https://github.com/ajinabraham/Mobile-Security-Framework-
MobSF/wiki (A PR : 2016/10/1)
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© St Dynamic Analysis

# i & 15- Code Nature

# i~ 17- Signer Certificate
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# jL 4~ #7- Security Analysis

# fi A 47 - Reconnaissance
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